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Opening note

Welcome to a new edition of InnovAction. It is with great enthusiasm
that I introduce this year's magazine at a moment when Altice Labs is
deeply engaged in redefining the future of connectivity, intelligence,
and digital trust.

We enter this new edition at a time of profound transformation. The
global technological landscape is evolving at unprecedented speed,
shaped by the convergence of Artificial Intelligence, the virtualiza-
tion of processes, the decentralization of business models, and the
increasing demand for sustainable solutions. This context challenges
organizations to rethink their strategies, adapt with agility, and remain
firmly committed to creating value through innovation. Al, automa-
tion, next-generation networks, edge computing, and data sover-
eignty are reshaping the way we design, operate, and secure digital
infrastructures. This context challenges us, but also reinforces our
purpose: to create technology that is smarter, more sustainable,
more resilient, and more human-centric.

At Altice Labs, we embrace this transformation with determination
and a clear sense of purpose. The innovation showcased in the ar-
ticles of this edition reflects our ability to anticipate trends, devel-
op cutting-edge technologies, and deliver solutions that strengthen
our partners, operators, and communities. From next-generation
networks to Al-driven platforms, from cybersecurity to sustainable
architectures, each project demonstrates not only our technical ex-
pertise but also our readiness to face the challenges and opportuni-
ties presented by today’s world.

This is also a moment to transform the legacy that shaped Altice
Labs into a catalyst for the future, reinforcing our commitment to
change, collective innovation, and a bold, forward-looking vision. As
we navigate this new chapter, the collective talent, creativity, and
dedication of our teams remain our greatest strengths. We contin-
ue to push boundaries, explore new paradigms, and anticipate what
comes next — from intelligent automation to advanced network ar-
chitectures, from quantum-safe approaches to open, collaborative
innovation models.

| invite you to explore this new edition of InnovAction, certain that it
mirrors the energy of transformation that we are living and the am-
bition with which we build the future.

Joédo Paulo Firmeza
General Manager of Altice Labs

PFirmeza@alticelalbs.com
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Editorial note

Welcome to this year’s edition of our technical magazine, where we delve into the
forefront of innovation in telecommunications, artificial intelligence, and digital
connectivity. This collection of fifteen articles showcases the remarkable breadth
and depth of research and development underway at Altice Labs and its part-
ners, offering a compelling glimpse into the future of intelligent automation, con-
nected systems, and data sovereignty.

We start with “Open Innovation at Altice Labs —The Road Ahead"”, which out-
lines the shift from isolated innovation to collaborative ecosystems, emphasizing
co-creation as a driver of technological progress.

The next set of articles explores how Al is transforming telecommunications, en-
compassing customer experience, enterprise automation, network design and
configuration. These contributions share a vision of smarter, more adaptive, and
inclusive systems:

- “Towards Agentic Al: The Next Evolution in Enterprise Automation” in-
troduces autonomous systems capable of decision-making and contextu-
al adaptation. The work of Altice Labs’ BOTSchool reveals both the potential
and complexity of integrating agentic flows into enterprise environments.

« “AURA: Bridging Human Voice and Network Reality through Al-Powered
Diagnostics” presents a system that converts voice complaints into struc-
tured insights, enabling early detection of service issues and improving cus-
tomer satisfaction.

« “Towards MCP Server on NOSSIS-Based Autonomous Operations” de-
scribes a modular protocol for secure, context-rich interactions between Al
models and operational systems, paving the way for intelligent OSS platforms.

- “Agentic Al Meets Connected Home Ecosystem: A Case Study of
MyButler” brings agentic intelligence into smart homes. MyButler autono-
mously manages devices, optimizes energy use, and supports assisted living
through multimodal interaction and scripting.

+ “Autonomous Network Design: Leveraging Al in Reducing CAPEX and
Planning Time" showcases an Al-driven framework using genetic algorithms
to optimize GPON topologies, reducing costs and improving scalability.

« “Prompting the Shift: Democratizing Telco Configuration with Low-Code
and Al” explores how low-code platforms and Al interfaces empower non-experts
to manage telco systems, emphasizing trust and human-centered design.
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« “A SHAP-Driven Framework for Misclassification Analysis and Feature
Optimization in ML Models” tackles Al interpretability by using SHAP values
to analyze misclassifications and optimize model performance.

+ “Network Configuration and Operation via Intent-Based Networking”
introduces a paradigm where operators express high-level intents, automat-
ically translated into network actions. The article outlines Altice Labs' plans
under the ALBATROZ project.

The next set of articles focuses on network transformation, where fiber, 5G, and
automation converge to shape next-gen connectivity. These contributions re-
flect Altice Labs’ commitment to scalable and intelligent connectivity:

« “Powering the Future of Connectivity with Integrated Edge and Al in 5G
Small Cells” presents a modular 5G solution with embedded edge computing,
enabling ultra-low latency and localized intelligence for verticals like healthcare.

 “Driving the Expansion of the 5G Ecosystem through Impactful Success
Stories” highlights Altice Labs’ 5G lab in Aveiro and its role in national and
European research, fostering innovation and collaboration.

« “The Next Step for NG-PON2: 50G TWDM-PON" explores advancements
in fiber access networks, positioning 50G TWDM-PON as a foundation for
future-proof broadband infrastructure.

+ “VHSP Technology Assessment: IMDD vs. Coherent PON" compares two
high-speed PON technologies. IMDD offers simplicity and cost-efficiency,
while Coherent PON provides superior performance for complex deployments.

Finally, the last two articles address trust and control in the digital age. As data
and computation shape our world, securing communications and ethical gov-
ernance become essential:

- “Securing Today Against Tomorrow's Quantum Threats” discuss-
es quantum computing’s threat to cryptography and advocates for Post-
Quantum Cryptography (PQC) as a safeguard, highlighting telecom'’s role
in quantum-safe communications.

« “Shaping the Future of Data: Why Gaia-X and IDSA are Crucial for a
Stable and Innovative Digital Europe” calls for data sovereignty through
federated frameworks that promote ethical governance and empower
European organizations.

Together, these fifteen articles reflect a bold and thoughtful approach to innova-
tion. They demonstrate how Altice Labs and its partners are not only responding
to technological trends but actively shaping them, building systems that are in-
telligent, inclusive, and resilient.

We invite you to explore our insightful perspectives and imagine what comes next!

Ana Margarida Almeida, ana-margarida-almeida@alticelabs.com

Pedro Carvalho, PCarv@alticelabs.com

Nuno Silva, NunoS@alticelabs.com
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Open Innovation at
Altice Labs — The
Road Ahead

Altice Labs has been a pioneer in electronics and telecommunications for nearly
80 years, evolving from a mindset where everything had to be made in-house to
a dynamic and collaborative ecosystem that engages universities, research cen-
tres, startups, and technology partners worldwide. Fostering strategic partner-
ships with a broad range of entities enables Altice Labs to attract and retain top
talent and knowledge through participation in projects supported by both nation-
al and European funding, as well as by developing internal initiatives. A notable ex-
ample is the recently created “New Products Incubation Model’, which transforms
ideas into prototypes and demonstrators while promoting knowledge transfer, ex-
perimentation, and collaboration with academia to accelerate innovation.

Inparallel, Altice Labs and MEO have adopted a structured approach to corporate-
startup collaboration, combining venture clienting, strategic partnerships, chal-
lenge prizes, and open calls, implemented through programs such as ENTER.
Looking ahead, Altice Labs aims to amplify the impact of these collaborations,
responding to a rapidly evolving telecommunications landscape in which oper-
ators are transitioning into Technology Companies (or “TechCos"). At the same
time, emerging challenges (including Al, geopolitical fragmentation, and rising in-
ternal resistance to innovation) demand renewed strategic focus.

This article presents Altice Labs’ comprehensive approach to Open Innovation
and outlines the path forward in a world where things are rapidly changing.

Fausto de Carvalho, Altice Labs, cfausto@alticelabs.com

Herlander Jorge Santos, Altice Labs, herlander-j-santos@alticelabs.com

Jodo Ramos, MEO/GPE, joao.m.ramos@meo.pt

Luis Manuel Reis, Altice Labs, luis—-m-reis@alticelalbs.com

Pedro Carvalho, Altice Lalbs, pcarv@alticelalbs.com

Raquel Ariana Pinheiro, Altice Labs, raquel-a-pinheiro@alticelabs.com

Open Innovation, Internal Incubation, New Products Incubation Mode| Startups,
Collaboration

10.57650/INNOVACTION/202501
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Introduction

Altice Labs was created almost 80 years ago, following the surge of landline tele-
phone installation and utilization all over the world, under the original designation
of GECA (the Portuguese acronym for “Special Group for Automatic Switching”).
Founded at the same time as electronic voice communications were being es-
tablished across Europe, the company has, from the beginning, followed and of-
ten shaped the evolution of state-of-the-art communication technologies.

Being at the forefront of a recent technology wave early in our history, we under-
stood the value of innovation as a fundamental success factor, both for our cus-
tomers and our business. However, the ability to innovate relies on one simple yet
hard-to-obtain ingredient: knowledge. More specifically, in our line of business,
knowledge of electronics and telecommunications technologies was scarce at
the time. Hence, we also had to innovate in the creation of knowledge.

Recognizing the importance of education and research, and because of a part-
nership between our shareholders and the Portuguese Government, the first
university to teach Electronics and Telecommunications Engineering in Portugal
was established on our current campus location. Thus began a journey that con-
tinues to this day, always guided by our commitment to create better products
for our customers, empowering them to lead their businesses.

Over the last decades, our innovation capacity, methods, and tools have
evolved significantly. We transitioned from a mindset and business model where
everything could be created, designed, and manufactured in-house — leading to
the well-known “not invented here” syndrome — to a state of technological de-
velopment where knowledge is widely available to everyone and most innovation
emerges through collaboration.

Today, innovation involves a network of partners, from academia to Research
& Development (R&D) companies, technology producers and end customers.
Furthermore, innovation cycles, from the idea to the viable product, evolved from
years to months, sometimes weeks, making it effectively impossible to innovate alone.

In the following sections, we will briefly describe our Open Innovation (OI) meth-
odology, involving universities and research centers, internal incubation of ideas,
and collaboration with startups. We will conclude with some considerations on
the Road Ahead for Open Innovation at Altice Labs.

Working with universities: getting the
right talent

Raw knowledge is the primary innovation fuel at Altice Labs, and it is created and
nurtured at universities and research centers worldwide. Therefore, proximity to
the entities producing the most relevant knowledge for Altice Labs is essential for
us. Over the years, we have established collaborative relationships with most of
Portugal's leading universities and polytechnic schools, formalized through signed
protocols that define the objectives and expected results of these partnerships.

Open Innovation at Altice Labs — The Road Ahead
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Our research and innovation work with universities and research centers follows
different approaches, depending on the objectives pursued. When categoriz-
ing our interactions with those entities, we identify the following lines of action:

Talent identification and hiring — We engage with our partner universities
(and are often approached by them) regularly, following the academic agen-
das to propose engineering projects or master's thesis topics to graduating
students. Selected students join the company part-time while developing
their work, and the top graduates are invited to join our team permanent-
ly. More recently, we have extended this approach to include PhD students,
both internal and external to our institution.

Contract research — When we face a complex product development chal-
lenge that requires time-consuming internal research or for which we do not
possess the necessary knowledge, we approach selected university part-
ners, discuss the challenge with them, and eventually set up a research and
development contract with the best proposer. Our internal teams closely
monitor the research, and once completed, the results are transferred to
Altice Labs and integrated into our product innovation process.

Product development projects — Our preferred approach for develop-
ing new product lines and evolving existing ones is through collaborative re-
search projects in partnership with specialized research centers. In these
projects, they perform the industrial research tasks while we focus on the
product development and marketing tasks. This model also facilitates access
to public research and innovation funding.

Collaborative research & innovation — We regularly prepare project pro-
posals in exploratory and cutting-edge technological areas in partnership
with European universities and research centers. This is an extremely inter-
esting approach to acquiring the necessary knowledge for future technol-
ogies and products, often supported by European Union (EU) funding that
helps mitigate the risks associated with exploration and experimentation.

Open Innovation at Altice Labs — The Road Ahead
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Internal incubation: getting the best
out of our talent

One particularly interesting way to leverage internal talent, knowledge, and en-
trepreneurial spirit is the activity of internal incubation, which we are exploring at
Altice Labs as an integral part of our innovation process. This process involves
the internal incubation of new products, which is grounded in the creation of
demonstrators and prototypes that explore emerging technologies with the po-
tential to become part of the company’s product portfolio.

The “New Products Incubation Model’, represented in Figure 1, is supported by
several cross-organizational pillars, maintaining a close relationship with prod-
uct areas and placing special emphasis on the outcomes of the Innovation
Committee and the Altice Labs roadmap. Our technology research encompass-
es a range of activities, from market analysis to identifying technological trends
across relevant industries to monitoring the technology strategy established by
the innovation management team.

ion with the

(PI), etc

Proof of Demonstrator Incubator
Concept

1Week 4-6 Weeks Cycle 1 Week Transfer & Follow

Idea generation is fueled by brainstorming and ideation sessions, hackathons, and
other informal activities where new concepts, features, and products can be ex-
plored. Proposals are then evaluated and prioritized based on criteria such as market
and demonstration potential, technical feasibility, and alignment with the compa-
ny's strategy. The most promising incubation lines are selected and may be de-
veloped through rapid experimentation, proof-of-concept (PoC), or prototyping.

Rapid experimentation involves limited effort over a brief period, assessing the
idea’s potential, technological limitations, and feasibility. While a PoC entails pre-
liminary development or integration to validate the technical and functional via-
bility of the idea, a prototype represents a more advanced stage of the concept,
incorporating feedback gathered through internal interactions and interim pres-
entations, and may extend over a longer period (three to four months). A close
relationship with academia enables short internships (such as the summer camp
program), which enhance and amplify the internal capacity for experimenting
and prototyping of emerging technologies.

Open Innovation at Altice Labs — The Road Ahead
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These primarily technological activities are complemented by internal dissem-
ination initiatives, including article and blog writing, as well as interactive pres-
entations in hybrid formats (in-room or video conference), which are highly
practical and often feature live demonstrations of developed prototypes. Some
of these demonstrations are also showcased at Future Labs.

Once a functional prototype is achieved, the work produced by the incubation
team — including prototype hardware, code, and documentation — is transferred
to the relevant product team through joint sessions. This ensures effective en-
gagement, knowledge transfer, and enables the prototype results to be incorpo-
rated and aligned with the product roadmap.

Working with startups: leveraging
focus and speed

Innovation in partnership with other companies, particularly recently created
technology corporations, is generally considered the most complex and ad-
vanced form of Open Innovation. This involves two or more entrepreneurial en-
tities at different maturity stages, contractual and investment decisions, shared
intellectual property rights (IPR), and, last but not least, several different cultures,
objectives, and personalities.

In the following sections, we describe the main models for this type of cooper-
ative innovation and explain how Altice Labs implements them in direct collab-
oration with MEQ.

Corporate—Startup collaboration: best
practices and models

In the context of corporate-startup collaboration, a robust set of best practic-
es and proven collaboration models is increasingly being adopted worldwide.
For corporates seeking growth and competitiveness through innovation, part-
nering with startups has evolved into a strategic core activity, rather than a pe-
ripheral initiative [1).

Startups bring agility, rapid prototyping capabilities, and shorter time-to-market.
However, these advantages come with inherent risks, including resource scarci-
ty, frequent pivots, or even irreversible failures in achieving product-market fit.

To mitigate these challenges, companies should adopt a comprehensive frame-
work of best practices, regardless of the specific collaboration model selected.
According to the European Innovation Council, four fundamental pillars underpin
successful partnerships [2]:

1. Strategic Alignment
Clearly define objectives, expected outcomes, and mutual value proposi-
tions from the outset. Aligning goals ensures that startup solutions and ca-
pabilities directly support the corporates’ strategic focus areas.

Open Innovation at Altice Labs — The Road Ahead



2. Mutual Commitment and Value Creation
Securing buy-in from corporate stakeholders is essential from top man-
agement to operational teams. Transparent feedback and iterative goal
setting help close the gap in culture, pace, and expectations between cor-
porates and startups.

3. Skills and Capabilities
Corporates should develop cross-functional teams capable of conducting
comprehensive due diligence that encompasses legal, technical, and busi-
ness aspects, while also providing mentorship, resources, and market in-
sights to startups.

4. Experimentation and Iteration
While some partnerships may remain purely financial, the most impactful
collaborations incorporate a hands-on experimentation component. Pilot
projects, PoC, and rapid prototyping are critical to validating solutions and
refining the collaborative approach.

Collaboration models

In addition to embracing best practices, corporates must select one or more
collaboration models that align with their strategic objectives and the maturity
stage of their startup partners. As stated in [1], Table 1 discriminates the identi-
fied models for startup and enterprise collaboration:

Table 1: Corporate and
startup collaboration
models

Model Description Typical Application

The corporate acts as the startup's

Venture Clientin , . .
& first client for its product

Rapid operational/process innovation

Accelerator/
Incubator

Corporates provide tailored resources

. Culture shift; incremental innovation
and mentorship to early-stage startups

Companies issue public calls or

Challenge Prizes

hackathons to source solutions

Ideation; broad solution scouting

Corporate Venture
Capital

Equity investments in high-potential
startups

Access to new markets; early signals of
disruption

Strategic Partnerships/
Joint Ventures

Deep, sustained co-development
relationships

Full-scale integration; transformative
change

Mergers &
Acquisitions

Direct acquisition of startup assets or
teams

Long-term capability and technology
absorption

14 InnovAction

A notable example of mixed/diversified collaboration models is the Microsoft—
OpenAl partnership, which has combined multiple approaches [3], [4], [5], [6]:

1. Venture Clienting — Microsoft was an early adopter of OpenAl's GPT mod-
els, integrating them into Microsoft products and services ahead of wide-

spread adoption.

Open Innovation at Altice Labs — The Road Ahead
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2. Corporate Venture Capital — Microsoft made substantial equity invest-
ments in OpenAl.

3. Strategic Partnership / Joint Venture — A long-term collaboration involv-
ing co-development of Al technologies, integration into Microsoft prod-
ucts, and shared infrastructure.

Our approach at Altice Labs and MEO

At Altice Labs and MEQO, we have implemented a hybrid strategy that com-
bines Venture Clienting and Strategic Partnerships/Joint Ventures with Prize
Challenges and Open Calls. These initiatives operate under the umbrella of the
Open Innovation and Corporate Venture Program “ENTER”, developed in collab-
oration with technology startups and key stakeholders in the innovation and en-
trepreneurial ecosystem.

Programs like AlIA — "Altice International Innovation Award” — and projects as
NextGen Mobility and Aveiro Smart Connected Spaces Test Beds (powered by
Altice Labs, funded by the Portuguese Republic PRR Programme), MEO 5G
Challenge, MEO 5G API Sprint or MEO Intern Hackathon form part of the recur-
ring Open Innovation calls, which over the past several years have attracted a
large and diverse pool of startups and individual talents.

Future Focus

Looking ahead, considering Open Innovation with startups, Altice Labs and MEO
aim to strengthen and accelerate the outcomes of its startup collaborations,
focusing on consistently improving performance against established metrics.
Efforts will target:

+ Boosting conversion rates from initial evaluation meetings to signed PoC
or pilots;

+ Increasing pilot-to-scale success, ensuring more initiatives progress to
commercial contracts or large-scale rollouts;

+ Maximizing strategic impact, driving stronger revenue growth, cost savings,
and regulatory compliance achievements.

The road ahead for Open Innovation

Historically, Altice Labs' customers have been telecom operators or related
companies, operating under a B2B business model. The company has tradition-
ally sold its products directly to these customers, while also providing installation,
support, and operational services.

However, in a world where digital marketing and sales dominate, new opportu-
nities arise for B2B companies to evolve into B2C players, selling directly to end
customers. Our vision is to embrace this transformation, extending beyond

Open Innovation at Altice Labs — The Road Ahead
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our current business-to-business model to reach individuals globally. By lev-
eraging our expertise in the telecom sector, we aim to position ourselves in
a worldwide addressable market, delivering innovative solutions that connect
people everywhere.

Considering our traditional market, one fact needs particular attention: Telecom
Operators are pivoting their businesses at an amazingly fast pace. Under pres-
sure from demanding shareholders, fierce competition from other operators,
OTT (Over-the-Top) market substitution (promoted by unregulated digital gi-
ants), and rapidly changing customer habits and demands, telecom operators
are trying to survive and grow. As a result, many are choosing between be-
coming low-cost infrastructure providers or, more frequently, transforming into
“TechCos’", increasingly operating like the giant software providers which are
menacing them.

A TechCo is characterized by innovation, agility, openness, diversity of digi-
tal technologies supported and the facility of integration with other digital and
cloud businesses. To align with this new market positioning and the agility re-
quired of future TechCos, Altice Labs will need to adapt its innovation ecosystem,
models, processes, and tools to fit in.

Nevertheless, due to other factors, Open Innovation scenarios are evolving at
anamazing rate. Even though the traditional operational difficulties of Ol — such
as IPR management, venture investment, cultural resistance, and misalignment
of partner objectives — still exist and must continue to be addressed, new high-
impact challenges are emerging. These will require a structured response from
Altice Labs, namely:

- Artificial Intelligence (Al) and Data Governance — Never before has an in-
novative technology been deployed with the capacity to disrupt so many
lines of business, so fast, like Al promises to. Its pervasiveness introduces
several new challenges with data governance, such as ownership and con-
fidentiality, among others. In addition, managing IPR in a multi-partner envi-
ronment, governed by Al Agents, may prove to be extremely difficult.

- Geopolitical Fragmentation — It is widely recognized that the global order
established and generally accepted after the end of World War Il'is chang-
ing fast. This leads to the need to choose Open Innovation partners and their
talent sources with extreme care, confirming their venture capital origins and
reorganizing supply and partner chains to make them more resilient.

+ Increased Organization Resistance to Open Innovation — With business
uncertainty on the horizon and the need to prepare for the impact of Al, or-
ganizations are likely to focus on faster Return on Investment (ROI) projects
and to avoid longer-term, more disruptive and uncertain initiatives with ex-
ternal partners. At the same time, Al replacement fear may revive a strong
"not invented here” syndrome, reinforcing internal resistance to incorporat-
ing external, more agile partners into the innovation process.

We would like to close by recalling the famous words of Bob Dylan, Nobel Prize-
winning songwriter and singer, written back in 1964 but remarkably fitting for the
times we are living in:

Open Innovation at Altice Labs — The Road Ahead
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The line it is drawn

The curse it is cast

The slow one now

Will later be fast

As the present now

Will later be past

The order is rapidly fadin’
And the first one now
Will later be last

For the times they are a-changin’
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Towards Agentic Al:
The Next Evolution
in Enterprise
Automation

The field of generative Artificial Intelligence (Al) is undergoing a significant
transformation. What began as rule-based chatbots and intent-driven as-
sistants has evolved into a new generation of intelligent agents — systems
capable of generating natural, human-like conversations while also acting
with clear purpose, autonomy, and contextual awareness. Agentic Al marks
this shift, introducing systems that can make decisions, plan, and dynamical-
ly adapt to user needs across multiple domains.

At BOTSchool, Altice Labs' conversational Al platform, we have been exploring
how this approach can improve automation and deliver richer user experienc-
es in business environments. Building agent-based capabilities has revealed
both promising opportunities and practical challenges, particularly in areas like
memory persistence, orchestration flows, security, and seamless integration
with external tools. In this article, we share some insights, use cases, and offer
our perspective on how we see agentic Al reshaping the way enterprises inter-
act with digital systems.
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Introduction

Over the last decade, language models have advanced far beyond simple, static
text generation, giving rise to intelligent agents — Al systems capable of reason-
ing, making decisions, and interacting with the world in adaptive, goal-oriented
ways. This shift was catalyzed by a series of influential research breakthroughs
that expanded the capabilities and ambitions of Al, leading to what is currently
known as Agentic Al — systems able to have autonomy and agency.

A pivotal moment in this evolution came with the work of Christiano et al. [1],
which enabled models to learn desired behaviors directly from human feedback
rather than relying on inflexible, hand-crafted reward functions. Additionally, Wei
et al. [2] revealed that models trained for specific tasks could generalize entire-
ly new, unseen challenges without additional retraining. Other works enabled lan-
guage models to interleave intermediate reasoning steps with action [3] or the
integration of external tools, such as calculators, search engines, or databases,
empowered language models to carry out complex tasks well beyond their pre-
trained knowledge [4].

These developments collectively transformed language models from passive
generators of text into agentic Al: active, autonomous entities capable of set-
ting and pursuing goals, adapting to new situations, and engaging constructively
with the world around them. Al has entered a new era, one defined by meaning-
ful, responsible, and versatile agency. By leveraging existing product Application
Programming Interfaces (API), we can integrate them into interconnect agents
designed to process and execute user requests.
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It is within this context that BOTSchool, a conversational Al platform, has been
exploring how agentic Al can be applied in enterprise environments. Beyond the
academic breakthroughs, our focus has been on the translation of these ideas
into business automation and user experiences. In this article, we share insights,
highlight real-world use cases, and offer our perspective on how agentic Al is re-
shaping the way organizations interact with digital systems.

State of the art

Up until a few years ago, Natural Language Understanding (NLU) techniques used
to define user Intent were the main core of virtual assistants’ platforms. Intent-
based platforms relied on predefined rules to match user input to known actions.
They provided predictable, controlled responses but require manual updates for
new cases, making conversations rigid if users deviate from the original top-
ic. With the advent of generative systems, especially Large Language Models
(LLM), new capabilities arose, with the LLM being able to answer a wider range of
questions, including unexpected ones, with more natural, flexible, and human-like
interactions. They can summarize, paraphrase, or generate creative solutions, of-
fering a richer experience.

In this section, we present some of the emerging technologies and the current
state of the art, focusing on Al Agents, their ability to use tools, the interaction
between multiple Agents, and their integration into business workflows.

Al Agents

Al agents are advanced Al solutions built on LLM, designed to do much more
than generate text. They combine sophisticated reasoning, persistent memory,
domain-specific expertise, and the ability to interact with external tools, allowing
them to handle complex, multi-step processes in rapidly changing business en-
vironments. Unlike conventional generative Al, which responds only to individual
prompts, Al agents maintain context across interactions, adapt to evolving situ-
ations, and actively pursue defined business goals.

These agents retain knowledge from past interactions and accumulated data,
giving them a more comprehensive understanding of context and the capacity
to continuously improve performance. Many are customized for specific indus-
tries or business functions, embedding specialized expertise that enables them
to manage complex or regulated scenarios — such as financial compliance, engi-
neering design, or logistics — with precision and reliability.

Al Agents have some key aspects that allow them to interact with the world and im-
prove reliability. First, with Tools or Model Context Protocol (MCP) servers [5], we en-
hance Agent’s abilities to connect in real time with external applications, data sources,
or even execute code. This connectivity allows agents to access current information,
automate workflows, and execute tasks that translate insights into tangible busi-
ness results. Secondly, to ensure delegation, agentic frameworks include the con-
cept of handoffs. Handoffs enable routing of tasks or decision-making to specialized
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sub-agents or human overseers when the agent reaches limits in confidence or au-
thority. Finally, to ensure reliability, guardrails define boundaries for safe and compli-
ant actions, allowing agents to validate inputs and outputs and halt execution early if
rules are violated, preventing propagation of errors or undesired behavior.

Tools and MCP

LLM-based agents are strong in reasoning and general knowledge, but are lim-
ited to the training data. To overcome this, tools serve as external, specialized
functions or systems that can be integrated with LLM-based agents. Tools en-
hance Agentic Al robustness and capabilities, making agents more reliable and
suitable for real-world applications [10] .

As organizations integrate diverse tools and services, MCP [5] emerge as a uni-
versal standard to unify connections between Al agents and business systems.
MCP simplify integration by providing a consistent interface that breaks down
data silos, lowers development overhead, and ensures secure and controlled ac-
cess across the enterprise.

Multi-agent architectures

Generalist agents can struggle with complex tasks because of their broad
scope and limited depth in specific domains. This limitation motivates the use
of multi-agent architectures, where multiple specialized agents collaborate,
each focusing on a distinct topic or expertise. When developing a multi-agent
solution, we can follow a set of architectural and behavioral frameworks, com-
monly referred to as agentic design patterns, to enhance system robustness
and efficiency. These patterns act as blueprints that guide the creation of au-
tonomous Al systems capable of performing complex, dynamic tasks with
structured workflows and adaptive decision-making. Although depending on
the source, we might have distinct architectures and terminology [7], we can
group them into two areas: sequential and parallel flows.

A sequential multi-agent system is adopted when a single Al agent can no longer
handle all tasks effectively. Instead of concentrating responsibilities, an orchestra-
tor distributes subtasks to specialized agents arranged in sequence. Each agent
performs only its designated function, for example, querying data, analyzing results,
generating visualizations, or drafting reports, and then passes the output to the next
agent until the final answer is produced. This approach offers several advantages,
such as greater specialization, modularity, scalability, and improved transparency in
the process. However, it also comes with disadvantages: higher costs due to mul-
tiple model calls, increased coordination complexity, difficulties in debugging, and
the need for rigorous maintenance to prevent overlapping responsibilities [8], [9].

A parallel multi-agent system follows an orchestrator—worker model. The lead
agent receives the query, defines the strategy, and spawns specialized sub-
agents that operate in parallel, each focusing on a specific aspect of the prob-
lem. The results are returned to the lead agent, which determines whether to
initiate further branches or synthesize the findings. The final output might be
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refined and completed by a dedicated citation agent. The advantages include
higher efficiency in addressing open-ended problems, simultaneous exploration
of multiple solution paths, more comprehensive information synthesis, and re-
duced risk of a single-agent bottleneck. The challenges, however, involve sig-
nificant computational cost (high token usage), coordination complexity among
agents, and potential redundancies or irrelevant explorations.

From these two core architectures, more complex ones were created, as dis-
cussed in [10].

Agentic frameworks

The evolution of agentic Al frameworks began with Microsoft's AutoGen in
September 2023, designed to build scalable multi-agent systems capable of
collaborating through conversational interfaces. Its flexibility allowed developers
to configure and compose agents dynamically, making it suitable for workflows
requiring coordination among multiple agents.

In early 2024, CrewAl launched as a Python framework for orchestrating teams
of agents, enabling specialized roles and coordinated workflows that balance
high-level simplicity with low-level control.

InMarch 2025, OpenAlintroduced the Agents Software Development Kit (SDK), a
toolkit for rapid deployment of multi-step workflows with memory, tool integra-
tion, multi-agent orchestration, and production-ready support for tasks like web
search, file handling, and code execution. Shortly after, Google unveiled the Agent
Development Kit (ADK), providing a modular framework for enterprise-ready,
conversational, multimodal agents. With support for Python and Java, seam-
less system integration, and session-based memory, it enables agents to handle
complex workflows while maintaining context across interactions.

These frameworks trace a clear chronological progression, from scalable multi-
agent orchestration with AutoGen, to team-like coordination in CrewAl, and fi-
nally to production-ready, enterprise-integrated solutions with OpenAl SDK and
Google ADK [11]. Table 1 shows an overall summary of our experiment and re-
search done through some of the most known frameworks.

Attribute AutoGen | CrewAl
Scalability
(throughput) A A A

Open
Source A

Production
ready A A

Integration with
Altice Labs A A A A A
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Conversational Al platform: evolution of
customer journeys

Early conversational Al solutions were limited to rule-based or statistical dialogue
systems [12]. The advent of LLM marked a breakthrough, enabling greater fluency,
adaptability, and (in some contexts) open-ended reasoning capabilities [13].

Google Dialogflow is a platform for developing conversational interfaces, pro-
viding robust natural language understanding and seamless integration across
diverse communication channels. More recently, n8n, an open-source workflow
automation platform, has introduced LLM-driven agents to coordinate commu-
nication flows across messaging, APls, and—with external integrations—voice
channels, enabling low-code design of sophisticated interaction models. In par-
allel, CrewAl has gained traction with its multi-agent paradigm, where specialized
agents collaborate within orchestrated workflows, highlighting how communica-
tion Al can evolve beyond single-agent architectures.

Although these platforms differ in their architectural approaches — Dialogflow
emphasizes scalable NLU frameworks, n8n focuses on extensible low-code or-
chestration, and CrewAl pioneers multi-agent collaboration — they converge on
the business objective to deliver intelligent orchestration of digital communi-
cation. This convergence highlights how conversational Al is transitioning from
isolated dialogue management toward ecosystem-level orchestration, integrat-
ing human interaction, workflow automation, and agentic collaboration to enable
next-generation communication platforms.

Development of agents
— BOTSchool

Altice Labs’ BOTSchool has evolved from earlier NLU/
NLP approaches to the more recent paradigm of
Agentic Al. Despite this evolution, the goal remains un-
changed: enhancing customer experience and overall
satisfaction. In this section, we explore how Agentic Al
was implemented in BOTSchool and integrated into
workflow journeys, fostering a continuously evolving
ecosystem rather than a disruptive shift.

Agent architecture

Our agentic solution was built using several state-of-
the-art technologies. We took into consideration our
own review. Additionally, the focus was to build an ex-
tensible architecture that integrates agent functions
seamlessly. The system ensures resilience and scala-
bility through a robust microservices architecture and
comprises the core components shown in Figure 1.
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The main components are:

+ Agent Engine: responsible for orchestrating the conversation flow, using the

OpenAl Agent SDK, receives messages via Messaging Queue, interacts with
the LLM Gateway service to perform reasoning and plan actions, and de-
cides when to invoke the Tool Engine or access memory.

LLM Gateway: provides a canonical interface to connect and manage dif-
ferent LLM providers.

MCP Servers: enable Al agents to go beyond inherent knowledge by con-
necting them to external prompts, tools, or resources. BOTSchool agentic
architecture was built with MCP in mind, understanding that many inter-
nal systems, namely Sigo [14], NetQ, MyButtler [15], already rely on their own
pre-established toolsets and want to extend their use-cases with an Agentic
Al layer. By supporting these tools through MCP interfaces, the system en-
ables seamless integration, eliminating the need for custom connectors
tailored to each client’s existing infrastructure.

Internal Tools: provide a plugin architecture that allows new tools to be add-
ed seamlessly. There are already some internal tools available for BOTSchool's
clients, such as: APl Tool, which allows agents to seamlessly interact with ex-
ternal API; Vector Search Tool, which retrieves information from vectorized
databases, improving contextual awareness; Web Search Tool, which enables
agents to conduct real-time searches across the web. Additionally, it is rel-
evant to mention that a key strength of Internal Tools is the ability to bridge
the pre- and post-Agentic worlds. Existing programs (models based on NLP)
can be seamlessly integrated with Agentic Al through Internal Tools, ensur-
ing more deterministic workflows when they are better suited to client needs.

Monitoring: tracks detailed traces of every agent interaction, including
LLM calls, decisions, and tool usage. The framework delivers comprehen-
sive observability by tracing every step within agent workflows, capturing in-
puts, outputs, latency, token usage, and errors in detail. This enables precise
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detection of hallucinations, bugs, and implementation defects, which are
critical for maintaining system accuracy. It also allows to do some continuous
improvement techniques such as human-in-the-loop, annotations, or evals.

Whenever a new message arrives in the Messaging Queue, the Agent Engine
listening for incoming messages consumes it and begins processing. The first
interaction with the LLM Gateway interprets the content of the message and
understands the user’s intent and necessary actions. Based on the classification
returned by the LLM Gateway, the tools are identified as either internal or exter-
nal (MCP-type). Once all required tools have been invoked and their results ob-
tained, the agent-engine performs a second interaction with the LLM Gateway
to compose the complete response, using the appropriate prompt instruc-
tions and contextual information. The final response is then sent back to the user
through the messagingQueue. Throughout this entire process — from message
reception to response delivery — all operations, events, and execution details are
continuously tracked and recorded by the Monitoring component, ensuring full
observability, traceability, and system transparency.

Journeys architecture

BOTSchool's communication platform is inherently omnichannel, allowing flows
to remain independent of the interaction channel — whether voice, webhook, or
any other touchpoint — while maintaining the same orchestration mechanism.
This ensures a uniform user experience, enhanced scalability, and robustness
throughout the entire journey.

Agents emerge as a new shape of intelligence in BOTSchool's communication
journeys. They introduce advanced reasoning, adaptability, and execution ca-
pabilities, strengthening the existing architecture and significantly expanding the
scope and impact of the journeys.

BOTSchool's communication journeys, illustrated in Figure 2 and Figure 3, are
designed to simplify and automate complex processes through a low-code

Flow Engine
F 3
v
< > Agent Plugin
< > WMS Plugin
Messaging
Queue
< > SMS Plugin
| ]
1 1
<----- #| OtherPlugins |
1 1
L -
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approach. These journeys are defined as structured flows, built from intercon-
nected nodes that represent actions, decisions, or integrations. Organized in
a Directed Acyclic Graph (DAG) structure, the flows describe how information
moves and decisions are taken step by step. For example, a journey can start
by detecting a voice interaction through the Windless Media Server (WMS), fol-
lowed by handling the interaction with an agent, and concluding by triggering a
Short Message Service (SMS) confirmation. This approach enables users to de-
sign end-to-end communication experiences in a streamlined way, without re-
quiring deep technical expertise.

At the core of this architecture, as shown in Figure 2, lies the Flow Engine, the or-
chestrator responsible for receiving events from multiple sources and routing
them through the defined nodes. Each event traverses the journey's DAG, en-
suring that actions are executed in the correct order. This orchestration is sup-
ported by an extensibility layer, materialized through plugins that expand and
specialize the system’s capabilities. Existing plugins, such as the SMS Plugin for
direct communication with users, and the WMS Plugin with integrated Interactive
Voice Response (IVR), Text-to-Speech (TTS), and Automatic Speech Recognition
(ASR) capabilities, illustrate how journeys can integrate external services and en-
gage through multiple channels.

Among these, the Agent Plugin stands out as a key component, acting as the in-
termediary between the Flow Engine and the Agent Engine. This integration en-
sures seamless alignment between the journey logic orchestrated by the Flow
Engine and the decision mechanisms powered by agents, enabling more coher-
ent and scalable interactions across all channels.

Use cases

Automatic product catalog registry
The use case is straightforward: when a new product enters the market, it must

be registered in the web store, ensuring customers can properly compare it with
similar products. Until now, this process has been entirely manual, taking roughly
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Thour per product. With Agentic Al, the workflow becomes much faster and more
efficient — the Al automates data collection and entry, while the human agent
shifts to a quality assurance role, ensuring accuracy and consistency.

The adoption of an Agentic Al solution, combining different/multiple tools such
as Web Search and Vector Store, for example, enables intelligent optimization of
product sheet creation and completion. Through Web Search, the agent auto-
matically collects accurate and up-to-date information from multiple reliable ex-
ternal sources, while the Vector Store ensures efficient organization and retrieval
of the company’s internal knowledge, and from ground-truth sources. This ap-
proach allows the agent to operate autonomously — searching, analyzing, and
consolidating relevant data — to generate complete and precise product sheets
with minimal manual intervention. Beyond process automation and productivity
gains, the economic impact is substantial, with the time required per sheet re-
duced by nearly 90%.

Increase productivity in the physical store

In physical retail environments, customers often ask store staff about product
features, ongoing campaigns, or comparisons between different models in the
same category. Traditionally, this requires employees to rely on memory, printed
materials, or manual lookups, which can slow down service and reduce the over-
all customer experience.

With an Agentic Al-powered assistant, employees gain instant access to con-
solidated product data, promotional details, and side-by-side comparisons.
Through vector store knowledge, real-time web search, or integration with inter-
nal systems, the Al assistant can provide accurate, context-aware responses on
the spot. This not only enhances the speed and quality of customer interactions
but also boosts staff confidence in delivering reliable information.

The result is a more productive sales floor, where human assistants can focus
on building trust and guiding purchase decisions while the Al handles the heavy
lifting of information retrieval. This hybrid approach increases conversion rates,
shortens decision cycles, and creates a more engaging customer experience, ul-
timately translating into higher sales and customer loyalty.

Agentic Al in Call Centers

Call centers, whether technical or non-technical, face growing challenges: in-
creasing complexity in diagnostics, rising customer expectations, and escalat-
ing operational costs that make traditional models less scalable. Although call
centers have already leveraged Al (particularly traditional approaches such as
NLP) to successfully support the handover of self-service operations to vir-
tual assistants, Agentic Al introduces several new capabilities that significantly
enhance the self-service rate of operations. Autonomous, goal-driven agents
that can handle repetitive tasks and structured customer interactions, allow-
ing human agents to focus on the cases where empathy, creativity, or complex
decision-making are essential.
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In technical call centers, Agentic Al can evolve platforms into Al-native diagnostic
systems, becoming the backbone for network and platform intelligence. These
Al agents not only accelerate resolution times but also reduce the workload on
technical staff, freeing them to concentrate on high-value problems that require
domain expertise or nuanced judgment. In non-technical call centers, Agentic Al
empowers customer service with seamless automation of inquiries such as ac-
count management, order tracking, or basic troubleshooting. Cognitive agents
can manage the majority of routine interactions end-to-end, while human oper-
ators step in for more challenging conversations where emotional intelligence or
negotiation is critical.

Al agents can have access to vector stores, web search, other tools, and even
MCP servers. This enables them to act, for example, by creating support tickets,
analyzing real-time network status, or enriching customer profiles with contex-
tual insights from both internal and external sources. This integration transforms
call centers into intelligent ecosystems where Al agents do not just respond but
proactively manage and optimize operations.

Conclusion and future work

In the industry, we can find a plethora of agentic Al projects reshaping Enterprise
Operations and Products. Studies show that where agents are in place, the im-
pact is clear — 66% see productivity gains, 57% cost savings, and finance teams
report up to 90%-time savings and 40% better forecasting [16]. JPMorgan's
Coach Al [17] helps advisers access research 95% faster, contributing to 20%
sales growth, and Gartner expects Generative Al to hit $6448B by 2025 [18].

Although there is a great opportunity ahead, sever-
al challenges arise for Agentic Al projects. There are
two main barriers to a swifter transformation. First,
technical challenges such as escalation cost or un-
clear business. Secondly, organizational problems:
resistance to change, slow workforce adoption, and
workflows designed for human interactions.

In this paper, we explored the evolution, capabilities,
and frontiers of Agentic Al. As a practical step, we
integrated Agentic Al into our low-code conversa-
tional Al platform, BOTSchool, to enrich client inter-
actions and pursue goals on the client's behalf. By
leveraging BOTSchool's features and seamless inte-
gration with existing IT systems through Tools and
MCP servers, enterprises can deploy agents that re-
solve requests, access information, and complete
tasks across channels, reducing costs and deliver-
ing better customer experience.

For future work, there are three main directions worth
exploring. First, Small Language Models (SLM), which
— although they do not match LLM in open-ended
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conversations — may be better suited for agents due to lower cost, faster exe-
cution, and the abllity to be fine-tuned for domain-specific tasks, reducing un-
expected behaviors such as hallucinations. Secondly, the Agent Communication
Protocol (ACP) [19], which focuses on messaging and interaction between agents.
Finally, the Agent-to-Agent Protocol (A2A) [20] aims to improve coordination,
task delegation, and collaboration among multiple agents.

As seen in this paper, agentic Al is already delivering measurable benefits. Yet
its full potential is likely far greater than current metrics suggest. This moment in
time echoes Amara’s Law: "We tend to overestimate the effect of a new technol-
ogy in the short term and underestimate its long-term impact”. The cumulative
impact of agentic Al on enterprises adopting platforms such as BOTSchool may
ultimately prove far greater than we currently imagine.
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In today’s telecommunications landscape, customer complaints often serve as an
early signal of potential service degradations. However, they tend to be unstruc-
tured and subjective, making it challenging to correlate them with technical data.

Al for Understanding and Resolving Anomalies (AURA) addresses this challenge
by structuring customer feedback and combining it with real-time diagnostic
test results. Using a continuous analysis process, AURA trains machine learning
models to detect anomalies early across multiple features.

This approach uncovers emerging issues — whether caused by equipment faults,
misconfigurations, or customer-specific conditions — so operators can act pro-
actively. Operational results show AURA detects degradations sooner, reduc-
es false alerts, speeds up case resolution, and improves customer satisfaction.

The paper presents AURA’s methodology, key deployment results, and future
applications in mobile and Internet of Things (IoT) networks.
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Introduction

Telecommunication operators face a growing challenge: ensuring consistent,
high-quality service delivery while understanding, in real time, what customers
are truly experiencing. The digital transformation of networks has brought agility,
but also complexity, decentralization, and reduced visibility over the customers’
subjective perception of quality of experience. Despite the increasing sophis-
tication of monitoring systems, these tools often miss the nuances that only
human feedback can reveal, such as intermittent performance, degraded app
usability, or confusing service behavior [1].

Customers report these issues through a range of natural language interactions
including interactive voice response (IVR) calls, chatbot exchanges, and app-
based complaints, using intuitive and emotional descriptions, for example, “The
internet is working but too slow to watch Netflix” “| cannot find a channel | used
to have,” or “Calls keep dropping every evening.” Such feedback is invaluable but
notoriously difficult to process. Conventional systems often disregard or treat it
as noise, resulting in recurring challenges:

« Problems are detected reactively, only after many complaints are accumulated,

+ Agents follow generic troubleshooting scripts disconnected from actual
technical states;

+ Valuable patterns go unnoticed due to a lack of structured correlation be-
tween user expression and network telemetry [2].

Another critical challenge arises when multiple customers with similar issues call
within the same time window but are queued and handled independently. Without
early detection of a shared root cause, these cases are misclassified as isolated,
leading to overloaded call queues and prolonged resolution times. Meanwhile, un-
related issues are handled in the same flows, creating inefficiency and growing dis-
satisfaction. AURA helps identify and group such converging cases earlier, enabling
better triage, more targeted communications, and reduced queue congestion.

AURA was created to close these gaps. It acts as a correlation layer between what
the customer says and what the network reports, turning qualitative complaints
into structured, explainable diagnostic signals. It does this by representing each
interaction as a feature vector and evaluating it against known patterns of service
behavior, allowing operators to detect emerging problems before they escalate.

AURA integrates three pillars:

« Voice of the customer, captured via NOSSIS Genius Al studio Natural
Language Understanding (NLU) interface;

+ Real-time network insights, provided by NOSSIS Assurance Diagnostics;

+ Correlation and pattern recognition, powered by itemset mining and out-
lier detection.

This article presents the rationale behind AURA, its architecture, methods, and op-
erationaloutcomes.ltarguesaboutthestrategicimportance of aligning customer-
side point-of-view and engineering, making customer voice an actionable signal
for proactive network care.
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State of the art

Modern telecommunication environments rely heavily on a wide array of moni-
toring tools to detect and resolve network and service disruptions. These include
Simple Network Management Protocol (SNMP) based network management sys-
tems, passive telemetry collectors, flow analyzers, and topology-aware fault de-
tectors. While these tools offer deep technical insight into specific infrastructure
components, they tend to operate independently of the systems that interface di-
rectly with the customer, namely I\VR flows, chatbots, and self-care applications [3].

If a customer calls the contact center to report a service anomaly, technical
diagnosis typically starts with the customer context and device fingerprint-
ing, then triggers remote tests (e.g, TR-OB9/USP customer premises equip-
ment (CPE) checks, line/optical power, synthetic probes) and cross-correlates
the results with outage maps, maintenance windows, and Operations Support
System/Network Management System (OSS/NMS) alarms to triage faults across
home Wi-Fi, access, transport/core, or Content Delivery Network (CDN).

Most existing anomaly detection frameworks are designed around prede-
fined thresholds, static topologies, or signature-based alarms, with intensive in-
strumentation (i.e, white-box approach). While this works well for known fault
patterns, it fails to capture degradations that manifest primarily through user-
experience signals, such as video freezing, inconsistent app behavior, or availabil-
ity issues for specific channels/segments. This challenge is further compounded
by the limitations of black-box observability, where only external symptoms are
visible, making it difficult to pinpoint root causes without deeper system insights
[4]. In recent years, advances in natural language processing and pattern mining
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have significantly expanded the ability to process and understand unstructured
data. Techniques such as intent classification, sentiment analysis, summariza-
tion, and keyword extraction enable the interpretation of customer messag-
es. Frequent pattern mining algorithms such as Apriori and FP-Growth reveal a
group of items (i.e, itemsets) that occur together, highlighting associations and
behavioral trends [5], [6].

Recent developments in generative Al have enhanced the capability to analyze
unstructured customer interactions beyond traditional intent classification and
keyword extraction. Large Language Models (LLM) can function directly with call
transcripts and chat records to:

+ Generate abstractive summaries of customer complaints, making them con-
cise and machine-actionable;

« Extract themes and categories that go beyond surface keywords, enabling
robust classification of issues (e.g., IPTV vs. broadband vs. device);

+ Determine key terms and entities that encapsulate the core of the custom-
er's experience.

These capabillities position LLM as powerful complements to traditional anoma-
ly detection, enabling a more faithful representation of how customers describe
their problems.

Despite these developments, few operational platforms integrate NLU with ser-
vice assurance in a unified anomaly detection strategy. Most telecom Al initi-
atives continue to treat these domains separately, with one side focused on
infrastructure performance and the other on customer interaction.

AURA seeks to bridge this divide by integrating both black-box and white-box
observability paradigms. Its approach is grounded in the idea that actionable in-
telligence emerges when customer experience signals (black-box) and network
telemetry (white-box) are evaluated simultaneously rather than in isolation.

This positions AURA within a new generation of intent-aware, behavior-centric
diagnostic platforms, capable of transforming free-text and voice complaints
into structured, explainable, and actionable insights that support proactive op-
erations and more empathetic customer care.

High-level architecture

NOSSIS is Altice Labs’ modular, API-first OSS [11] suite that underpins inventory,
fulfillment, and assurance for digital telcos. Within this suite, NOSSIS Assurance
Diagnosis provides the end-to-end service assurance and diagnostics lay-
er exposing real-time service-health indicators, topology/provisioning context,
and troubleshooting signals across access, aggregation, and home domains.
Complementing it on the customer-interaction side, NOSSIS Genius Al Studio
(powered by BOTSchool, Altice Labs’ conversational Al platform) delivers Al ca-
pabilities for conversation understanding, including summarization and keyword
extraction over chat inputs, yielding normalized, intent-centric features. AURA
consumes both streams to correlate customer-side signals with network/service
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telemetry. With these roles defined, Figure 1 details the high-level architecture:
from data ingestion and time-aligned window processing, through baseline/drift
analytics and itemset mining, to the generation of explainable common-fault clus-
ters that feed operations and call-center tools.

1. Data Ingestion

a. Customer side stream: The Customer Issue Feed collects voice and
digital interactions; voice calls are processed by automatic speech rec-
ognition (ASR), enriched with NLU and NOSSIS Genius Al Studio for sum-
marization and keyword extraction;

b. Network side stream: NOSSIS Assurance Diagnostic provides service
health indicators, diagnostics, and topology/provisioning data.

2. Processing Window

a. Both streams are synchronized within a rolling observation window of
four hours, refreshed every five minutes;

b. This strategy balances responsiveness with statistical robustness.
3. Analytics Core
a. Computes empirical feature distributions and monitors drift;
b. Applies frequent itemset mining to surface recurring co-occurrences;

c. Performs clustering and outlier detection to organize anomalies into op-
erationally meaningful groups.

4. Outputs

a. Generates interpretable “common-fault clusters” with label, impacted
scope, and confidence score;

b. Results are published in real time to network operations center (NOC)
dashboards and customer operations tools, enabling triage and proactive
messaging, opening the possibility to trigger adaptive [VR/chatbot flows.

Figure 1: AURA
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Methodology

AURA operationalizes customer and network-side evidence into explainable di-
agnostics through a structured, real-time pipeline. The design follows three prin-
ciples: signal parity (customer interaction signals and network/service indicators
contribute with equal weight), temporal alignment (all features are evaluated on
a synchronized rolling window), and operational explainability (outputs must be
interpretable and actionable for care and operations teams). Inputs are gath-
ered from voice/chat interactions, contextual usage of metadata, and live as-
surance telemetry. These heterogeneous signals are normalized, quality-scored,
and fused into records suitable for statistical comparison and pattern discovery.

As summarized in Figure 2, the process unfolds in four stages:

Figure 2: AURA
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1. Feature modeling: each interaction voice, chat, or app is converted into a
structured feature vector that may include:

« User's complaint features: To process spoken input, NOSSIS Genius Al
Studio integrates ASR to transcribe calls and NLU to extract intent and en-
tities directly from speech transcripts as described [7] and [8]. Both ex-
tractive and abstractive summarization are applied to generate concise
representations of call content, while keyword extraction highlights terms
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most indicative of customer-perceived issues [9], [10]. These processes
ensure that spoken input is translated into structured, explainable features
suitable for downstream correlation and anomaly detection. The classifi-
cation process is based on a small LLM that analyzes customer conver-
sations and assigns them to well-defined macro-categories. All outputs
are normalized, ensuring consistency across synonyms, phonetic varia-
tions, and service-related terminology. The main categories include: tech-
nical issues (covering all types of technical issues and service disruptions),
contracts and negotiation (such as new contracts, renewals, cancellations,
portability, and service adhesion), billing and tariffs (invoices, payments,
and tariff plans), service (specific telecom services like Internet, Box, Cloud,
etc.), assistant and customer support (requests for human or technical
assistance), and other for non-standard cases. Additionally, the system
extracts keywords from the customer’s input, prioritizing service names,
faults, and identifiers, while filtering out irrelevant words. This structured
classification enables consistent, accurate categorization of customer in-
teractions while maintaining a simplified taxonomy suitable for automation.

«  Contextual information, such as device type/model, firmware/soft-
ware version, Wi-Fi capabilities, subscribed services (e.g, product bun-
dle, channel packages/premiums), access technology (e.g, Fiber to the
Home (FTTH), Digital Subscriber Line (DSL), Hybrid Fiber-Coaxial (HFC),
4G, 5G), usage time, and geographical/segment attribution;

+ Network and service indicators from NOSSIS Assurance in real time
encompassing telemetry and assurance checks, such as trends of per-
formance KPIs (e.g, latency, jitter, packet loss), associated alarm and
health states (e.g, Loss of Signal (LOS), Loss of Frame (LOF), interface
down), service flags (e.g., authentication/authorization failures, IPTV ses-
sion errors), diagnostic flags, and provisioning status (e.g, profile mis-

matches, CPE/set-top box (STB) configuration drifts).

2. Windowed baseline estimation and drift detection: Rather than eval-
uating interactions individually, AURA aggregates them in a rolling obser-
vation window (4 hours, updated every 5 minutes). At each refresh, the
observed window is compared with a learned baseline: if drift exceeds sta-
bility thresholds, the window is flagged as anomalous.

3. Itemset mining: The same data are then processed through the Apriori al-
gorithm [5] to mine frequent itemsets, yielding interpretable co-occurrence
patterns that characterize and explain anomalies by highlighting their most
informative feature combinations. If no anomaly is detected, the empirical
feature distribution is recalculated to update the baseline. This unsuper-
vised, self-labeling method offers several advantages:

« discovery of previously unknown or evolving issues;
« continuous adaptation as more interactions are processed;

« reduced reliance on static inventories, taxonomies, or rigid trouble-
shooting flows.

4. Clustering and visualization: To support explainability and operation-
al confidence, all detected anomalies are grouped into clusters of similar
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cases. These clusters are displayed in custom dashboards for NOC and
customer care teams, showing the following metrics:

+  representative feature composition;

« most affected services or devices;

-+ diagnostic signals from the network side;
«common keywords and intents from user complaints.

Instead of isolated tickets or opaque alerts, operators see consolidated, in-
terpretable patterns that help them prioritize responses, communicate clear-
ly, and escalate with precision. All outputs surface in live dashboards that expose
common failures in real time with technical explanations and geographic maps.
Analysts can pivot to history to replay events, compare against baselines, and
trace resolution.

Results

AURA was validated on both historical datasets and real field operations. The re-
sults demonstrate its strength in capturing weak signals from customer com-
plaints as they reach the call center, transforming them into actionable insights
that conventional assurance systems systematically overlook.

Early detection of hidden issues

One of AURA’s main strengths is its ability to recognize emerging patterns in cus-
tomer complaints, long before they accumulate enough volume to trigger con-
ventional dashboards or alarms.

For example, during Android TV disruptions or clusters of “TV not working” calls,
AURA aggregated signals from just a handful of early interactions and correlat-
ed them with network telemetry. This provided operators with early awareness of
customer pain points at a stage where traditional Fault Management/Customer
Feedback (FM/CF) systems still showed no anomaly.

This capability allows call center and NOC teams to act faster, adjusting IVR
flows, prioritizing triage, and preparing proactive communication before the in-
cident escalates.

Real cases discovered in the field

In live operations, AURA uncovered several issues that had gone undetected by
standard monitoring:

- Misdiagnosed STB replacements: In a given locality, multiple custom-
er tickets were closed by replacing set-top boxes after reports of inter-
mittent video issues. With AURA, the concentration of similar symptoms
across subscribers would have indicated that the problem was unlikely to
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be isolated to customer equipment, avoiding unnecessary STB replace-
ments and associated costs.

« Low-Density Impact: Failures in sparsely populated regions generated too
few complaints to be visible globally. AURA aggregated these weak signals,
surfacing degradations that dashboards missed.

+ Automatic Recording Failures: A group of customers unable to access
on-demand or recorded content were all using the same STB model, a cor-
relation revealed only through clustering.

+ Channel-Specific Outage: A regional outage of a single TV channel went
unnoticed in aggregated KPIs. AURA detected and classified the issue in near
real-time, enabling targeted communication to affected customers.

These cases illustrate how AURA converts isolated voices into clear, actionable
clusters, turning noise into insight.

Operational gains

AURA is delivering significant improvements across support operations, including:

- Faster detection of multi-customer problems by identifying scattered com-
plaints are part of the same incident;

+ Reduced duplicate call volume, supported by proactive [VR/care messaging
driven by AURA's real-time signals;

« IVR deflection, enabled by real-time signals and messaging templates
that allow the IVR to inform affected callers and offer alternatives, such as
self-service, notifications, and callback, when an incident is confirmed. This
reduces the average speed of answer (ASA) and abandonment rates, freeing
agents to focus on complex cases;

« Call center process optimization, shifting from ticket-by-ticket handling to
resolution at the cluster level:

« Focus on true root causes, preventing wasted troubleshooting and unnec-
essary CPE replacements by surfacing the actual underlying fault.

Conclusion

AURA introduces a new-centric approach to telecom service assurance. By
combining the voice of the customer with real-time network telemetry, it closes
a structural gap: operators no longer need to choose between what customers
say and what the network reports. Both perspectives are reconciled into explain-
able, actionable insights.

Inrecognition of its impact, AURA powered by NOSSIS Genius received the "Most
Innovative Al Application to Enhance Customer Experience” award at FutureNet
World 2025. This external validation highlights the uniqueness and maturity of
the solution, reinforcing its potential as a strategic layer in telecom assurance.
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Field validation further demonstrates that the approach is not only feasible but
also transformative: beyond detecting anomalies, AURA helps operators antic-
ipate impacts and root causes, adapt processes, and communicate with cus-
tomers in a more transparent and proactive manner.

In practice, AURA enables:

- Better customer experience, enabled through faster resolution and pro-
active communication.

- Lower operational costs by reducing repeated diagnostics and avoidable
equipment swaps, and by optimizing workforce allocation.

- Scalable automation enablement, as AURA supplies real-time signals
and templates that IVR and care flows can use to self-adjust to the cur-
rent service state.

- Faster time-to-detect (TTD), achieved through windowed aggregation,
drift detection against a learned baseline, and rapid surfacing of common-
fault clusters.

Crucially, AURA is designed to fit into existing IVR systems, care workflows, and
NOC dashboards, enhancing what operators already do while unlocking new lev-
els of efficiency. Looking ahead, AURA positions itself as a strategic layer for digi-
tal telcos, one that transforms scattered interactions into knowledge, knowledge
into action, and action into measurable improvements in both customer experi-
ence and operational performance.

Future work

AURA's journey is only beginning. Future development will focus on bold directions
that can redefine how operators connect customer voice with network reality:

+ Customer-aware diagnostic memory: Imagine a system that remem-
bers every past issue a customer experienced, learns from the fixes applied,
and uses that memory to deliver faster, more empathetic, and more efficient
support the next time they reach out.

+ Expansion to mobile and loT: AURA will tackle anomalies in 4G/5G networks
(dropped calls, handover failures, app degradations) and the highly diverse
loT ecosystem, where problems are device-specific, context-dependent,
and often scattered over time.

« Closed-loop self-healing: Taking anomaly detection to the next lev-
el by connecting diagnostics directly to automated repair workflows.
When AURA recognizes a recurring fault pattern, it won't just raise an
alert; it will trigger the fix itself, where permitted, creating the founda-
tion for true self-healing networks.

+ Model Context Protocol (MCP): Building a new interface layer where auton-
omous agents can access AURA's enriched datasets via MCP. This will enable
Al-driven collaboration, scenario simulation, and even human-Al co-piloting
for network assurance.
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The Model Context Protocol (MCP) servers are modular services that let Large
Language Models (LLM) securely access tools and data through a standardized
protocol. They connect to local and remote resources to retrieve or act on struc-
tured and unstructured data. MCP servers enrich prompts with dynamic context,
execute external actions, and support multiple parallel connections for scalabil-
ity. By standardizing and unifying the way applications provide context to LLM
(including persistent memory and long-term user context), MCP servers simpli-
fy development and integration.

For NOSSIS and Altice Labs" OSS suite, MCP could drive more intelligent and
autonomous network operations. It provides a unified, context-aware frame-
work that enhances interpretation between models, systems, and data. This
enables adaptive decision-making, automated workflows, and interoperabili-
ty across complex environments. By supporting agentic Al, systems that plan
and act autonomously, MCP helps evolve OSS from static, rule-based auto-
mation to adaptive, self-governing platforms, advancing toward scalable and
intelligent autonomous operations.
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By minimizing

repetitive adaptation
work, MCP servers
expand team capacity
and accelerate value-
driven development
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Introduction

Over the past years, the way intelligent systems connect with external resourc-
es has evolved considerably. At first, integrations were built case by case, requir-
ing specialized development to connect each model to an API, database, or tool.
This approach, although functional, created silos, increased maintenance costs,
and limited scalability.

The next stage brought the rise of standardized interfaces such as OpenAP],
which simplified access to services but still required significant technical exper-
tise to make models work seamlessly across different environments.

Afterwards, Agentic Al introduced new possibilities for orchestration and auto-
mation, but also new challenges. While Al Agents could chain tasks and call tools
dynamically, they often incurred high tolling in terms of complexity and integra-
tion between vendors. Many organizations began to experience vendor lock-in,
as proprietary platforms offered powerful integrations but constrained flexibility,
making it difficult to migrate or adapt solutions across different LLM [1] .

It is in this context that the MCP emerges as a promising solution. MCP enables
models such as LLM to interact with APIs, databases, and software tools in a tru-
ly standardized and interoperable manner.

For NOSSIS products, this shift is strategic. MCP servers not only streamline inte-
gration but also expand team capacity, as developers spend less time on repeti-
tive adaptation tasks and more on value creation. In addition, the protocol opens
the door for business professionals without deep technical expertise to leverage
these connections, using domain knowledge to directly influence how systems are
applied in practice. The rise of 5G, virtualized infrastructures, and real-time ser-
vice expectations has pushed operators to seek platforms that enable automation,
agility, and intelligent decision-making. The shift toward autonomous operations —
where systems can sense, analyze, decide, and act without human intervention —
is becoming essential to ensure scalability, resilience, and operational efficiency.

This article investigates how we can elevate traditional automation into adaptive,
self-governing operations. The goal is to understand how MCP servers can be-
come a key enabler of an autonomous OSS, unlocking new capabilities. We also
present the practical results of their implementation over an OpenAPI interface,
including the technical challenges faced and the lessons learned.

What are MCP servers?

Paraphrasing the creators of MCP: “Think of MCP like a USB-C port for Al applications.
Just as USB-C provides a standardized way to connect electronic devices, MCP pro-
vides a standardized way to connect Al applications to external systems” [2].

MCP standardizes how LLM agents access and utilize external resources. By pro-
viding a unified framework for commmunication with data and tools, it expands LLM’s
knowledge and enables it to address complex, real-world challenges more effec-
tively. In addition, developers no longer need to maintain multiple integrations
across vendor-specific tools, simplifying development and reducing overhead.
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Figure 1: MCP
Protocol [2]
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The MCP has the potential to transform the industry by guiding how Al systems
connect with external tools, data, and other products. Despite these advantag-
es, its implementation presents a significant challenge. MCP illustrates the rel-
evance of Conway's Law [3], often paraphrased as: “the structure of a software
system mirrors the communication structure of the organization that builds it.”
Organizations with aligned structures can leverage MCP to develop Al systems
that are more coherent, efficient, and maintainable, whereas misaligned struc-
tures may struggle to realize their full benefits. Ultimately, MCP positions the in-
dustry to create more interoperable and sustainable Al ecosystems.

How to implement MCP servers?

MCP goes with an MCP server/client logic. MCP servers can be used by any kind
of client that supports the protocol, as illustrated in Figure 1. On the left, the MCP
Clients with LLM capabilities invoke the MCP Server (represented by the blue
shape). The bidirectional arrows are because of some protocol capabilities (i.e.
sampling) that allow the MCP server to request completions to the LLM client.
On the right, we have the MCP capabilities, which can go from direct access to
databases or filesystem to internal products or modules.
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The core concept is that MCP servers can expose resources to Al agents, ena-
bling seamless integration and enhancing the agents’ capabllities.

The protocol allows the following features for the client:

+ Roots: allows the client to expose filesystem areas to servers, defining ac-
cessible areas;

« Sampling: servers can request LLM completions through clients, ensuring
client control over access or model use;

- Elicitation: Lets clients control user interactions and data sharing while en-
abling servers to collect needed information dynamically. Useful when you
want to ensure that the MCP server has all the information to invoke a spe-
cific downstream resource.
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Additionally, it also provides several capabilities from the server-side point of view:
« Prompts: instructions that guide model interactions;
« Resources: content that provides context to the model;

+ Tools: functions that allow models to perform actions or retrieve information
from the system.

The first three functionalities are client-side, while the remaining three are server-
side. Although new capabilities have been introduced over time — most recently
“Elicitation” in the latest version of the protocol — the most widely adopted func-
tionality continues to be Tools. Nevertheless, the protocol’s overall functionali-
ties are designed to enable future use cases that may not yet be feasible today.

MCP servers are invoked by clients, such as code editors or autonomous agen-
tic Al, which operate with the autonomy and agency required to execute a des-
ignated task by leveraging MCP capabilities alongside other resources available
to the client.

Additionally, since MCP are API capable of executing actions on a given sys-
tem, implementing authentication is strongly recommended. Servers may em-
ploy standard authentication mechanisms, including OAuth 2.0 or bearer tokens.

Towards MCP Server on NOSSIS-Based Autonomous Operations
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Why use MCP servers?

The adoption of MCP servers is not merely a technical improvement; it is a stra-
tegic enabler for transforming how organizations design, operate, and evolve
their systems. In increasingly complex environments, where agility, automation,
and intelligence are essential, MCP servers offer a unifying layer that bridges the
gap between Al capabilities and operational execution.

By introducing a standardized protocol for interaction between models and sys-
tems, MCP servers reduce fragmentation and vendor dependency, allowing or-
ganizations to build solutions that are modular, portable, and future-proof. This
standardization is particularly relevant in ecosystems like NOSSIS, where multiple
components must interoperate seamlessly across domains such as fault man-
agement, diagnostics, and orchestration.

Beyond technical efficiency, MCP servers empower teams. Developers ben-

efit from reduced integration overhead and can focus on delivering value

rather than maintaining custom connectors. At the same time, business pro-

fessionals gain the ability to influence system behavior through natural lan-

guage and domain knowledge, without requiring deep technical expertise.
This convergence of roles fosters collaboration
and accelerates innovation.

In the context of autonomous operations, MCP serv-
ers play a foundational role. They enable systems to
interpret context, make informed decisions, and exe-
cute actions dynamically — moving beyond static au-
tomation toward adaptive, self-governing platforms.

Ultimately, MCP servers are a catalyst for operation-
al intelligence. They enable organizations to scale Al
adoption responsibly, align technology with busi-
ness goals, and unlock new levels of autonomy, resil-
ience, and efficiency.

Integrating MCP servers into
the NOSSIS ecosystem

The initial practical exploration focused on the are-
as of Problem Management and Test & Diagnostic,
which are critical components of the Assurance lay-
er within NOSSIS One. These areas were selected
because they offer clear and measurable use cas-
es for validating the MCP approach, and they align
closely with the automation and proactive response
goals of the NOSSIS Genius platform.

By transforming API calls into MCP tools, the system
gains flexibility, reduces integration complexity, and
enables adaptive, goal-oriented workflows.
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Implementation methodology: MCP server over OpenAPI

The implementation methodology followed an iterative and exploratory ap-
proach, focusing on technical validation and value demonstration. The founda-
tion of the implementation was the OpenAPI specifications from the Problem
Management and Test & Diagnostic areas of NOSSIS One.

Tools and development environment:

Visual Studio Code (VSCode) was used as the main Integrated Development
Environment (IDE);

The programming language chosen was Python, due to its flexibility and
rich ecosystem;

Integration with the agent was achieved via GitHub Copilot, configured as an
MCP agent with access to the exposed toals;

The modelusedwas 04-mini,suitable for quick testing and contextual interactions.

MCP server structure:

Two distinct MCP servers were created: one for Problem Management and
another for Test & Diagnostic;

Each server exposed a set of tools derived from the OpenAPl end-
points, such as create_ttk, search_ttks, get_ttk, diagnose_gpon_network,
diagnose_access_network, execute_netq_order, get_netq_order_status, ..

The tools were enriched with clear semantic descriptions, making it easier for
the agent to understand their purpose.

Integration process:

1.

Selection of relevant endpoints: Endpoints with the highest potential for
automation and operational impact were chosen.

Conversion into MCP tools: Each endpoint was transformed into a tool
with descriptive metadata.

. Unit testing: Each tool was tested individually to validate its functionali-

ty and response.

Composite testing: Scenarios requiring the use of multiple tools in se-
quence were simulated.

Limitation testing: Cases where MCP usage was not ideal were explored to
identify the boundaries of the approach.

Practical experience: MCP calls over OpenAPI

During the testing phase, the MCP agent (GitHub Copilot configured with the

04-

mini model) was able to interact directly with the NOSSIS One APIs via the

MCP server, executing real-time queries and actions. The tools exposed through
the MCP server allowed the agent to retrieve and manage tickets (including
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Table 1: Representative
interactions of the
MCP agent with
NOSSIS One APIs

Services

Querying Ticket Details

creation, status update, and data aggregation) and to conduct diagnostics
across multiple services such as Gigabit Passive Optical Network (GPON) fib-
er, Internet Protocol Television (IPTV), Internet, and Voice over Internet Protocol
(VoIP). The agent interpreted technical metrics, identified anomalies, and pro-

posed service-specific corrective actions.

In Table 1, there are some representative examples of interactions:

Prompt

Give me details of the TTK
TT-2025191-000172420

‘ Response

The agent returned a full set of attrib-
utes, including ID, type, priority, severity, or-
igin, status (CANCELLED), assigned team,
timestamps, and SLA metrics.

Status Check and
Assignment

What is the current status of TTK TT-
2025025-000343474, and which team is
it assigned to?

Status was reported as PENDING, assigned
to the Field Force team.

Ticket Creation via MCP
Tool

Create a new TTK that reports the same
as TT-2025191-000172420 in the state
ACKNOWLEDGED.

A new ticket was successfully created with
identical attributes, but with status set to
ACKNOWLEDGED.

Status Update Attempt
with Permission
Handling

Change the status of the TTK TT-2025191-
000172420 to In Progress

The agent attempted the update but re-
ceived a 403 Forbidden error, correctly
identifying a lack of permissions and sug-
gesting administrative action.

Aggregated Queries

Could you provide the total number of
TTKs per status under the Infrastructure
category?

The agent returned a breakdown:
« ACKNOWLEDGED: 33
« IN_PROGRESS: 4
« CANCELLED: 5
+ CLOSED: 1

Listing Specific Tickets

List me the Cancelled TTKs IDs

A list of five ticket IDs was returned, all un-
der the Infrastructure category.

Time-Series Analysis
Attempt

What is the average of TTKs by day in the
last year. By month.

The agent explained the limitations of the
API (lack of aggregation support), and pro-
posed alternative approaches using data
export and external analysis tools.

Entity Inspection

What can you tell me about the entity
160154107

The agent returned a complete overview
of the entity, including access type (FIBER),
location, commercial and technical profiles,
active services (IPTV, HSI, VoIP), and trans-
mission rates.

Full Service Diagnostics

Make a diagnostic over the services that
this entity has.

The agent performed diagnostics on
GPON fiber, IPTV, Internet, and VolP. Issues
such as excessive optical attenuation, NAT
profile inconsistencies, and neighboring
ONT failures were identified. Specific cor-
rective actions were also suggested for
each service.

51 InnovAction

Towards MCP Server on NOSSIS-Based Autonomous Operations




These examples demonstrate the agent’s ability to interpret prompts accurately,
execute API calls via MCP tools, and handle errors gracefully. They also highlight
the importance of semantic clarity in tool descriptions and the need for robust
permission management.

Implementation insights: design
considerations and best practices

The implementation of MCP servers over OpenAPl within the NOSSIS ecosystem
offered valuable lessons that go beyond technical execution. These insights, drawn
from real-world testing and agent interactions, are intended to guide future MCP
server designers toward more effective, scalable, and agent-friendly solutions.

Design considerations for
agentic interactions

Several design-level observations emerged during
the project that are essential for enabling smooth
and intelligent interactions between agents and
MCP tools:

000101 - Semantic Precision in Tool Descriptions:
Tools must be described in a way that is both
machine-readable and semantically meaning-
ful. Vague or overly technical descriptions led to
misinterpretation and incorrect tool selection by
the agent.

+ Managing Context Load: APIs with a large
number of endpoints introduced latency and,
in some cases, timeouts. Strategies such as tool
grouping, dynamic exposure, or context filtering
are essential to maintain agent responsiveness.

- Bridging the Semantic Gap: Agents operate in
natural language, while APIs are inherently struc-
tured. Ensuring that tools can handle abstract
queries or reformulations improves usability and
reduces friction in agent interactions.

« Handling Silent Failures: In some cases, the
agent failed without returning an error or result.
This highlighted the need for better observabil-
ity, error propagation, and fallback mechanisms.

These considerations reflect the shift from tradi-
tional APl integration to dynamic, agent-driven or-
chestration — a paradigm where context, semantics,
and adaptability are as important as code.
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Lessons learned and recommendations

The experience also revealed a set of best practices that can serve as guiding
principles for future MCP server projects:

+ Use clear and concise tool descriptions to improve agent comprehension
and reduce ambiguity;

- Validate inputs and outputs rigorously to prevent misuse and ensure
data integrity;

« Apply usage limits and sandboxing to protect systems from overload and
maintain operational safety;

* Include human-in-the-loop mechanisms for critical operations where full
automation may not be appropriate;

- Implement continuous monitoring and audit integration to ensure trans-
parency, traceability, and compliance.

Together, these insights form a practical foundation for designing and operat-
ing MCP servers in production environments. They highlight the importance of
treating MCP servers not just as technical components, but as cognitive ena-
blers — interfaces that must serve both human and machine reasoning.

Strategic business and technical
positioning of NOSSIS in the MCP
server context

The adoption of MCP servers in the NOSSIS ecosystem represents a decisive step
that is both technical and strategic. On the technical side, MCP provides a stand-
ardized interface that transforms fragmented APl connections into a modular
and interoperable layer. On the business side, MCP reduces integration overhead,
accelerates time-to-market for new workflows, and increases service quality
and resilience. Together, these benefits position NOSSIS not only as a future-
proof OSS platform, but also as a pioneer of Al-native operations.

NOSSIS intends to evolve beyond static dashboards and manual workflows
toward a pervasive model of contextual intelligence. MCP servers enable this
transformation by exposing tools and data sources that can be orchestrated by
Al agents across Assurance, Fulfillment, and Inventory. The next strategic step is
to distribute prompt-based interfaces across the suite, embedding conversa-
tional assistants into each application. Instead of navigating multiple menus and
clicks, users will interact with the system through natural language, asking ques-
tions and receiving contextual responses. These embedded assistants will guide
operators through troubleshooting, provisioning, diagnostics, or reporting, com-
bining business knowledge with technical execution in a seamless way.

Beyond embedded assistants, NOSSIS also envisions a global assistant capable
of interacting with the entire ecosystem through a single conversational inter-
face. In this model, the user does not need to know where a particular capability
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Figure 2: Diagram of
Intelligent Knowledge
Assistance for
Operations Teams

Through standardized
MCP frameworks and
Al-driven assistants,
NOSSIS edges closer
to a fully autonomous,
intelligent OSS future
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resides, since the assistant dynamically orchestrates MCP tools across multiple
domains. For example, an operator may ask for details about a specific Optical
Line Terminal (OLT). The assistant retrieves the technical and topological infor-
mation from the Inventory module and then correlates it with Assurance data to
verify whether this OLT has experienced recent alarms or service degradation.
Similarly, a user may request an overview of open trouble tickets related to that
OLT or its connected subscribers. The assistant responds by aggregating ticket
data, highlighting active incidents, and linking them with network and service di-
agnostics. What previously required multiple systems and workflows becomes a
single contextual interaction, accessible through natural language.
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This approach is consistent with the principles of the TM Forum Open Digital
Architecture (ODA) [4]. NOSSIS keeps all system boundaries exposed through
TM Forum Open APIs and structures its modules as reusable components. MCP
servers complement this by providing a standardized way for Al agents to ac-
cess tools and data internally, which aligns with ODA goals of modularity, inter-
operability, and plug-and-play integration. Furthermore, the conversational and
intent-driven paradigm enabled by embedded and global assistants resonates
with the TM Forum Autonomous Networks vision, where interactions are guided
by intents rather than manual commands.

This dual strategy creates value for all stakeholders. Technical teams benefit
from a reduction in custom integration work, allowing them to focus on in-
novation. Business teams gain direct influence over system behavior through
natural-language interactions, lowering the barrier between domain expertise
and operational automation. For customers, the result is faster problem res-
olution, reduced OPEX, and improved customer experience. For NOSSIS, it
strengthens its market positioning as one of the first OSS platforms to embrace
MCP not only as a technical connector, but as a foundation for a new way of
working where conversational Al becomes the default interface for operations.

By combining MCP standardization with embedded assistants, a global assis-
tant, and prompt-driven interactions, NOSSIS moves closer to its long-term
vision of autonomous, Al-native OSS platforms. This vision places the MCP
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server not as an isolated component, but as the backbone of a strategy where
intelligence is distributed, accessible, and aligned with both business goals and
operational realities.

Conclusions

The implementation of MCP servers over OpenAPl interfaces within the NOSSIS
ecosystem has proven to be a strategic and transformative step toward Al-
based autonomous operations. By standardizing how Al agents interact with
tools and data, MCP servers reduce integration complexity, promote modularity,
and enable goal-oriented workflows. This approach not only enhances technical
efficiency but also democratizes access to automation, allowing business pro-
fessionals to directly influence system behavior through natural language.

The conducted tests demonstrated that agents configured with MCP access
can perform diagnostics, manage trouble tickets, and interpret technical met-
rics accurately, showcasing the potential of intelligent orchestration in OSS en-
vironments. The lessons learned, from the importance of semantic clarity in tool
descriptions to context management and silent failure handling, provide a solid
foundation for future implementations.

NOSSIS's vision for an Al-native OSS platform, with embedded conversation-
al assistants and a global assistant capable of interacting with the entire eco-
system, aligns with the principles of TM Forum ODA and the evolution toward
Autonomous Networks. MCP is not just a technical connector, but the backlbone
of a new operational paradigm where intelligence is distributed, accessible, and
aligned with business goals.

As next steps, the focus will be on expanding integration across other platform
domains, exploring new use cases, and reinforcing security, auditing, and contin-
uous monitoring mechanisms. With these developments, NOSSIS can further es-
tablish itself as a reference in autonomous, resilient, and user-centric operations.
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Ecosystem: A Case
Study of MyButler

This paper presents the design and application of Agentic Al technologies in the
development of MyButler, a Virtual Intelligent Agent integrated into the Altice Labs
Connected Home platform. MyButler continuously learns user routines, preferenc-
es, and contextual cues (such as time of day, calendar events, weather conditions,
and human behaviors) to proactively manage smart home devices. It enhances
daily living by autonomously adjusting lighting, blinds, environmental controls, en-
forcing security and assisted living, and optimizing energy/water efficiency based
on user behavior and inferred intent, such as detecting moods through voice or
interpreting calendar events.

MyButler supports multimodal interaction, including voice, text, and visual input,
allowing users to engage naturally. It interprets commands like “What's that light
blinking?” by analyzing camera feeds or provides visual tutorials in response to
queries like “Show me how to reset the router.” It recognizes implicit triggers such
as "l left home” or “It's cold” to take autonomous action.

A built-in scripting environment enables users to define or adjust routines us-
ing natural language, e.g,, “Turn off all lights and set the alarm when | say, I'm out,”
or “Change my morning routine to include the weather forecast.” MyButler aims
to reduce utility bills through intelligent energy management, prevent appliance
failures, and streamline repetitive tasks, creating a more efficient, personalized,
and proactive smart home experience.
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Introduction

The evolution of Artificial Intelligence (Al) in daily life has moved rapidly from
novelty to necessity. What began with simple voice chat assistants that could
understand intents and answer questions has grown into systems that seam-
lessly integrate into our routines. Al is no longer just a tool we call upon; it is in-
creasingly a partner that learns from our habits, adapts to our preferences, and
reduces friction in everyday tasks. This shift is transforming homes from col-
lections of devices into intelligent environments that actively support well-be-
ing, efficiency, and comfort [1].

As technology matures, customers’ demands are shifting from reactive assis-
tants to proactive, agent-based ecosystems. Instead of waiting for commands,
customers want anticipation: dimming the lights before bedtime, adjusting tem-
perature based on occupancy, securing the home when it detects everyone has
left, or even reminding me to go back if | forgot my wallet.

MyButler differentiates itself in this market by fully embracing this vision, build-
ing on the existing strategy of Altice Labs in the Al area. The reuse of technolog-
ical components, infrastructures, and accumulated knowledge makes it possible
to accelerate development while ensuring robust and interoperable solutions [2].
MyButler learns not just from individual device usage but from the whole house-
hold’s routines. By positioning itself as a trusted, proactive partner rather than
just another app or device, MyButler creates a smarter, more human-centric
home that stands apart in the smart home marketplace.

Agentic Al Meets Connected Home Ecosystem: A Case Study of MyButler
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In this paper, we will explore how agentic Al has the
potential to transform the connected home ecosys-
tem. By having context-aware agents, we can rede-
fine the role of smart home technology. The promise
of agentic Al is a home that not only responds, but
understands, and in doing so, reshapes the very way
we experience living.

From the history of Al to
multi-agent societies

The history of Al is marked by evolving paradigms
that reflect different conceptions of intelligence
and computation. Early developments in the 1950s
and 1960s were dominated by symbolic Al, which
assumed that reasoning could be represented
through formal rules and logic. Expert systems of
the 1970s and 1980s built upon this paradigm, en-
coding human knowledge in rule-based engines
to support decision-making in domains such as
medicine or engineering. While effective in narrow
contexts, their brittleness and lack of adaptability
limited broader applications.

In parallel, the rise of connectionist approaches, such as artificial neural networks,
reintroduced learning and pattern recognition as central capabilities of intelligent
systems. These foundations eventually enabled the breakthroughs of Machine
Learning (ML) and deep learning in the 21* century, which dominate much of to-
day's Al landscape. Importantly, throughout these shifts, researchers explored not
only intelligence inisolation, but also coordination among multiple intelligent entities.

The concept of Multi-Agent Societies (MAS) emerged to address distributed
problem solving, autonomy, and collaboration [3]. Rather than a single monolithic
Al, MAS research proposed societies of agents, autonomous, proactive, and so-
cially capable entities that are able to negotiate, share knowledge, and act in dy-
namic environments. This paradigm resonates with early visions of distributed
computing and telecommunications architectures. For example, the Mirror Agent
Society model, proposed in the 1990s within the Telecommunications Information
Networking Architecture (TINA) framework, highlighted how distributed agents
could mirror stakeholders, negotiate on their behalf, and enforce business
rules across heterogeneous systems. Such efforts anticipated many princi-
ples later applied in digital ecosystems, from negotiation protocols to ontology-
based knowledge sharing.

Historically, MAS approaches found application in domains where distributed
control was essential. Robotics research explored cooperative robots (“‘multi-
robot systems”), while transportation leveraged agents for traffic manage-
ment and resource allocation. Early smart home prototypes, although limited
by available hardware, also experimented with agents for energy management

Agentic Al Meets Connected Home Ecosystem: A Case Study of MyButler
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and task automation. These pioneering use cases revealed both the opportu-
nities and complexities of coordinating decentralized intelligence.

Today, the relevance of multi-agent societies has grown substantially with the
proliferation of Internet of Things (IoT) ecosystems. A modern connected home
integrates dozens of devices — sensors, appliances, energy systems, and digital as-
sistants — that must operate in concert. Achieving this requires precisely the type
of negotiation, coordination, and distributed reasoning envisioned decades ago in
MAS research. Contemporary platforms, such as MyButler, embody this evolution
by orchestrating multimodal interaction and autonomous routines across diverse
devices. The continuity from symbolic Al to agent-based systems and, more re-
cently, to generative and agentic Al underscores that societies of agents are not a
new vision but a longstanding trajectory toward collective intelligence.

MyButler in the Connected Home
ecosystem

MyButler embodies the transition from traditional personal assistants toward a
household-level agent, continuously learning from contextual cues such as time,
occupancy, schedule, or weather. This continuous adaptation goes beyond sim-
ple automation: it reflects lifestyle patterns, anticipating needs, and mediating
potentially conflicting user demands.

From personal assistant to household agent

Unlike single-user assistants, MyButler represents the entire household. It man-
ages preferences across family members and guests, arbitrating conflicts (e.g,
balancing temperature preferences or media choices) while optimizing resource
consumption. This positions MyButler as the digital steward of the home, ensur-
ing both harmony and efficiency.

MyButler as a broker of specialized agents

MyButler is not a monolithic system, but rather an orchestrator of domain-
specific agents running within the AlEngine, as seen in Figure 1. Each sub-agent s
responsible for a well-defined scope, while MyButler coordinates their interplay:

« MyConnect — Connectivity & Technology: manages Wi-Fj, loT interoperabil-
ity, diagnostics, cybersecurity, and the lifecycle of smart devices.

+ MyGuard — Security: integrates alarms, surveillance, and access control; co-
ordinates emergency response.

+ MySustain — Sustainability: optimizes energy, water, and gas, manages re-
newables and negotiates with utilities.

« MyFun — Entertainment: organizes multi-room experiences, content recom-
mendations, and family media.

Agentic Al Meets Connected Home Ecosystem: A Case Study of MyButler
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« MyCare — Health & Wellbeing: provides assisted living support, monitors
health, and supports elderly care.

« MyChef — Culinary Expert: plans meals, manages groceries, and supports
multimodal cooking guidance.

+ HouseKeeper — Home Organization: coordinates cleaning, inventory, and
household readiness.

This multi-agent orchestration model reflects established approaches in distrib-
uted systems and business-oriented agent societies, enabling modularity, resil-
ience, and flexibility.

The household as a node in a larger society of
agents

In the long term, each household can act as a digital node in a broader agent
society, connected to municipalities and urban infrastructures [5], represent-
ed externally by MyButler. Such a framework would connect homes with mu-
nicipalities (for public services or emergencies), with utility providers (for tariffs
and resource optimization), and with neighboring houses (for community energy
sharing, local security, or shared services). This vision expands MyButler from a
domestic orchestrator into a participant in smart city ecosystems, where house-
holds collectively contribute to efficiency, sustainability, and resilience.
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Differentiating use cases: a roadmap
perspective

The connected home does not become intelligent in a single leap; it evolves
through a series of milestones that progressively expand how artificial intelligence
interacts with, perceives, and anticipates human behavior. MyButler differentiates
itself by following a clear roadmap where Al acts as the engine of transformation,
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progressively introducing new layers of capability. Each stage represents a new level
of maturity in the household's intelligence: from understanding natural dialogue, to
perceiving ambient context, to learning and adapting proactively. Together, these
stages form a clear trajectory — from interaction to anticipation — illustrating how
MyButler integrates Al evolution into everyday living (see Figure 2).
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Multimodal Computer Vision & Predictive &
Dialogues Ambient Sensing Adaptive Intelligence
Natural voice & contextual Video & sensor fusion for Automated routines based
interaction real-time events on context

- Recognition of complex - Wi-FifUWB detect - Anticipation of user

commmands presence needs
- LLM personalization - Environmental sensors - Continuous learning of
enrich context patterns

Example: Camera + noise
detect motion at night
-> lights on + alert

Example: Heating
pre-activated, lights at dusk,
coffee ready at wake-up

Example: “I'm going on holiday”
-» security, energy &
notifications

Multimodal dialogues

The first stage of MyButler's roadmap is about transforming interaction itself.
Rather than relying on rigid commands or predefined menus, MyButler ena-
bles natural, multimodal dialogues. Residents can use voice, text, or even visual
cues (like pointing a camera at a blinking device) to engage in conversations
that feel intuitive and human.

Powered by Large Language Models (LLM), MyButler goes beyond simple com-
mand recognition: it understands context, infers intent, and adapts its responses
to each household. Instead of being reactive, it orchestrates complex sequenc-
es of actions from a single request.

Examples include:

+ Aresident says, "Good evening, I'm watching a movie” - MyButler dims the lights,
lowers blinds, silences notifications, and configures the home theater setup.

A child points to a blinking purifier and asks, “What is that?" - MyButler ex-
plains the device’s function and shows indoor air quality levels.

-+ Saying “I'm going on holiday” = triggers a full routine of presence simulation,
energy optimization, door locking, and tailored notification rules.

Through these dialogues, MyButler evolves into a household companion that in-
terprets language in all its forms (spoken, written, or visual) and translates it into
proactive orchestration.

Computer vision and ambient sensing

The second stage strengthens contextual awareness, where the home be-
comes capable of perceiving its environment and reacting intelligently. By com-
bining video analysis, Wi-Fi sensing, Ultra-Wideband (UWB) localization, and
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environmental sensors, MyButler builds a real-time understanding of household
dynamics without requiring explicit user input.

Examples include:

+ An exterior camera detects unexpected motion late at night, in low light,
combined with unusual noise - MyButler activates lights, records video, and
sends an alert.

+ Motion and acoustic sensors detect a fall in the hallway - a caregiver is au-
tomatically notified in real time, ensuring rapid intervention.

+ Rising humidity in the basement triggers early flood prevention - MyButler
shuts off the main water valve autonomously.

Beyond perception, this stage also empowers residents through a built-in
scripting environment. Instead of coding rules, users can create or adapt rou-
tines in natural language:

i

« "Turn off all lights and set the alarm when | say, I'm out.
+ “Change my morning routine to include the weather forecast.”

This dual capability — autonomous sensing and user-driven customization — po-
sitions MyButler as both an intelligent observer and a flexible orchestrator of the
connected home. By interpreting ambient signals such as temperature, luminosity,
and occupancy, it not only enhances security but also adapts comfort and energy
usage in proactive, human-centric ways. Stage 2 marks the transition from passive
detection to adaptive environmental intelligence, a key milestone on the roadmap.

Predictive & adaptive intelligence

The third stage represents the leap from reaction to anticipation. At this level,
MyButler leverages predictive models and continuous machine learning to adapt
routines automatically and to foresee user needs before they are expressed.

Instead of waiting for commands, MyButler identifies patterns of behavior and
context: what time family members arrive, when lights are usually needed, or
which appliances show signs of wear. Over time, it builds a living model of the
household that evolves seamlessly with lifestyle changes.

Examples include:

+ On a hot summer afternoon, MyButler lowers blinds on the sunny side of the
house to reduce cooling costs without being asked;

+ Before the family arrives home on a rainy evening, it preheats the living room,
adjusts the lighting to a cozy ambiance, and queues up a playlist that match-
es their usual mood,;

+ It detects that the dishwasher is drawing unusual power and proactively sug-
gests maintenance before a breakdown occurs.

In this phase, MyButler becomes a self-adapting agent, shaping household rou-
tines around efficiency, comfort, and resilience. By turning data into foresight, it
closes the loop of the roadmap: from intuitive interaction to intelligent percep-
tion, to predictive anticipation.
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From interaction to anticipation

This evolutionary roadmap — from multimodal dialogues to ambient sensing to
predictive learning — demonstrates how MyButler differentiates itself in the con-
nected home landscape. Each stage adds a layer of value: first making commu-
nication natural, then embedding intelligence into the environment, and finally
anticipating needs before they arise.

Through this journey, MyButler moves from being a useful assistant to becom-
ing a trusted household agent, orchestrating convenience, efficiency, and safe-
ty in ways that feel effortless.

Architecture and technology

The architecture of MyButler integrates agentic Al, multimodal interaction, and
predictive intelligence into a coherent technological framework designed for
scalability, adaptability, and trust. As shown in Figure 3, the system is composed
of interdependent layers that collectively enable perception, reasoning, and pro-
active orchestration within the connected home ecosystem.
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At the center lies the Agentic Engine, powered by BotSchool, Altice Labs' conver-
sational Al platform. Here, the main orchestrator, MyButler, coordinates domain-
specific agents such as MyGuard (security), MyCare (wellbeing), and MySustain
(sustainability). Each agent operates autonomously using a specific agentic
framework, while MyButler ensures the handover through shared ontologies and
context models. These mechanisms enable consistent semantic exchanges, ne-
gotiation, and explainable dialogues across the MAS ecosystem while remaining
compatible with cloud and edge environments.

Interaction between users and the system occurs through the Multimodal
Interface, which supports voice, text, and visual inputs. Voice recognition and
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synthesis rely on neural models such as Whisper or some Text-to-Speech (TTS)
model, while natural language understanding is supported by LLM like GPT or
open-source alternatives (LLaMA, Mistral). Visual inputs (e.g, identifying devices
or interpreting gestures) leverage lightweight vision transformers or multimod-
al fusion models. The multimodal interface bridges human communication with
agentic reasoning, ensuring that intents expressed in natural language are con-
verted into structured agent-level actions. This interface layer allows for natural,
conversational interaction while maintaining local privacy by running partial infer-
ence at the private cloud.

Beneath this orchestration layer, the Predictive Intelligence Module drives the
shift from reactive automation to adaptive intelligence. It not only integrates
core machine learning capabilities — such as data ingestion pipelines to collect
sensor and contextual data, model training, and serving frameworks — to predict
occupancy, energy usage, and daily routines, but also an Action Selector that
applies rule-based logic and reinforcement learning to choose the most effec-
tive proactive actions.

The Monitoring & Feedback Loop complements this intelligence layer by cap-
turing performance metrics and user overrides. It provides feedback, closing the
loop of continuous learning.

At the foundation, Knowledge Bases and LLM collaborate to ground reasoning.
Long-term memory stores maintain semantic consistency between agents, while
LLM provide natural language reasoning, summarization, and explanation capa-
bilities. Together, they form the cognitive layer that bridges structured knowledge
with conversational intelligence and interoperable agent communication.

The Automation Engine, interfaced through the Model Context Protocol
(MCP), executes validated actions over the Connected Home |oT infrastructures
using standard protocols such as Matter, Zigbee, and Z-Wave, ensuring interop-
erability across vendor ecosystems and compatibility with existing home plat-
forms (Alexa, Google Home, or Apple HomeKit).

Externally, the Agentic Gateway allows seamless integration with Smart City and
service ecosystems, enabling interaction with energy providers, health platforms,
and municipal infrastructures. This federated layer extends MyButler far beyond
the home, transforming it into a vital node within a wider society of agents.

Overarching all layers, the Governance framework enforces comprehensive li-
fecycle management, policy compliance, and transparency. It combines an Al
policy engine (e.g, guardrails) with an audit and explainability subsystem that
traces every single decision, from model input to executed action. Governance
ensures secure data flows, ethical constraints, and adherence to regulations
such as the General Data Protection Regulation (GDPR) and the EU Al Act, which
guarantees consistent accountability and robust oversight

Through this layered architecture, MyButler evolves into an agentic, predictive,
and trustworthy digital steward that is capable of understanding multimodal
cues, learning from daily life, anticipating needs, and acting responsibly within
both the household and the broader connected ecosystem.
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Benchmarking and market compa

The evolution of smart home platforms has been marked by the search for more
natural, efficient, and integrated human—technology interaction. Today’s market
is shaped by large consumer ecosystems, specialized premium solutions, and
open-source communities. Examining these approaches highlights the distinc-
tive value proposition of MyButler.

Mainstream voice assistants: Google Home,
Alexa, Siri [5], [6], [7]

These platforms dominate the mass market, excelling as reactive, voice-first
assistants. Their strengths lie in executing simple commands, such as “turn on
the lights” or “play music”, within a polished user experience. Yet they remain
constrained by limited contextual reasoning and their dependence on closed
ecosystems, where interoperability is possible but often optimized around pro-
prietary devices and services. This strategy ensures consistency at scale but
sacrifices flexibility, personalization, and true autonomy.

Josh.ai [8]

Josh.ai provides a premium alternative, prioritizing advanced natural voice con-
trol, privacy, and local data processing. Its ability to understand nuanced voice
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commands has positioned it as a preferred solution for high-end smart home
installations. However, Josh.ai's model is still primarily command-driven, with lim-
ited proactivity and no broader orchestration role within a heterogeneous eco-
system. Its value lies in the quality of interaction, but it does not venture into the
domain of adaptive, multi-modal, or multi-agent intelligence.

Home Assistant, IFTTT, and ChatGPT
integrations [9], [10]

At the other extreme, open-source and modular solutions such as Home
Assistant, often extended with ChatGPT or IFTTT, offer unparalleled flexibili-
ty. They allow technically skilled users to script complex automations and in-
tegrate a vast array of devices and services. The trade-off is a fragmented,
highly technical experience: configuration and maintenance require effort, and
usability remains a barrier for mainstream adoption. These solutions illustrate
the possibilities of openness and customization, but they fall short of deliver-
ing a seamless, user-friendly household agent.

MyButler: market differentiation

Against this backdrop, MyButler positions itself as a next-generation household
agent, not confined to voice reactivity or technical scripting, but designed as an
orchestrator of intelligence. Its differentiation emerges on several dimensions:

ul

« Context-driven proactivity: MyButler interprets implicit triggers, such as
left home"” or “It's cold”, to act autonomously, anticipating needs rather than
waiting for explicit commands.

+ Multimodal interaction: Voice, text, visual, and gestural inputs are support-
ed, ensuring interaction that is natural, contextual, and not limited to speech.

- Deep ecosystem integration: MyButler connects with the broader
Connected Home environment, transcending brand silos and coordinating
across protocols and devices.

« Personalized continuous learning: It adapts dynamically to routines,
schedules, and preferences, evolving with the household over time, and al-
lows a continuous feedback that enriches the agent and improves the cus-
tomer experience.

+ Multi-agent orchestration: Unlike competitors, MyButler is designed as the
orchestrator of a society of specialized agents. Sub-agents (e.g, MyConnect
for connectivity, energy, or security agents) can operate autonomously
within their domains, while MyButler coordinates them to deliver consistent,
household-level intelligence.

- Openness to external agents: Looking ahead, MyButler's architecture sup-
ports interaction with external agentic ecosystems — from energy providers
to health services —, enabling cooperation across domains and extending
the smart home's intelligence into the wider digital society.

Agentic Al Meets Connected Home Ecosystem: A Case Study of MyButler
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This shift — from a reactive assistant to a context-aware, multi-agent orchestra-
tor — defines MyButler's competitive advantage (see Table 1). While other solu-
tions excel in single dimensions (voice quality, technical flexibility, or ecosystem
control), none combine proactivity, multimodality, orchestration, and openness
in the way MyButler does. It represents the transition from smart devices con-
trolled by commands to a true household agent society, where intelligence is
distributed, cooperative, and continuously evolving.
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The deployment of intelligent agents in the connected home introduces a clear
duality of tangible benefits and critical risks. MyButler, as a multi-agent orchestra-
tor, exemplifies both the opportunities and the challenges of this new paradigm.

Benefits

Smart home intelligence offers measurable improvements in everyday life.

« Comfort & Convenience: Automating repetitive routines — from adjusting
lighting to preparing morning setups — creates a seamless and personalized
living experience. Multimodal interaction (voice, text, visual) further reduces
friction, allowing users to control their home naturally and intuitively.
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Energy Efficiency & Sustainability: By learning household patterns
and optimizing device usage against tariff schedules and weather fore-
casts, MyButler contributes directly to cost reduction and environmental
sustainability.

Predictive Maintenance: Early detection of anomalies in appliances pre-
vents costly breakdowns, extending the life of household investments while
reducing unexpected disruptions.

Enhanced Security & Assisted Living: Context-aware monitoring increas-
es safety, from detecting unusual presence at night to supporting elderly
residents with proactive alerts and guidance.

Risks

Yet, these benefits come with risks that must be addressed systematically.

Privacy & Data Security: Multi-agent systems rely on the continuous
collection of personal and contextual data. Whether stored locally in the
Connected Home infrastructure or exchanged through orchestration plat-
forms, this information is highly sensitive. The use of LLM introduces further
concerns around conversation history and inference leakage.

Unexpected Behavior in Simple Tasks: Unlike deterministic, rule-based
systems, LLM are probabilistic. Even straightforward commands like “Turn off
all lights” may lead to clarification requests or unintended actions, undermin-
ing reliability in mission-critical tasks.

Over-Dependence on Automation: Excessive reliance on autonomous
routines may erode user skills, increase frustration when systems fail, or re-
duce willingness to act manually.

Interoperability Gaps: Despite progress in standards, differences between
device protocols and vendor ecosystems can cause fragmented experienc-
es, particularly when introducing new devices.

Al Biases & False Detections: As with any Al system, biased training data or
imperfect sensor fusion may generate false positives / negatives (e.g, mis-
classifying benign movement as a security threat).

Mitigation Strategies

MyButler addresses these risks through a layered approach:

Transparency & Explainability: Providing users with understandable ra-
tionales for decisions builds trust.

User Override & Control: Manual intervention options ensure the human
remains in charge, particularly in safety-critical scenarios.

Security-by-Design & Compliance: Adherence to GDPR and equivalent
privacy frameworks is mandatory. Explicit consent management, data minimi-
zation, and secure persistence mechanisms are integrated from the outset [11].
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- Safety Nets: MyButler's is complemented with guardrails that prevent un-
safe automation and allow rapid rollback of undesired behaviors.

Conclusion

MyButler stands as a living example of agentic Al applied to the home, showcas-
ing how autonomous, context-aware agents can orchestrate daily life in ways
that extend well beyond reactive automation. By continuously learning from user
routines, preferences, and contextual signals, it transforms the household into an
adaptive ecosystem rather than a collection of isolated devices.

The tangible benefits of this approach are already visible. Efficiency emerges
through intelligent energy management and predictive maintenance, reduc-
ing costs and resource waste. Convenience is achieved by eliminating repetitive
tasks, enabling seamless multimodal interaction, and anticipating user needs.
Safety and assisted living capabilities provide reassurance, from proactive secu-
rity measures to support for elderly residents. Sustainability becomes embed-
ded in daily routines, as the system optimizes energy and water consumption in
response to environmental conditions.

Beyond individual households, MyButler’s vision extends much further. As a bro-
ker of specialized agents, it exemplifies how local intelligence can federate into
broader networks. The same orchestration mechanisms that align appliances,
sensors, and services in the home can scale to neighborhoods, smart commu-
nities, and even smart cities, where multiple agentic ecosystems collaborate to
share resources, coordinate infrastructures, and enhance collective well-being.

In this sense, MyButler is not only a technical achievement but also a pathfinder for
the future of digital society. It demonstrates how agent-based systems can balance
autonomy and coordination, individual benefit and collective good. Home is the
starting point; the horizon lies in interconnected, collaborative agent societies that
will define the next generation of sustainable, human-centered living environments.
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The use of Artificial Intelligence (Al) is becoming increasingly widespread, provid-
ing significant advantages in developing robust, efficient, and innovative solutions
across multiple sectors of the global market. Al demonstrates strong potential in
overcoming challenges related to time, resources, and constraints typically found
in human-designed network topologies. Notably, Al can autonomously design en-
tire networks from the ground up, offering substantial benefits to organizations.
This autonomous approach can lead to major improvements by reducing capital
expenditure (CAPEX) through optimized design and lowering operational expendi-
ture (OPEX) by minimizing the time required for network planning and deployment.

This article presents an Al-based framework for autonomous network plan-
ning using Genetic Algorithms to create complete GPON topologies. From cus-
tomer building locations, it automatically defines optimal central office sites,
cell boundaries, equipment, and cable dimensions, achieving coherent, cost-
efficient designs that lower CAPEX and OPEX.

The framework combines Machine Learning clustering and graph partitioning to
improve automation, scalability, and efficiency in complex network design and
deployment. Tests showed that clustering supported effective deployment
management, while graph partitioning efficiently divided large networks into
manageable sub-networks. While these methods demonstrate promising out-
comes, further refinement may enhance the results across diverse, large-scale,
and real-world network scenarios.
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Figure 1:

Representation of a
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Introduction

The rapid expansion of fiber-to-the-home (FTTH) GPON deployments has
significantly increased the complexity of telecommunication network design.
Traditional manual engineering processes, which typically require up to 1.5 days
per design, cannot scale efficiently to meet the accelerating demands for de-
ployment [1]. Autonomous network design emerges as both a technical and eco-
nomic necessity, leveraging advanced optimization techniques to streamline the
planning of fiber access networks.

Understanding the deployment context is fundamental to design strategy.
Greenfield deployments involve planning networks without pre-existing infra-
structure, allowing optimization to focus purely on efficiency and cost minimi-
zation. By contrast, brownfield scenarios require careful integration with existing
assets, navigating deployed infrastructure, and established routing patterns
while still pursuing cost optimization [2].

Access networks follow a two-tier hierarchical structure. The feeder (primary)
network encompasses the Central Office and its connections to Splitter Joints,
branching nodes that serve as starting points for distribution cells. High-capacity
primary cables connect the Central Office with Splitter Joints, covering longer
distances and carrying aggregated traffic. The distribution (secondary) network
extends from Splitter Joints to customer premises via Optical Distribution Points
(ODP), serving Multi-Dwelling Units (MDU) or Single-Dwelling Units (SDU), with
drop cables completing the final connection to homes. ODP may be located ex-
ternally or inside MDU, depending on customer density. This structure is illustrat-
edin Figure 1.

Splitter Joint Installation Point
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Splitter Installation ODP - ‘
Point ] @y
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"point | | H@
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Primary cable ——— Distribution cable ——— Drop cable

Cables

Opitical splitters can be placed at multiple levels, including Central Office, Splitter
Joints, or ODP, thereby multiplying a single fiber into several to optimize utiliza-
tion and reduce costs. However, each splitting stage introduces insertion losses
requiring careful power budget management. Physical routing also impacts de-
sign — for instance, buried routes bring the need to manage duct occupancy and
respect physical constraints.

Network design encompasses interdependent criteria for balancing tech-
nical feasibility and cost-effectiveness. Core decisions include component
placement, splitting ratios, and cable routing. These choices directly impact
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deployment costs, operational efficiency, and the network’s long-term scalabil-
ity. Furthermore, the design must respect optical constraints, including power
budget limitations and latency thresholds, while simultaneously optimizing re-
source utilization and construction efficiency.

In brownfield scenarios, coordinating physical work — such as trenching, pole in-
stallation, pavement repairs, and access to maintenance holes — presents critical
challenges. Clustering network deployments addresses this by grouping con-
struction activities into shared tasks, minimizing redundant operations, reducing
urban disruption, and improving deployment timelines.

Building upon our earlier work using GAs to automate greenfield network design,
this paper extends the methodology toward more complex and realistic deploy-
ment conditions, delivering two principal contributions [1].

First, an optimization framework capable of handling brownfield distribution net-
works, enabling cost-effective integration with pre-existing infrastructure while
respecting operational constraints and leveraging existing assets. Second, a hi-
erarchical cell-based decomposition strategy that partitions large-scale net-
works into manageable feeder and distribution units, systematically scaling
autonomous design from individual cells to metropolitan deployments.

Together, these advancements represent a significant step toward fully autono-
mous, end-to-end network design processes that can address the diverse chal-
lenges of next-generation broadband deployments.

Background

Previous work on autonomous FTTH network design addressed a critical indus-
try challenge: reducing the typically up to 1.5 days required to design an average
network manually [1]. This labor-intensive process involves positioning equip-
ment, planning cable pathways, defining network topology, and configuring con-
nections, making rapid fiber network expansion difficult and expensive.

To address this issue, our work proposed a GA-based approach tailored explicit-
ly for GPON distribution network design. Unlike traditional optimization methods,
which become computationally impractical with large solution spaces, the pro-
posed solution explored multiple network configurations simultaneously through
an evolutionary process. The algorithm encoded designs as chromosomes rep-
resenting ODP placement and used genetic operations — mutation, selection,
and crossover — to iteratively refine solutions while balancing conflicting objec-
tives: minimizing cable length, optimizing equipment placement, and ensuring
complete coverage |1].

The fitness function evaluates solutions based on five cost factors: drop and dis-
tribution cable costs, ODP, splitters, and penalties for unallocated homes. Pre-
optimization techniques, using relevant graph theory algorithms, reduced the
initial graph toits critical connections, thereby improving computational efficiency.

The results were compelling: cost reductions between 3% and 78% were
achieved across evaluated networks, varying according to their complexity, with
all optimizations completed in less than one minute. The automated approach
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consistently delivered networks with fewer ODP, more efficient cable routing, and
better resource utilization while maintaining 100% coverage. This reduced design
time from days to minutes and established Al as a practical accelerator for fiber
deployment, though the scope remained focused on distribution networks, leav-
ing feeder network optimization as a clear next step.

Evolving the distribution network

One of the key vectors of evolution has been the distribution network itself,
shifting from greenfield scenarios, focused on new deployments, to brownfield
contexts, where existing infrastructure is expanded and optimized. This section
examines how duct structures support this transition, explaining the technical
and operational mechanisms that enable brownfield deployments and the ra-
tionale behind them. It also explores the practical aspects of physical implemen-
tation, concluding with a real-world case that illustrates these concepts in action.

Managing duct bank and duct bundle routes

Duct infrastructures are essential for preserving the longevity and reliability of
filber optic cables, protecting them from corrosion, weather conditions, and
temperature fluctuations. Commonly organized as duct bundles or duct banks,
these structures form a foundational layer of network resilience. Duct banks and
duct bundles are elements represented in the solution as infrastructures that
can hold a set of ducts. The ducts were represented realistically, considering
physical concepts such as their diameter, occupancy, and obstruction.

Representing the notion of available space within duct infrastructures is crucial,
as ducts may be partially or fully occupied, directly affecting how new cables are
allocated and how routes are chosen. Assessing duct capacity is, therefore, a
critical step for preventing improper or infeasible cable assignments. Structurally,
duct bundles accommodate only one cable per duct, while duct banks can con-
tain multiple cables within a single duct. A visual comparison of these two con-
figurations is provided in Figure 2.

Figure 2: Duct
infrastructures
representation

Duct Bundle Duct Bank

() Optical cable O Optical fibre O Free duct Occupied duct
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The automated network design system integrates duct infrastructures by assign-
ing distribution cables based on available capacity along predefined routes. During
this process, ducts are evaluated for their ability to accommodate new cables
within defined spatial constraints, ensuring efficient use of existing infrastructure.

Two main criteria govern this evaluation: occupancy and obstruction. Occupancy
checks ensure that adding a new cable does not exceed a duct’s maximum al-
lowable fill rate, particularly relevant in duct banks where multiple cables may
share a single duct. Obstruction status, on the other hand, marks ducts as una-
vailable when blocked or already in use. Both characteristics are updated dur-
ing the design flow.

Expanding beyond greenfield

The transitioning process from greenfield to brownfield is a well-known challenge
that largely depends on the scale of the change [3]. The evolution of distribu-
tion network design reflects this shift, requiring a deeper understanding of net-
work topologies.

In greenfield scenarios, the system designs networks for new areas without exist-
ing infrastructure, creating all connections from the Central Office to customer
homes. This is ideal for emerging areas and new fiber deployments.

Brownfield scenarios arise when fiber providers need to expand existing networks
to support additional customers using deployed infrastructure. New customer
connections leverage existing distribution points through two modes: automat-
ic selection, where the solution finds the optimal distribution point by minimizing
distance, reducing both cost and optical budget; or manual selection, where net-
work planners choose equipment locations based on operational requirements.

This transition expands the system from theoretical planning to practical de-
ployment, aligning the design process with real-world network topologies.
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Autonomous physical deployments

The transition from network design to physical deployment marks the point
where planning meets real-world execution, especially in brownfield scenarios
where new connections rely on existing infrastructure. In these contexts, under-
standing which installations can share deployments is key to improving efficien-
cy and minimizing civil disruptions. Although automated tools optimize fiber
layouts, construction still entails costly manual tasks, such as accessing main-
tenance holes, trenching, cable routing, and repaving. This makes it crucial to
identify overlapping routes and shared infrastructure access points to reduce
redundant labor through coordinated activity grouping.

From a problem to an algorithm

This problem brings unique challenges for algorithmic selection. Unlike super-
vised learning scenarios, which require labeled data and predefined outputs, this
task involves uncovering latent structure within project interdependencies, driv-
en by cost-sharing opportunities. The absence of ground truth and the com-
binatorial nature of minimizing shared costs make graph-based clustering and
unsupervised optimization methods provide a more natural and interpretable
framework for addressing the problem.

Several algorithmic families were considered. Evolutionary approaches, such as
Ant Colony Optimization, excel at sequential pathfinding but struggle with com-
binatorial grouping, where value emerges from the overlap of infrastructure.
Graph-based heuristics can identify shared segments, yet they lack principled
mechanisms for balancing aggregate savings against practical constraints, such
as manageable work package sizes.

Hierarchical clustering proved uniquely well-suited to this domain. It operates
directly on pairwise economic relationships, without requiring training data, and
encodes optimal groupings at every granularity level. This hierarchy enables
planners to navigate trade-offs between maximum savings and operational fea-
sibility in real-time. By transforming infrastructure overlap into mathematical dis-
tances, the approach delivers both provable cost optimization and the practical
flexibility essential for real-world deployment.

From savings to network clusters

A hierarchical clustering approach was developed to automatically group con-
struction projects based on their shared work potential. The algorithm analyz-
es project paths alongside available network infrastructure to identify common
segments that translate directly into shared construction activities (e.g., open-
ing a distribution point once for multiple connections, or routing several cables
through the same conduit in a single operation).

To measure these gains, a savings similarity matrix is calculated, quantifying the
cost benefits of executing any two projects together. This matrix undergoes a
mathematical transformation into a dissimilarity matrix for a distance-based
representation, as shown in Figure 3.
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The final cluster selection applies a maximal savings criterion, prioritizing con-
figurations that yield the most significant cost reduction while favoring higher
granularity when multiple options achieve equivalent savings. This ensures op-
erational flexibility by allowing construction activities to be divided into smaller,
more manageable work packages without compromising overall efficiency.

The underlying savings modelis formulated as an extensible matrix-based frame-
work that can integrate additional cost factors, such as shared traffic manage-
ment, coordinated street closures, or joint deployment of security resources, as
operational requirements evolve. This adaptability maintains the model's analyt-
ical validity and optimization potential over time. Empirical results demonstrate
that this approach achieves significant deployment cost reductions by system-
atically identifying shared construction opportunities that would otherwise be
difficult or infeasible to detect manually across large-scale project portfolios.

A NOSSIS Inventory use case

The practical impact of autonomous deployment clustering can be demonstrat-
ed through a real-world case on the NOSSIS Inventory environment. Three cus-
tomers in a common neighborhood requested fiber connections, resulting in
three brownfield network installations (Networks A, B, and C) from the existing in-
frastructure to their homes. While one client requires an isolated connection, the
other two share a portion of their path and connect through the same distribu-
tion point. Figure 4 illustrates the three networks individually and their physical
overlap, revealing the latent opportunity for construction consolidation.

|

Network A Network B Network C Combination
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Table 1 presents the deployment costs for each network connection when built
independently, encompassing civil works, cable infrastructure, and manage-
ment. These costs reflect actual values from operational deployments, provid-
ing a realistic baseline for evaluating the potential for optimization. Building each
network separately could require independent site mobilizations, redundant ac-
cess to shared infrastructure elements, and discrete civil work operations — even
where physical paths overlap.

Network Civil work Management
cost cost
A €3473.89 €481.35 €125663 €5,211.86
B €2,83062 £52868 €125663 €4,61593
Cc €247273 €80105 €125663 €4,53040

The proposed solution automatically identified the optimal grouping strategy for
this scenario: combining Networks A and B into a single deployment cluster, while
keeping Network C independent. Figure 5 displays the deployment clusters and
the hierarchical dendrogram, which clearly shows substantial savings between
Networks A and B at lower merge heights. At the same time, Network C maintains
high distance values, indicating no cost-sharing benefit. The corresponding map
visualization highlights how the algorithm correctly identifies the infrastructure
overlap between A and B, as well as the physical isolation of Network C.

Hierarchical Clustering Dendogram
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Table 2 presents the cost breakdown for the two identified clusters. The consol-
idated deployment of Networks A and B achieves approximately a 15% reduction
in total costs, compared to independent construction. These savings stem from
several factors: shared maintenance holes require only one access event rath-
er than multiple interventions, and common route segments are excavated and
repaved once. Beyond direct cost savings, this consolidation reduces deploy-
ment time by eliminating redundant site visits, thereby streamlining the process.
It also minimizes disruptions to existing infrastructure, lowering both the risk of
construction errors and the impact on neighborhood traffic and services. As a
result, the combined deployment approach enhances both cost-effectiveness
and implementation reliability.

Civil work Management
Cluster
cost cost
NC €247273 €80105 €125663 €4,53040
NA+NB €5,479.82 €101003 €125663 €788910

This case demonstrates how intelligent clustering transforms abstract cost
models into tangible operational benefits. The algorithm successfully navigat-
ed the trade-off between maximum consolidation and practical deployment
constraints, recognizing that forcing Network C into the cluster would pro-
vide no economic advantage while potentially complicating construction logis-
tics. The 15% cost reduction, combined with accelerated deployment timelines
and reduced infrastructure stress, validates the approach’s value in real-world
brownfield scenarios where every optimization compounds across hundreds or
thousands of customer connections.

Breaking down the feeder network

The cell division problem addresses the transformation of large-scale network
datasets into manageable feeder cells that align with operational and busi-
ness requirements - essentially a graph-partitioning challenge. Starting with a
graph representation of a primary network that includes thousands of instal-
lation point nodes (such as poles, cabinets, and ducts) and numerous home
nodes distributed across a geographic area, the objective is to generate indi-
vidual sub-networks, each connected to a designated central office node.

Effective cell division must satisfy multiple constraints simultaneously: adher-
ence to the maximum client capacity per cell, maintenance of relative uniformity
in cell size and composition, and preservation of connectivity as single sub-
graphs reachable via a single cable route from the central office. This section
examines the rationale behind the design of the distribution cells, the dynam-
ic placement of their key components, and the various approaches developed
to address this partitioning challenge, concluding with an analysis against a real-
world network scenario.
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Designing the distribution cells

The design of distribution cells within the feeder network follows a structured
process to ensure balanced and connected topology. The system loads network
data, determines central office placement, and constructs a graph representa-
tion of the topology. The network is then divided into multiple distribution cells.
Each cell is designed to connect Splitter Joints, ODP, and homes through opti-
mized cable routing. Finally, cells are integrated into the feeder network, creating
a unified, non-overlapping network structure.

Dynamic positioning of key components

The placements of Central Office and Splitter Joints are essential for construct-
ing the feeder network and ensuring efficient data distribution. It is optimized to
balance connection costs and maintain uniform distances between network el-
ements, minimizing unnecessary cable usage.

During the feeder design phase, the system calculates the ideal central of-
fice placement based on input data and user preferences, identifying the net-
work’s weighted center through a graph-based analysis. The nearest node to this
center becomes the central office, unless a user specifies a preferred area or ex-
act location. Similarly, Splitter Joints are positioned to achieve optimal coverage
of all homes, with the algorithm selecting locations that minimize cable lengths
and ensure cost-effective deployment.
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Exploring different strategies

To address the cell partitioning challenge, three distinct algorithmic approach-
es were investigated. Several traditional approaches to the graph-partitioning
problem were experimented with, but most cannot map the design crite-
ria and graph properties. Three approaches stood out: Genetic Algorithms,
Integer Linear Programming, and Spectral Clustering. The following subsec-
tions detail the implementation and issues associated with each approach in
handling the partitioning constraints.

Integer Linear Programming

Integer Linear Programming is a mathematical optimization method in which var-
iables are restricted to integer values, aiming to optimize an objective function
while satisfying predefined constraints [4]. When some variables remain con-
tinuous, the approach becomes Mixed Integer Linear Programming (MILP). For
the cell division problem, MILP was selected because cell connectivity cannot
be represented purely in binary form — continuity requires continuous values to
model the connection paths between nodes properly.

The formulation encodes the problem through variables representing node-to-
cell assignments, inter-node connections within cells, and flow-based values
that establish continuous connectivity. The objective function maximizes internal
cell connectivity to ensure cohesive, connected partitions. Constraints enforce
node exclusivity (each node belongs to one cell), client capacity limits per cell,
and connectivity requirements. The connectivity constraint represents the most
complex aspect: a flow-based approach designates a root node in each cell and
propagates a connectivity unit through the nodes, verifying uninterrupted paths
to confirm that each cell forms a single connected subgraph.

Genetic Algorithm

Genetic Algorithms, inspired by principles of natural selection and evolution [5],
are a powerful and flexible tool for solving optimization problems. The problems
are modeled as chromosomes that evolve through iterations, similar to the real
world, with diversity operations such as mutation and crossover.

The chromosome directly encodes cell assignments across all installation points
in the network. Each gene in the chromosome contains an integer value rang-
ing from one to the total number of cells, creating a straightforward mapping.
The fitness function evaluates each partition based on compliance with capaci-
ty constraints, cell similarity metrics, and connectivity rules.

To ensure an effective starting population, k-means clustering is employed
to generate initial partitions, thereby promoting diversity and providing a
feasible baseline solution. These initial assighments are then refined through
iterative genetic operations — crossover and mutation — that explore alter-
native configurations and guide the population toward more optimal and
well-balanced network divisions.
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Spectral Clustering

Spectral Clustering is a graph-based partitioning technique that leverages the
eigenstructure of matrices [6], derived from the network topology, to identify
natural divisions within a graph. Unlike traditional clustering methods that rely
on distance metrics in feature space, spectral approaches exploit the connec-
tivity patterns encoded in the graph's adjacency or Laplacian matrix [6], making
them particularly suitable for network partitioning problems where the topolog-
ical structure is essential.

For the cell partitioning problem, the network is represented as a Laplacian ma-
trix, capturing connectivity relationships and spatial proximity among installation
points. The algorithm computes the eigenvectors associated with the smallest ei-
genvalues of this matrix, embedding the graph nodes into a lower-dimensional
spectral space where clusters become more distinct. The resulting embeddings
are then clustered using k-means, assigning each installation point to one of the
k-cells based on its position in the spectral space. This procedure groups nodes
that are strongly interconnected while separating regions with weaker connectivity.

The method effectively identifies partitions aligned with the graph’s intrinsic
community structure, producing cells with high internal cohesion and minimal in-
ter-celllinks.However, spectral clustering does notinherently account for domain-
specific constraints, such as capacity limits or connectivity requirements, which
are instead managed through post-processing heuristic validations to ensure
the practical feasibility of the resulting partitions.

A NOSSIS Inventory use case

To anchor the analysis in real-world conditions, each approach was applied to a
network dataset from the NOSSIS Inventory platform, which contained a man-
ually engineered cell partition as a practical baseline. The handmade division
enforces a maximum of 128 client units per cell — a threshold that maximizes
component reusability in secondary network design. This same constraint was
applied uniformly across all three approaches to ensure comparable evaluation
of their efficiency and quality, against both each other and the baseline design.

Table 3 and Figure 6 present the comparative results across all approaches,
measuring duration; number of cells generated; average, standard deviation, and
dispersion of client units per cell; and average absolute distance from the maxi-
mum clients per cell. The baseline, although not directly comparable in duration
due to its manual nature (requiring several minutes to hours as part of a broader
planning process), comprises nine cells that exhibit relatively high dispersion and
absolute distance from the maximum capacity threshold. This indicates a design
philosophy that accepts smaller cells for improved overall network consistency.

The MILP approach required 298 seconds to generate seven cells, achieving the
most statistically coherent partition with the lowest dispersion and minimal devi-
ation from the 128-unit target. However, while cells respect capacity constraints
and demonstrate mathematical optimality, the design reveals significant spatial
fragmentation, as nodes are frequently assigned to cells outside their geographic
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by each methodology
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boundaries. The approach’s scalability remains severely limited, with computa-
tional time growing for larger networks, despite delivering well-balanced cell sizes.

The GA completed execution in 49 seconds, producing seven cells with decent av-
erage client occupancy but exhibiting the highest dispersion, and a high average ab-
solute distance from target capacity. Despite extensive hyperparameter tuning and
experimentation with diverse crossover and mutation operators, premature conver-
gence consistently limited performance — optimal solutions typically emerged from
the initial k-means population generation with minimal subsequent improvement.
While offering superior flexibility in encoding business criteria, the design shows
frequent capacity violations and poor topological coherence, with cells containing
nodes from geographically proximate but disconnected network segments.

Spectral Clustering demonstrated the best computational efficiency, complet-

ing in approximately 21 seconds, but generating 22 cells — significantly more

than other approaches. The results reveal extremely low average client units per

cell, with the highest absolute distance from the target threshold, confirming the

method's tendency toward conservative and unbalanced partitioning. Unable

Table 3: Cell division  to directly incorporate capacity constraints, the algorithm creates excessively
quality metrics analysis  small cells to avoid violations.

Avg. num Std. num Avg. abs.
Approach | Duration (s) | Num. cells ) & N L Dispersion dist. num.
client units | client units .

clients
Baseline n/a 9 9156 3570 9400 36.44
MILP 298 7 Nn771 17.80 5000 10.29
GA 49 7/ n/771 6789 18800 b457
Spectral Cl. 21 22 3745 2494 8600 9055

To evaluate the practical quality of each cell partitioning approach, the designed
cells were used as input for generating the complete network. Each cell division
approach — MILP, GA, Spectral Clustering, and the human baseline — underwent
the same distribution network design process described earlier. The distribution
cell design logic was applied individually to each cell, generating ODP placement,
cable routing, and equipment allocation, which were then combined to form a
complete end-to-end network topology.
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The resulting networks were evaluated using three key metrics: combined fitness
value (aggregating individual cell fitness scores based on cable costs, equipment
usage, splitters, connectors, and penalties for design violations) [1], penetration
rate (percentage of homes successfully allocated to the network), and number of
unallocated homes (customers that could not be served under the current cell di-
vision). These metrics provide a comprehensive view of both cost-effectiveness
and coverage quality for each partitioning strategy, as detailed in Table 4.

Fitness Penetration Unallocated
Approach
value rate homes
Baseline 28230617 99% 9
MILP 879,51091 88% 92
GA 1,004,23804 85% 113
Spectral Cl. 28291362 99% 9

The baseline human-designed cell division achieved the best overall perfor-
mance with a 99% penetration rate, only nine unallocated homes, and the low-
est fitness value. Spectral Clustering delivered the second-best result despite
generating more cells, matching the baseline penetration rate and unallocat-
ed homes count, but with a slightly higher fitness value. MILP scored third with
an 88% penetration rate and 92 unallocated homes. At the same time, GA per-
formed worse, with a fitness value more than three times higher than the base-
line and Spectral Clustering, achieving only an 85% penetration rate and leaving
113 homes unallocated.

Conclusions

This work represents a significant evolution from distribution-only network design
toward fully autonomous, end-to-end FTTH network planning. By extending the
GA approach to encompass both feeder and distribution networks, while integrat-
ing real-world duct infrastructure and brownfield deployment scenarios, the solu-
tion transitions from theoretical optimization to practical industry applications.

Brownfield integration and deployment clustering emerged as critical advance-
ments for reducing both CAPEX and OPEX. The duct infrastructure management
system facilitates accurate cable routing by taking into account all current as-
sets and infrastructure. Clustering orders after the design phase demonstrat-
ed tangible value in the NOSSIS case study, achieving 15% cost reduction and
accelerated deployment timelines. Beyond direct CAPEX savings, this approach
reduces OPEX by minimizing time, urban disruption, and streamlining site opera-
tions. These factors compound significantly across large-scale rollouts, aligning
directly with the dual objectives of cost efficiency and time reduction.

Cell partitioning results, while modest, validate the practical viability of auto-
mated approaches. Despite none of the three methods delivering exceptional
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performance individually, the baseline results were nearly matched in a frac-
tion of the time. This dramatic time compression makes these tools highly
valuable for network designers, significantly boosting productivity by auto-
mating the labor-intensive partitioning phase, while maintaining design qual-
ity equivalent to manual engineering.

Future work should focus on refining cell partitioning approaches, particular-
ly MILP and Spectral Clustering, which show clear potential for improvement
through enhanced constraint modeling and geographic cohesion mechanisms.
In addition, the order clustering approach could be further developed to bet-
ter reflect more realistic deployment scenarios and adapt to emerging require-
ments, as network conditions and design objectives evolve. Beyond algorithmic
refinement, the natural progression extends to infrastructure network design,
completing the autonomous design cycle. This involves moving from planning
networks over existing infrastructure to designing the infrastructure itself, rep-
resenting one step further toward truly comprehensive autonomous Al-based
network deployment.
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The telecommunications industry is undergoing a shift toward more inclusive con-
figuration workflows, driven by the rise of low-code/no-code (LC/NC) platforms
and Al-powered interfaces. Traditionally, telco software required deep technical
expertise, limiting usability and increasing reliance on support teams. This paper
explores how LC/NC design paradigms and prompt-based Al can democratize
configuration tasks, enabling broader participation without compromising preci-
sion or control. We examine the evolving profile of system administrators, the usa-
bility challenges of complex configuration interfaces, and the role of predictive UX
and intent-based networking in simplifying user interaction. Central to this trans-
formation is the issue of trust in Al systems, particularly concerns around trans-
parency, reliability, and control. Drawing on frameworks like Human-Centered Al
(HCAV), Trustworthy Al (TAl), and Closed-Loop Automation, we propose design
strategies that foster user confidence and support scalable, resilient telco eco-
systems. Through case studies and industry data, we highlight how thoughtful in-
terface design can bridge the gap between technical depth and user autonomy,
paving the way for more accessible and intelligent configuration experiences.
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Introduction

At Altice Labs, we continuously design and devel-
op new features and enhancements to improve the
adoption, usability, and capabilities of our software
products, which are deployed by telecommunica-
tions companies worldwide. These products, such
as NOSSIS and NGIN, enable users to execute high-
ly complex configurations across network opera-
tions, charging systems, and policy management.
However, the sophistication of these tasks often
necessitates a high level of technical expertise, re-
sulting in a reliance on specialized personnel and
frequent support requests. This dependency high-
lights a critical challenge: the usability of our tools is
tightly coupled with the complexity of the opera-
tions they support, creating barriers for less techni-
cally inclined users.

In response to this challenge, recent years have
seen a strategic shift toward more accessible de-
sign paradigms, particularly through the adoption of
Low-Code/No-Code (LC/NC) platforms. These ap-
proaches aim to democratize configuration tasks by
abstracting technical complexity and enabling users
to perform advanced operations through intuitive,
visual interfaces. While LC/NC solutions represent a
meaningful step forward, they are not a panacea. Significant gaps remain across
other products and features, and the evolving expectations of users — driven by
the rapid proliferation of Artificial Intelligence (Al) — demand further innovation.

Al technologies, especially those centered around prompt-based and predictive
interactions, offer promising avenues for enhancing user autonomy and simpli-
fying engagement with complex systems. Yet, the integration of Al into existing
products introduces new challenges, particularly around user trust and adoption.
Studies indicate that the primary barrier to Al adoption is not technical capabil-
ity but a lack of trust, stemmming from concerns about transparency, reliability,
and control. This issue is especially pronounced when Al features are intro-
duced into familiar workflows, where users may resist changes that feel opaque
or unpredictable.

This article explores the intersection of product design, usability, and Al integra-
tion within the telco industry. It examines how LC/NC platforms and Al-driven
interfaces can transform user experiences, reduce support dependency, and
foster greater autonomy. Central to this exploration is the role of trust in human-
Alinteraction, and how design principles — rooted in frameworks such as Human-
Centered Al (HCAI), Trustworthy Al (TAI), and Closed-Loop Automation — can
guide the development of intuitive, inclusive, and ethically sound solutions. By
aligning technological innovation with user needs and expectations, we aim to
chart a path toward more accessible and resilient telco software ecosystems.
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Telco industry complex configuration
paradigm

As providers of software solutions for telecommunications companies all around
the world, Altice Labs is aware of the complexity of the use cases covered in our
products. This is a result of answering our customers’' needs, who require solu-
tions for their highly specific edge-cases, allowing them to provide the best ser-
vice possible to their respective customers. One significant problem has come
from this: the usability of our products ends up reflecting the intricacy of the
use cases they respond to. In turn, this contributes to a high volume of requests
to our support teams, as our clients are not completely autonomous as users of
our products. Our tools can support the complex configurations they need to
implement, but our support teams need to assist them in performing them on
the interface.

This is also connected with a paradigm shift that has been noticed in the tel-
co industry. There has been a change in what is called the "system administra-
tor group” [1]. If before these were users who had a deep understanding of the
systems and coding skills, as well as other technical knowledge that would al-
low them to perform configurations in highly technical interfaces, nowadays this
group of users has expanded to include less technical-savvy administrators [1].
This has lowered the level of expertise expected from these professionals, but
our products are only now taking the first steps to accommodate this new set of
users, burdening support teams with a growing number of help requests.

From a product design perspective, we must address the established difficulties
encountered by administrators. These challenges, identified in research on con-
figuration interfaces, include [1]:

1. Lack of guidance and information: Administrators must find parameters
related to expected system behavior and set correct values from hundreds
of available options.

2. Inconsistency and ambiguity: This applies to the interface’s appearance
(such as parameter naming and data formats), configuration requirements
(e.g, case sensitivity), and program behavior related to configuration.

3. Complexity beyond capability: Configuring systems is inherently compli-
cated, and this difficulty prevents end-user administrators — who often lack
the time or capability — from dealing with such complexity.

4. Lack of environmental awareness: Unlike end-user applications, system
software involves multiple interacting components. When functionality fails,
it is hard to know which component is improperly configured.

5. Lack of technical support: Online technical support for system admins is
often slow, incomplete, or inefficient due to missing diagnostic details.

The key shortcoming of today’s configuration interfaces is their inability to help
administrators understand the configuration knobs (e.g, constraints, corre-
lated environment information) and their impact on the system [1]. In this con-
text, product designers should be particularly aware of the factors presented in
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Table 1: Findings on Table 1, namely the design implications of the configurations problems and the

configuration problems
and their implications
for configuration
interface design [1]

cognitive obstacles to configuring systems. Addressing these obstacles, especial-
ly with the evolved system administrator group, necessitates interfaces that are
more informative, instructive, and user-friendly. This context validates the necessi-
ty of introducing solutions based on the Low-Code/No-Code (LC/NC) paradigm.

Characteristics of Configuration Problems

Design Implications

(Section 2, 3)

1. The shift of administrators. The system
administrator group has expanded great-
ly to include non- and semi-professional
administrators.

New interface for system configuration is desired to
accommodate the shift of the administrator group.

2. Configuration and Programming are an-
ti-correlated. Administrators and program-
mers (including scripting) from different
communities and have different skill sets.

System configuration should be studied as a sep-
arate problem from programming. The principles
of building (end-user) programming interface
might not be applicable to configuration.

3. The separation of understanding and ma-
nipulation. The separation of user manuals
and configuration files causes administrators’
cognitive difficulties and errors.

System vendors should not assume that manuals
can help users solve their configuration problems.
Instead, the configuration interfaces should inte-
grate the information in user manuals.

4. Difficulties rather than errors. In more than
65% of cases, the configuration problems are
administrators’ difficulties (e.g, finding related
parameters, setting values) rather than com-
mitting errors.

Cognitive Obstacles to Configuring Systems

(Section 4)

The configuration interface should try to guide and
educate administrators rather than directly asking
them to input values of configuration parameters.

Design Implications

1. Lack of guidance and information. This is
the major cause of today's administrators’
configuration problems.

This results
configuration:

in two challenges towards

« Finding the right parameters relevant to
tasks from the entire parameter set;

« Setting the parameters’ values to achieve
the intended system behavior.

Configuration interfaces should be more inform-
ative to help administrators address the two
challenges.

To address the first challenge, configuration inter-
faces should provide administrators with depend-
ency, correlation, and association information
regarding their settings.

To address the second challenges, constraints,
potential impact, and working examples should be
provided by the interfaces.

2. Inconsistency and ambiguity. Inconsistency
of interface appearance, correctness rules,
and system behavior are one major cause of
configuration problems, including both diffi-
culties and errors.

Conceptual integrity should be carefully main-
tained for configuration interfaces, between inter-
faces and user manuals, and between interfaces
and system behavior.
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Cognitive Obstacles to Configuring Systems

(Section 4)

Design Implications

3. System and control complexity. A sig-
nificant portion of users' configuration dif-
ficulties are caused by their incapability in
dealing with system and control complexity.
Our hunch is that non-professional adminis-
trators have less performance and security
concerns as professional administrators.

We should decouple the configuration in-
terface for “dummies” and professional ad-
ministrators, in a similar way as [8] [17].
Configuration parameters with different necessi-
ty and skill prerequisite should be separated in the
different interfaces.

4. Lack of environment awareness. This is
one common difficulty of diagnosing and re-
solving configuration-related system anom-
alies. The environment of a running system
includes its underlying stacks (e.g, OS) and

Configuration interfaces should help administra-
tors recognize the environment information cor-
related to the configuration settings, for example,
constraints, entities, and resources.

co-running software.

5. Lack of technical support. Administrators
have difficulties in using Internet as techni-
cal support. Many questions of configuration
problems are not answered or with unsatis-
fied answers.

Internet-based technical support services
should try to reduce the response time and
improve the efficiency of diagnosing/solving
configuration problems.

There is a specific trend in the design industry that has been known to be highly
effective in situations parallel to the one we face with this new group of admin-
istrator users. This type of interaction, known as LC or NC, allows non-technical
users to perform highly technical tasks by abstracting that complexity and using
interface design to hide it behind the curtain.

LC/NC as a democratizing factor

LC/NC is defined as “a software development approach that allows for the cre-
ation of applications using visual drag-and-drop tools, rather than traditional
coding” [2]. Its main benefits relate to faster time-to-market, due to faster devel-
opment and deployment, editing capacity by people without technical expertise,
fewer errors and bugs, and overall significant savings in costs, mainly related with
development [3], [6]. Gartner and Forrester have been predicting for a few years
the increasing adoption of LC/NC tools across several industries, amongst which
are telcos [4]. Although most articles focus on LC/NC platforms used by telcos to
develop their products, the present discussion takes a different perspective. It ex-
plores how Altice Labs can design and develop LC/NC solutions for the produced
software. Going back to the previous section, this is a step forward in democratiz-
ing the usability of our products, increasing user autonomy, and decreasing errors
and bugs that so often occur in these complex configuration tasks [7].

According to a Mendix study, four in ten businesses in Europe and the U.S. were
already using LC/NC software for mission-critical operations back in 2021 [2].
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LC/NC is reshaping  In the meantime, the expectation for more capabilities in this format of develop-
software development  ment has increased, as these platforms are no longer viewed as a crisis technol-
across industries,  ogy,but a core one [3],[6]. The highlighted benefits in this study include business

and in telcos, itis  agility in the form of rapid change, closer business/Information Technology (IT)
becoming a catalyst  collaboration, legacy renewal, and facilitated technology adoption [2]. In anoth-
for autonomy,  er study published in 2024, Gartner projects that the LC/NC market will grow

agility, and fewer  around 16% from 2022 to 2027, with a forecast of over 16 billion dollars in that
configuration errors  year, expecting good opportunities for both current vendors and new players [5].

The User Experience/User Interface (UX/UI) aspect of these platforms is crucial,
as these are spaces where a user interacts with a graphic interface to develop
programs, applications, configurations, or whatever tasks their use case requires.
They allow users to build their desired outcome mainly through drag-and-drop
interaction and fine-tuning specific characteristics, which also promotes collab-
oration across multiple users working in the same build, as well as future editing
and a clear and intuitive understanding of the final result [4]. Crucially, the in-
crease in user autonomy and the decrease in configuration errors directly trans-
late into reduced operational expenditures (OPEX) by minimizing reliance on
specialized support teams.

The main identified down-sides or limitations of LC/NC platforms as of today are
the difficulty of access to source code, possible slowness in loading and pulb-
lishing, and potential loss of personalization for unique corner-cases [4]. These
are important things to consider when designing and implementing these types
of platforms or solutions.

As a case study, let us consider the Expression Editor feature that was rede-
signed back in 2022 for the technical catalogs of the NGIN product suite. This is a
low-code approach to perform the task of creating rules for charging configura-
tions, which, up to now, could only be written in code. Even though this new fea-
ture still requires coding knowledge, it is at a much more basic level, as the logic
functioning of the expression is quite intuitive.

In this area of the product, the user can drag and drop items from a library of to-
kens, operators, and pre-made expressions that can serve as a base for a new
one and use these components to build the rule they envisioned. It is also pos-
sible to validate the expression before committing to it, which provides a big
sense of safety and trust, as well as turning an expression into code, allowing the
more technical users to have more control over their editing preferences.

This feature has since been developed and will go live for clients at the end of
this year. It will represent an enormous step forward in leveling the ground for
less technical-savvy users to be able to create these rules, allowing more people
across the client’s operation to perform and/or collaborate on these tasks, as well
as relieving our support teams of some requests. However, as it was only possible
to dedicate development effort to it this year, we should expect that the client’s
expectations have changed since this was designed. In just a bit over two years,
Al'has grown exponentially, and as we all feel its impact on our day-to-day life, so
do our clients expect to have their work optimized and simplified with this tech-
nology. This does not diminish the fact that the new Expression Editor, represent-
ed in Figure 1, was and will be a step in the right direction; it just means we need
to take the next one quickly, as our users are expecting and demanding us to.
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Figure 1: New
Expression Editor
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In particular, it is important to determine how we can take the LC/NC mindset and
keep moving towards an accessible and democratized usage of our configuration
tools, whether in Business Support System (BSS) or Operations Support System
(OSS) products. As generative-Al and prompt-based interaction increasingly in-
filtrate our daily life, it seems as if there is a big shiny arrow pointing in that direc-
tion. The introduction of Al-powered automation solutions in the telco industry
is already a reality, and there have been seen significant reductions in operation-
al costs and improvements in service delivery efficiency. Research points to two
fields as the ones with the most proven benefits of Al introduction: Automated
Operations and Maintenance, and Advanced Analytics and Decision Support [8].

The first shows over 50% reductions in manual interventions, as well as in un-
planned downtime and overall maintenance costs [8]. The latter, with the pro-
cessing of real-time data and advanced pattern recognition algorithms, can
suggest actions and identify errors with over 90% accuracy [8]. There is, how-
ever, much to account for regarding the usability challenges that come with this
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approach, and that should be taken into consideration, so that telco companies
can have a positive impact with introducing Al solutions in their workflows.

This continued pursuit of abstraction, by moving complexity “behind the cur-
tain’, naturally leads to Intent-Based Networking (IBN) [9], which is already accel-
erating across the telecommunications industry. IBN serves as the evolution of
the LC/NC mindset; it is an automated, software-driven approach that translates
high-level business objectives, or intents, into network configurations and poli-
cies [9]. This methodology allows organizations to focus on strategic goals rather
than manual device configuration, essentially taking the complexity abstraction
pioneered by LC/NC to an Al-driven, systemic level [9]. The core challenge, how-
ever, shifts from dealing with configuration parameter obscurity to managing
user trust in the automated intent translation.

Al-Driven configuration: beyond the
prompt and towards predictive UX

A few years ago, prompt-based interaction started being a part of our lives.
It was introduced mainly in the context of generative-Al, most famously with
ChatGPT, but then with many others like Perplexity, DeepSeek, Claude, Gemini,
Copilot, etc. These have quickly become important tools for our work as well
as our personal lives, and users around the world rely on these platforms to
help them with an enormous variety of subjects and issues, so much so that
this type of interaction has quickly spread to tools that have been on the
market for years, in the form of new features. The conversational aspect of
this type of interaction has proven to be key in increasing ease of use, having
come a long way from traditional chatbot interaction [11].

However, the surge of new roles like prompt-engineer or specialist, the hun-
dreds of prompt hacks found throughout articles and social media, and our
own personal experience point out some frustration in carefully crafting a
prompt, just to have the Al tool produce a result that is nothing of what the
user intended. “The smart defaults are either too broad or users must articu-
late their full intent upfront and then fall back on iterative chat-based back-
and-forth to refine context.” [10].

Writing effective prompts has become a skill, but this frustration has been
picked up by user experience specialists and started conversations around
predictive Al [11]. This is when, instead of users having to articulate every de-
tail of what they need, the system can anticipate it based on common behav-
iors and patterns. Instead of the user having to spend so much time crafting
the perfect prompt, the system provides options for them to select, basical-
ly building the prompt together by narrowing down on the available options.
This is not applicable in all contexts, but it is a good principle to keep in mind,
as personalization, understood here as the need for well written prompts that
will generate the expected result, has been identified as the second biggest
blocker of adoption of Al tools for work-related tasks [12].
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The trust barrier: opacity, aversion,
and the need for transparency

The introduction of Al-powered automation solutions in the telco sector is not
merely theoretical; it is already delivering tangible benefits, with research pointing
to a 31% reduction in operational costs and a 42% improvement in service delivery
efficiency among tier-1providers [8]. These proven gains in Automated Operations
and Maintenance, particularly through over 50% reductions in manual interven-
tion, firmly establish Al as the necessary path forward for efficiency and agility [8].

Table 2: Results ~ However, multiple studies and articles point to trust as the number one blocker
of a Survey of Al-  to Al adoption [11], [8], [14], [15], [16]. According to the Edelman Trust Barometer's
Related Concerns 2024 study, trust in Al companies has been declining since 2019, mainly due to

Across Global and US.  privacy concerns and social bias, which are almost two times more widespread

Populations [16]  than concerns over job impacts [16], as shown in Table 2.

GLOBAL 28

| am less than enthusiastic about Al because it... Developed Developing

could compromise my privacy _ 39 Y 35 512

may devalue what it means to be human _ 36 35 38 38
U.S. most

could be harmful to people _ B 38 31 57 concerned over
Al's potential harm

could be harmful to society B - 40 29 61 2 solmety &
people

is not adequately tested and evaluated _ 35 40 30 54

is happening too fast _ 32 36 28 35

will worsen societal inequalities - 27 28 26 33
Threats to job

could threaten my job security I 18 26 19 security less of a
concern

Other studies point to Al characteristics that increase user distrust, such as
being opaque (also referred to as black box), difficult to interpret, and biased
— all of which impose risks to using Al-generated work in mission critical tasks
[14], [15]. The black box issue is one of the most concerning, as it hides the log-
ic that generated those results, making it harder to find the origin of errors and
decisions, to predict Al behaviors, to be externally verified or questioned, and,
therefore, to trust the generated results, as they may lead to unforeseen risks
and biased decisions. “Al refers to machines capable of performing cognitive
functions commonly attributed to the human mind, such as learning, reason-
ing, and decision making” [13]. So, for users, it is the same as if a human provided
them with an answer without explanation or justification — they are immediate-
ly less inclined to trust it. Users need visibility of the logical path that led to that
answer, so they can judge whether it makes sense and has no bias, and only
then conclude if the result is correct and fair [13], [15].
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Some studies go in a slightly different direction and refer to this phenomenon as “Al
aversion”, as opposed to "Al appreciation’, as it has been shown that people tend
to behave more negatively toward Al than they do toward humans [13]. This phe-
nomenon, however, is not observed in every case. It depends heavily on the tasks
or information that the user is trying to achieve. If their perception points to Al be-
ing more capable than humans in that context, they are more likely to trust and
use it, for example, in computation tasks and chess-related games [13]. However, if
the subject involves morality, emotion, ethics, or creativity, people have shown to
be more averse to resorting to Al [13]. As mentioned previously, this also ties with
the need for personalization — studies point us to the conclusion that, as of today,
users are more likely to resort to Al when two conditions co-exist: they believe it
will be more capable than humans in that context and that it will not require a lot
of personalization of their request to obtain the desired result (see Figure 2) [13].

Al is perceived as more capable
than humans in the decision context

Quadrant II: Quadrant [:
sion Al Appreciation

Examples:

+ Predicting future sales of a
specific product

« Estimating the art period of a

painting

Perceived Al
Capability

Quadrant lll: Quadrant IV:

Al is perceived as less capable than
hurnans in the decision context

Personalization is perceived as Personalization is perceived as
necessary in the decision context unnecessary in the decision context

Perceived Necessity for Personalization

Designing for trust: the Human-Al
collaboration (HAX and Closed-Loop
frameworks)

This leads us to a different question: if having to personalize the interaction too
much is a blocker to adoption, what is the optimal balance for human-Al interac-
tion? Research points to a framework of “closed-loop” collaboration as a good
methodology, specifically in the telco industry. In this framework, human exper-
tise comes into play by ensuring strategic oversight and decision-making, and
by training and refining the systems [8]. Significantly better outcomes have come
out of companies that have humans overseeing the automated results, espe-
cially in cases with complex regulations, with Network Operations Centers (NOC)
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through closed-
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implementation [8]
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reporting over 50% reductions in critical incidents. Humans remain more com-
petent than Al when it comes to “interpreting and implementing regulatory re-
quirements, particularly in areas requiring contextual understanding and ethical
considerations”, as well as in identifying emerging edge cases with accuracy [8].

Performace Improvement
Category (%)
Manual intervention reduction 80
System Network performance enhancement 85
Performance | pgi, accuracy rate 995
Fault prediction accuracy 94
OPEX reduction 25
Operational MTTR reduction 56
Efficiency Network optimization 45
Energy consumption reduction 30
Decision-making time reduction 48
Human Interface | OPerator satisfaction rate 95
& Management | configration error reduction 65
Manual task automation 85
Service incident reduction 72
Change success rate improvement 68
Service Quality
Throughput improvement 58
Latency reduction 45

As seen in Table 3, the implementation of the “closed-loop” automation
framework can lead to 80% reductions in manual interventions as well as im-
provements in network performance up to 35% [8]. The learning aspect of
“closed-loop” systems reinforces the importance of the human validation
process, as mentioned previously, simultaneously bringing down the number
of recurring issues and improving prediction algorithms and even proactive
resolutions [8]. However, all these improvements are highly dependent on the
interfaces through which users consume the information necessary to make
decisions, spot errors, or predict anomalies. Research shows, as does empir-
ical evidence from our history as a company, that well designed interfaces
have a significant impact in optimizing the efficiency of the telco administra-
tor or operator, namely by implementing advanced visualization techniques
that make it clearer to the user where the errors and incidents are, reducing
decision-making time, and make configurations intuitive and clear so as to
avoid errors and support requests [8], [14].
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In the experience design industry, some paradigms are slightly shifting to em-
brace new usability concerns that come up with the introduction of Al features
in products. Methodologies such asHCAI [14] and Human-Al interaction (HAX)
[17], evolutions of Human-Centered interaction (HCI), and Trustworthy Al (TAI) [14]
have been introduced in relation to topics of “user trust and socioethical char-
acteristics to overcome potential Al threats and vulnerabilities” [14]. Studies point
to a misalignment between Al development and user trust in Al, due to reasons
mentioned before, such as transparency and reliability, but they also emphasize
social and ethical considerations as fundamental for building TAL This is a very
common consideration in the user experience work, as it is the base for the first
step in the Design Thinking methodology — empathize, where designers deep-
dive in the context of their users’ lives, their problems and needs, understand
their motivations, map their journeys, etc. In HCAI, the empathize phase should
consider both cultural influences, by understanding humans’ intentions towards
Al, and their past influences, namely the user’s propensity to trust Al, what threats

Figure 3: The , ,
and concerns can turn into adoption blockers [14].

interconnections

among the four layers ~ The scheme presented in Figure 3, taken from a recent study in HCAl and TA|,

of the HCTframe illustrates a framework of building and designing for user trust throughout the
analysis [14]  entire design process [14].
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Designing for Al features and products must consider the human element — in-
cluding users’ attitudes, expectations, perceptions — as well as their social and or-
ganizational context, such as responsibilities in the company/organization, fairness,
and non-discrimination. Alongside these, the technical aspects of the system are
equally important. In developing TAl, as with almost everything else, the first inter-
action is critical and can determine adoption success. However, we cannot ne-
glect the fact that trust is also built, maintained, and enhanced over time [14].

Microsoft has released a list of principles that organizations using Al in their
products should consider to fill this blank space left by the rapid Al develop-
ments [18]. These principles are as follows [18]:

1. Privacy and security
2. Reliability and safety
3. Accountability

4. Inclusiveness

5. Transparency

6. Fairness

It is clear and interesting how these principles match the user concerns that re-
duce Al adoption that we have explored throughout this article, which clearly
provides designers and product developers with focus points to create great
user experiences in their products. Following these principles, Microsoft went a
step further and developed them into guidelines for designing Human-Al inter-
action (HAX), as follows [17]:

1. Make clear what the system can do

Make clear how well the system can do what it can do
Time services based on context

Show contextually relevant information

Match relevant social norms

Mitigate social biases

Support efficient invocation

Support efficient dismissal

© ® N o o &M W D

Support efficient correction

10. Scope services when in doubt

1. Make clear why the system did what it did
12. Remember recent interactions

13. Learn from user behavior

14. Update and adapt cautiously

15. Encourage granular feedback

16. Convey the consequences of user actions
17. Provide global controls

18. Notify users about changes
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If we analyze these principles attentively, we can clearly see that they are born
from Jakob Nielsen's ten usability heuristics. These are universally followed prin-
ciples for designing interactions, published in 1994 but still as relevant today,
as they were thought of to be “broad rules of thumb, and not specific usabili-
ty guidelines” [19]. Microsoft has used them as a base to specify these princi-
ples that can help designers create positive user experiences with Al products
and features [17], [18]. The most important heuristics to remember, as they are
the ones most reflected in these new considerations, are #1 Visibility of System
Status and #3 User Control and Freedom — with this meaning no disregard for
the eight remaining heuristics, as they are all considered in these principles in
some way [19]. However, these two will be crucial to building TAI The first (Visibility
of System Status) is focused on communicating what is happening with the sys-
tem, its status, task progress, reasoning, history, and any other relevant informa-
tion. This heuristic states that “when we understand the system'’s state, we feel
in control — we can rely on the system to act as expected in all circumstances’,
meaning that communication and predictability create trust [19]. The third heu-
ristic (User Control and Freedom) is all about allowing the user to quickly get out
of a wrong choice or action, which allows experimentation [19]. This is obviously
crucial in new Al features and products, as these are new technologies and new
types of interactions with an expected learning curve, so users must feel confi-
dent in knowing they can undo or redo an action, go back a step, backtrack on
mistakes, so that they can explore the interface freely and in an enjoyable way.
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Conclusion

The telecommunications industry is undergoing a profound transformation, driven
by the increasing complexity of network operations and the evolving profile of sys-
tem administrators. In this context, the adoption of LC/NC platforms represents a
pivotal advancement in making configuration tools more accessible, intuitive, and
inclusive. By abstracting technical complexity and enabling users with varying lev-
els of expertise to perform sophisticated tasks, LC/NC solutions not only enhance
user autonomy but also reduce operational bottlenecks and support overhead.
The Expression Editor case study exemplifies how thoughtful design can bridge
the gap between technical depth and usability, empowering a broader spectrum
of users to contribute meaningfully to mission-critical operations.

However, as user expectations continue to evolve — particularly with the rapid
proliferation of Al technologies — the next imperative lies in integrating Al-driven
capabilities that are not only powerful but also trustworthy and transparent. The
promise of Alin automating operations, enhancing decision-making, and stream-
lining workflows is immense, yet its success hinges on user trust, ethical design,
and seamless human-Al collaboration.

Frameworks such as HCAI, Trustworthy Al, and Closed-Loop Automation offer
valuable guidance in this endeavor, emphasizing the importance of transparen-
cy, user control, and contextual understanding. By embedding these principles
into the design and development of our products, we can ensure that Al features
are not perceived as opaque or unpredictable, but rather as reliable partners that
augment human capabilities.

At Altice Labs, our commitment is to continue advancing the usability and intel-
ligence of our solutions, fostering a future where complex configurations are not
a barrier but an opportunity for innovation, inclusivity, and operational excellence.
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The increasing complexity of high-performing machine learning (ML) mod-
els often results in “black-box" systems, whose decision-making processes are
opaque, particularly when they misclassify instances. This article introduces a
unified, SHAP-driven approach to enhance ML model explainability by first pro-
viding deep insights into misclassifications and then leveraging these insights
for feature set optimization, including pre-optimized industrial models. The ap-
proach begins by examining misclassifications using SHAP values, which help
identify patterns and group errors into clusters.

This analysis reveals how specific features contribute to these mistakes and
highlights data conditions that contribute to errors. Based on these insights, the
method introduces a feature selection strategy that uses SHAP-based scores to
refine the model's feature set. By focusing on the most impactful features, it aims
to improve the model's interpretability while preserving or enhancing its accura-
cy. A special technique for handling LightGBM models further optimizes this pro-
cess, ensuring faster results in exchange for performance.
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Introduction : the challenge of opacity
in high-stakes Al

The proliferation of high-performing machine learning (ML) models, such as
gradient boosting machines and deep neural networks, has enabled remarka-
ble advances across numerous industries. However, as models become deeper
and more complex, their internal decision logic often turns opaque, creating so-
called "black-lboxes” systems. This opacity is not merely an academic concern;
it poses a critical barrier to the responsible deployment of Al in high-stakes do-
mains like healthcare and telecommunications.

The business and engineering implications of this challenge are profound. A lack
of transparency erodes user trust, complicates regulatory compliance with man-
dates like the EU's General Data Protection Regulation (GDPR) [1] and its “right to
explanation”, and hinders effective model lifecycle management. When a model
fails — for instance, by misclassifying a critical diagnosis — it is exceptionally dif-
ficult to debug the root cause or implement targeted improvements without un-
derstanding why the error occurred.

Although Explainable Al (XAl) offers numerous techniques to address this, a per-
sistent gap remains. Many existing methods provide either highly localized, in-
stance-specific explanations that fail to reveal systemic issues or overly broad
global summaries of feature importance, which miss the nuanced conditions
that lead to specific error types. There remains a need for a systematic method-
ology that diagnoses coherent patterns of model failure and transforms those
diagnostics into actionable improvements.
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Tobridge this gap, this article presents a unified, SHAP-driven methodology com-
posed of two complementary components: the Misclassification Explanation
Framework (MEF) which analyzes model errors through hierarchical cluster-
ing and differential SHAP analysis, and the Impact-Based Recursive Feature
Selection (RFS) strategy which refines the model's feature set based on a new
SHAP-derived “Net Impact” score (Figure 1). Together, these components cre-
ate a structured pathway from error diagnosis to feature optimization, improving
both interpretability and predictive robustness in industrial-scale ML systems.
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Foundational methodology: quantifying
feature contributions with SHAP

Our framework is grounded in a robust and theoretically consistent concept
from the field of cooperative game theory: SHapley Additive exPlanations (SHAP)
[2]. SHAP provides a unified way to interpret model predictions by assigning a
precise attribution value, or “SHAP value”, to each input feature for a given de-
cision. This value quantifies the marginal contribution of that feature, indicat-
ing how much it pushed the model's output away from a baseline expectation,
thereby providing a clear explanation of the prediction’s composition.
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A major strength of SHAP lies in its ability to generate explanations at multiple
granularities. At the local level, it provides a detailed breakdown for a single pre-
diction, revealing the specific drivers of that outcome. By aggregating these lo-
cal SHAP values across many instances, one can derive global insights, such as a
more robust measure of overall feature importance that accounts for feature in-
teractions and non-linear effects. This duality is critical for our two-pronged ap-
proach of specific error diagnosis and overall model optimization.

We selected SHAP as the foundational engine for our methodologies due to sever-
al key properties that make it particularly suitable for complex industrial applications.
First, its strong theoretical guarantees, namely local accuracy (the sum of feature at-
tributions equals the model's output for that prediction), and consistency (a feature’s
attribution value does not decrease if its contribution to the model's performance
increases), ensure that the explanations are both faithful and reliable. Furthermore,
the existence of highly efficient implementations, such as "TreeSHAP” for tree-based
ensemble models like LightGBM [3] and XGBoost [4], makes its application compu-
tationally feasible for the large-scale, industrial models evaluated in this work.

Framework 1: the Misclassification
Explanation Framework (MEF)

The first component of the developed methodology is the MEF, a systematic
process designed to move beyond aggregate error metrics and provide deep,
interpretable insights into the underlying causes of model failures. The primary
objective of this framework is to identify and characterize coherent patterns of
misclassification, allowing developers to understand not just that errors are oc-
curring, but precisely why and under what data conditions.

Instance clustering for error pattern identification

The MEF starts by isolating a specific confusion pair from the model's perfor-
mance, such as all instances where the true class was “A” but the model incorrect-
ly predicted “B". To identify meaningful sub-patterns within this error group, the
framework employs agglomerative hierarchical clustering. A critical aspect of this
step is the use of Gower's distance as the similarity metric. This choice is deliber-
ate, as Gower's distance is specifically designed to handle mixed data types (both
numerical and categorical features), which are common in real-world datasets. By
clustering misclassified instances based on their original feature values, the MEF
effectively groups together errors that occur under similar data conditions, form-
ing distinct error clusters that represent specific failure modes of the model.

Differential SHAP analysis

Once a cohesive error cluster is identified, the MEF seeks to understand what
makes it different from instances the model handled correctly. To achieve this, it

A SHAP-Driven Framework for Misclassification Analysis and Feature Optimization
in ML Models
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Diagram of the MEF
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samples a comparative group of “neighbor” instances that share the same true
class ("A") but were correctly classified by the model. These neighbors are se-
lected based on their feature-space proximity to the error cluster, ensuring a rel-
evant and fair comparison.

The core of the diagnostic process is a differential analysis of SHAP values be-
tween the error cluster and its correctly classified counterpart. By comparing the
mean SHAP values for each feature across these two groups, the MEF pinpoints
the features whose influence diverges significantly when the model errs. This
analysis reveals the features that are most responsible for driving the misclassi-
fication, either by pushing the prediction towards the wrong class or by failing to
provide a strong enough push towards the correct one (Figure 2).

1. Isolate & Cluster
Specific Error Types

h 4

2. Differential SHAP
Analysis (vs. Correct
Neighbors)

h 4

3. Generate
Explanations

Hierarchical explanation generation

The final output of the MEF is a set of hierarchical, human-readable explanations.
At the most granular level, for each identified error cluster, the framework gener-
ates a report containing two key outputs:

1. Ranked Feature Impacts: a list of the features whose differential SHAP anal-
ysis revealed them to be the most influential drivers of that specific error.

2. Localized Rule Conditions: a set of IF-THEN-like statements derived from
the common feature value ranges within the cluster, that describe the data
sub-region prone to this specific failure.

These granular insights are then aggregated to provide higher-level summaries
for entire misclassification pairs (e.g, all A - B errors), for all errors originating
from a single true class, or globally across all model misclassifications. This hier-
archical structure allows stakeholders to perform both deep-dive diagnostics on
specific failure modes and high-level analysis of systemic error patterns.
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Figure 3: Conceptual
Diagram of the RFS
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Framework 2: the Recursive Feature
Selection (RFS) strategy

Building upon the diagnostic capabilities of the MEF, the second component of
our methodology is the RFS strategy (Figure 3). The RFS is an automated frame-
work designed for feature set optimization, with the dual objectives of enhancing
model parsimony and improving (or maintaining) predictive performance. It moves
beyond traditional feature selection methods by leveraging a nuanced under-
standing of each feature’s contribution to both correct and incorrect predictions.

RFS Iterative Loop
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1

1

1

1

1

1

-
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1
i 4. Update Model
1
No

Stop Criteria Met?

The “Net Impact” heuristic

The cornerstone of the RFS strategy is a new heuristic called the "Net Impact”
(NI) score, which quantifies the overall contribution of a feature to model per-
formance according to a user-defined metric (e.g, accuracy, precision, recall, or
Fi-score). To calculate the NI score, we first disaggregate a feature's SHAP values
across the entire dataset based on the correctness of the predictions. This cre-
ates several SHAP-based impact components, such as “Correct Positive Push”
(the sum of positive SHAP values for true positives) and “Misclassified Positive
Push” (the sum of positive SHAP values contributing to an incorrect class).

These components are then aggregated in a metric-specific formula to com-
pute the final NI score. For instance, the accuracy-focused NI score for a fea-
ture positively weights its contributions to correct predictions while penalizing
its contributions to incorrect ones. By tailoring the calculation to a specific per-
formance metric, the RFS allows for targeted optimization aligned with the de-
tailed goals of the modeling task.
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The recursive elimination algorithm

The RFS strategy employs a recursive elimination algorithm that iteratively re-
fines the feature set. The process begins with a baseline model trained on the
full set of features. It then enters an iterative loop where each cycle consists of
the following steps:

1. Performance Evaluation: At the start of each iteration, the algorithm com-
putes the NI score for every feature in the current active set. The sum of
these scores defines the total NI for the current feature subset, which is
logged to a history tracker along with the feature set itself.

2. Candidate Selection: To identify a candidate for removal, the algorithm per-
forms a heuristic evaluation. For each feature, it projects the resulting total NI
score if that feature were to be removed. This projection is calculated by
summing the NI scores (computed in the previous step) of all other features
in the current set. The feature whose removal yields the highest projected
total Nl is selected as the elimination candidate for the current iteration.

3. Elimination and Model Update: The identified candidate feature is then
removed from the active set. The model is subsequently updated to pre-
pare for the next iteration, either through full retraining on the reduced fea-
ture set (Standard RFS) or via approximation.

This iterative process continues until a stopping criterion is met, such as reach-
ing a minimum number of features or when no hypothetical removal improves
the projected NI score. Crucially, because the elimination at each step is based
on a heuristic projection that cannot fully account for complex feature interac-
tions, the algorithm does not assume the final feature set is optimal. Upon ter-
mination, it reviews the entire logged history and returns the feature subset that
achieved the highest actual total NI score during any iteration of the process.

To address the computational cost of full model retraining, we also developed an
efficient “Tree-Dropping” variant for LightGBM models. This variant performs the
model update step by leveraging the initial full model and dynamically selecting
only the decision trees that remain valid after a feature’s removal, significantly re-
ducing runtime at the cost of an approximated evaluation.
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Table 1: Summary of
Real-World Industrial

Datasets used for
Empirical Evaluation

Empirical validation on real-world
industrial models

To evaluate the practical utility and generalizability of our frameworks, we con-

ducted an empirical evaluation of three distinct, real-world industrial datasets from
Altice Labs. The datasets, drawn from healthcare and telecommunications do-
mains, differed in scale, feature composition, and problem complexity. Importantly,
our methodologies were applied to pre-existing, highly optimized LightGBM and
XGBoost models, providing a stringent test of their ability to add value beyond
standard optimization practices. The key findings are summarized in Table 1.

# | Domain Classification Task ‘ Size ‘ # Features | Features Types | # Classes
Di is of 4 ical, 2
1 | Healthcare 1agnosts 974 50 8 numerical, 3
Disease X categorical
Need for technical 18 categorical, 1
2 | Telecomunication | . r . I 98999 19 g .r| ' 2
intervention (binary) numerical
L Failure Cause .
3 | Telecomunications : 193739 17 All categorical 305
(multiclass)
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Finding 1. quantitative performance of the MEF

The MEF demonstrated a consistent ability to generate explanations for a sig-
nificant proportion of model errors across all datasets. To move beyond simple
coverage counts and formally evaluate the quality of these explanations, we in-
troduced two new metrics: Adjusted Explanation Coverage (AEC), which penaliz-
es the looseness of the underlying clustering; and the AEC Efficiency Ratio, which
measures the retained explanatory power after penalization.

A sensitivity analysis on the large telecommunications dataset (Dataset C), which
contained nearly 20000 misclassified instances, revealed a clear and important
trade-off, as summarized in Table 2. When using relaxed clustering parameters,
the framework achieved a very high raw coverage of 86.4%. However, the penalty
for this looseness reduced the AEC score to 06174, resulting in a corresponding
AEC Efficiency Ratio of 0.7143. This indicated that while many errors were cov-
ered, their explanations were derived from less cohesive, and therefore less se-
mantically precise, error clusters.

In contrast, by selecting tighter clustering parameters, the framework achieved a
slightly lower raw coverage of 78.5%. Despite explaining fewer instances, this config-
uration was penalized less severely due to the high cohesion of its clusters, yielding a
superior AEC score of 06545. This translated to a significantly higher AEC Efficiency
Ratio of 0.8333. This quantitative comparison validates the MEF's ability to not only
characterize large volumes of model failures but also to provide a tunable mech-
anism for balancing the breadth of coverage with the diagnostic precision of the
generated insights. For detailed error analysis, prioritizing the configuration with the
higher AEC and Efficiency Ratio provides more reliable and actionable results.
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BT Explained Std. AEC . 'AEC .
Instances Coverage Efficiency Ratio
Rel
° axeo! 17203 0.8643 06174 07143
Clustering
Tighter 16631 07854 | 06545 0.8333
Clustering

Finding 2: actionable diagnostic value of the MEF

The ultimate test of an explanation framework is its ability to generate actiona-
ble insights for domain experts. To this end, we conducted a structured qualita-
tive review of the MEF's outputs with a telecommunications specialist, focusing
on the highly complex, 305-class model from Dataset C. The session was de-
signed to simulate a real-world model auditing scenario.

First, the specialist was provided with an introductory guide explaining how to in-
terpret the framework’s output. Subsequently, they were presented sequential-
ly with three distinct, high-efficiency cluster explanations. The diagnostic power
of the MEF was most strikingly demonstrated with one specific explanation. It
detailed a common error where tickets with a true cause of “Unidentified Root
Cause” were being misclassified as "Physical Infrastructure Issue”. The MEF pro-
vided the following (masked) details for a large cluster of 781 such errors:

Top Impactful Features for this Error:
« SERVICE CATEGORY: +237% vs. average
+ INFRASTRUCTURE FLAG: +140% vs. average
« ASSIGNED OFFICE: +110% vs. average
Example Rule Generating this Confusion:
IF
+ SERVICE CATEGORY is "GPON"
+ ORGANIZATIONAL GROUP is in ["OLT Team”, "PON"]
+ SPECIFIC PROBLEM is in ["Out of Service DISS", “Out of Service DST DISS"]
« CUSTOMER IMPACT is “Confirmed”
+ INFRASTRUCTURE FLAG is "Missing”
« EQUIPMENT TYPE is “"MSAN"
+ VENDOR is in ["ALCATEL", “PTIN"]
« CARD TYPE is in ["ACIBSXG", “GLT4-A", "TGI6GF"]
+ RESPONSIBLE TEAM is "Missing” or "NOC CorpNet"
THEN - Model predicts "Physical Infrastructure Issue”

The specialist's diagnostic process, triggered by this detailed rule, was im-
mediate and insightful. They recognized that the combination of “SERVICE
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CATEGORY", "EQUIPMENT TYPE", and "VENDOR" described a very specific hard-
ware context. However, these were only secondary indicators. The crucial insight
came from what was not present. The specialist explained that for this context,
there should have been an automated system flag, a feature that was complete-
ly missing from the dataset, which would have correctly categorized the issue
as "Unidentified” root cause.

In the absence of this critical flag, the model was forced to make a “best guess”
based on the available, correlated hardware features, leading it to consistently
default to the incorrect “Physical Infrastructure Issue” prediction. The MEF did
not just explain the model's behavior; its detailed rule provided the exact con-
text needed for the expert to identify a fundamental data deficiency. This finding
is particularly significant because the model and dataset had already undergone
extensive prior revision, yet this critical data gap remained undiscovered. The
session underscored the MEF's capability to function as a powerful diagnostic
instrument, enabling experts to translate a model's statistical patterns into ac-
tionable insights about data quality and system design.

Finding 3: RFS for performance enhancement
and validation

The RFS strategy demonstrated its dual utility as both an optimization and a ver-
ification tool across the different datasets, with its effectiveness depending on
the maturity of the initial feature set.

For the healthcare classification model (Dataset A), which started with a relative-
ly large set of 50 features, the standard RFS framework consistently identified
opportunities for improvement. The results, summarized in Table 3, show that
when guided by the accuracy metric, the RFS selected a more parsimonious 45-
feature subset. This led to a statistically significant increase in both average ac-
curacy (from 0.809 to 0.832) and weighted Fl-score (from 0797 to 0.817). This
result highlights the RFS’s ability to refine even previously optimized models by
identifying and removing features with a subtle negative impact on generalization.

Model Version # Features | Accuracy Weighted
F1-Score

Baseline (Original) 50 0809 0797
RFS Standard

45 0832 0.817
(Accuracy-Guided)
RFS Tree-Dropping

40 0.821 0813
(Accuracy-Guided)

Furthermore, the computationally efficient “Tree-Dropping” variant for this da-
taset identified a 40-feature subset that still outperformed the original 50-
feature baseline, achieving an average accuracy of 0.821 and a weighted Fl-score
of 0.813. While marginally less performant than the standard RFS result, it delivered

A SHAP-Driven Framework for Misclassification Analysis and Feature Optimization
in ML Models



117

InnovAction

this improvement while completing its run substantially faster (22.28s vs. 28.28s).
This validates its utility for rapid exploration and for scenarios where computation-
al resources are constrained, offering a clear trade-off between peak performance
and efficiency.

Conversely, when applied to the two highly tuned telecommunications models
(Datasets B and C), which had already been reduced to lean sets of 19 and 17
features, respectively, the RFS framework consistently concluded that the orig-
inal feature sets were optimal. In all configurations, the algorithm determined
that no single feature removal would be beneficial according to its Net Impact
heuristic. This “"no-change” outcome is a significant finding, serving as a robust,
data-driven validation of the existing models’ parsimony and effectiveness. It
showcases the framework’s value not only as an optimization tool but also as
a powerful verification instrument for providing confidence in mature, produc-
tion-level ML systems.

Discussion: implications and future work

The empirical findings from this research carry significant implications for both
the practical application of machine learning and the advancement of the XAl
field. The developed frameworks offer a structured approach to move beyond
surface-level performance metrics towards a deeper, more actionable under-
standing of model behavior.

Practical implications for ML operations

For data scientists and ML engineers, the two frameworks provide complemen-
tary tools to enhance the model lifecycle. The MEF serves as a powerful diag-
nostic instrument, enabling targeted debugging by pinpointing the specific data
conditions and feature interactions that lead to errors. As demonstrated by our
qualitative evaluation, this can directly inform data curation and feature engineer-
ing efforts. The RFS strategy offers a data-driven method for model simplifica-
tion and optimization. Its ability to produce more parsimonious models without
sacrificing — and, in some cases, improving — performance leads to systems that
are not only more efficient but also inherently easier to audit and maintain.

Methodological contributions to XAl

From a research perspective, this work contributes three novel elements to the
Explainable Al field. These contributions were originally developed as part of a
Master's thesis [5]. First, the MEF introduces a structured, hierarchical method-
ology for misclassification analysis that integrates instance clustering with dif-
ferential feature attribution. Second, we propose the AEC and AEC Efficiency
Ratio as new metrics for evaluating the quality of clustered explanations, ex-
plicitly accounting for the trade-off between explanation coverage and the
precision of the underlying instance groups. Finally, the “Net Impact” score,
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developed for the RFS strategy, represents a new metric-specific heuristic for
SHAP-informed feature selection, offering a targeted alternative to methods
based solely on global feature importance.

Future directions

While this research establishes a strong foundation, several promising avenues
for future work remain. A primary direction is the extension and validation of
these frameworks across a broader range of model architectures, particularly
deep neural networks, where feature attribution and interaction are equally crit-
ical but more complex to dissect. Furthermore, conducting more extensive and
formalized user studies with diverse panels of domain experts would be invalu-
able for rigorously assessing the clarity, actionability, and ultimate impact of the
generated explanations across different contexts. Finally, continued optimization
of the computational performance of both frameworks, perhaps by exploring
more efficient clustering algorithms or SHAP approximation techniques, is an im-
portant direction to enhance their scalability for extremely large datasets or near
real-time analysis requirements.

Conclusion

The increasing prevalence of complex machine
learning models in critical sectors has instigated
an urgent need for methods to render their deci-
sion-making processes more transparent. This work
confronted the “black-box” challenge by develop-
ing and validating a unified methodology to enhance
the explainability of classification models, focus-
ing specifically on the analysis of misclassifications
and the optimization of feature sets. Our research
was grounded in the principle of leveraging a deep,
nuanced understanding of feature contributions,
derived from SHAP values, to both correct and in-
correct predictions.

We introduced two primary contributions: the MEF
and the RFS strategy. The MEF provides a multi-fac-
eted diagnostic tool that combines instance clus-
tering and differential SHAP analysis to generate
hierarchical insights into why models make specific
errors. The RFS strategy, in turn, operationalizes these
insights, using a novel “Net Impact” heuristic to itera-
tively identify and prune detrimental features, there-
by improving model performance and parsimony.

The empirical evaluations across diverse, real-world
industrial datasets confirmed the practical utility of
these frameworks. The MEF demonstrated its value
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as a powerful diagnostic instrument, allowing specialists to rapidly identify ac-
tionable data deficiencies. Concurrently, the RFS strategy successfully refined
an already-optimized model by improving its predictive performance with a re-
duced feature set and validated the robustness of other highly tuned models. By
offering structured approaches to dissect model failures and optimize model in-
puts, this research provides a tangible step towards making complex machine
learning systems more transparent, accountable, and reliable. The continued de-
velopment and adoption of such explainability techniques is paramount as Al
systems become increasingly integral to decision-making in society.
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Networking

Intent-Based Networking (IBN) introduces a higher level of abstraction to net-
work control by focusing on high-level objectives (the what) while delegating
low-level configuration (the how) to automated processes. Evolving from policy-
based network management, IBN adds a high-levellayer that allows business requisites
to be expressed in a human-understandable format. These intents are automatically
interpreted, eventually decomposed, and implemented by network management en-
tities, enabling automated configuration and operations. By abstracting network be-
haviour into intent-based policies, IBN simplifies management, improves efficiency,
accelerates service deployment, and reduces human error. Network operators can
specify high-level expectations for quality of service, security, or performance with-
out dealing with configuration complexity. Monitoring control loops check fulfillment,
according to the expected outcomes expressed in the Intents.

IBN is expected to rely heavily on Artificial Intelligence (Al) and Machine Learning
(ML) to validate Intents, translate them into actions, and verify fulfillment. Recent
research has been particularly focused on using Large Language Models (LLM)
for this translation.

IBN concepts began emerging around 2014 with early Software Defined
Networking (SDN) platforms. Today, 3GPP has a mature IBN strategy [1], [2] for both
RAN and core domains, and the Broadband Forum' is developing related work
through a dedicated Tiger Team, which Altice Labs is following. Within the P2030
ALBATROZ project, IBN will be implemented in the AGORA SDN Management and
Control (M&C) framework and assessed in selected use cases.

Francisco Fontes, Altice Labs, fontes@alticelabs.com
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Introduction

In the early Internet times (pre-2010s), network management was largely man-
ual, relying on Command Line Interface (CLI) configurations. In the Telco domain,
Simple Network Management Protocol (SNMP) became the reference protocol
and architecture as a first step into distributed and model-based network man-
agement, relying in agents operating at managed devices and enabling managers
to build increasingly complete and operable models of the network. Concepts
like policy-based management and network automation began to emerge, lay-
ing the groundwork for future abstraction. With the rise of SDN (2010-2015),
centralized control and programmability were introduced, separating the control
and data planes. SDN inspired the idea of expressing what the network should
do, rather than how to do it, an early form of “intent”. IBN emerges around 2015
to 2017, when vendors like Cisco began promoting IBN as a next-gen evolution of
SDN. Cisco's Digital Network Architecture (DNA) was one of the first commercial
implementations of IBN. IBN was defined as a system that:

- Accepts high-level business goals (intents);
« Translates those business goals into policies;
« Automates deployment and continuously verifies its compliance.

As a result of the growing interest in IBN and consolidating existing work, the
Internet Engineering Task Force/Internet Research Task Force (IETF/IRTF) pub-
lished Request for Comments (RFC) 9315 [3] in 2022, formally defining “intent”
in networking. At the same time, academic and industry research expanded
and enriched the concept, exploring Al and ML integration, Natural Language
Processors (NLP), and closed-loop automation.

More recently, IBN is being increasingly integrated with Al, using ML and nat-
ural language interfaces, resulting in IBN making the first steps into Telecoms
and cloud providers’ operations to manage complex, dynamic environments,
especially in 5G, Internet of Things (loT), and Edge Computing (EC). Current
Autonomous Networks (AN), a long-term pursued target, build on IBN principles
to self-configure, self-optimize, and self-heal. In that scope, TM Forum defined
Intent Driven Autonomous Networks (IDAN)2.

AN emerges in a context where operators pursue scale, reliability, and efficien-
cy. Achieving a high rate in the three areas has been proved hard. While scale
and reliability are common today, this is normally achieved at the cost of ef-
ficiency and waste of resources. As referred, IBN associated with emerging Al
technologies may be the missing element to achieve highly efficient autono-
mous networks. Only by moving beyond policies and task-driven automation,
toward intent-based autonomy, where business intents guide every phase of
the network lifecycle, can network operation complexity evolve beyond human
capacity to manage it using common tools efficiently. This aligns with the grow-
ing relevance of communication networks, particularly those based on wire-
less connectivity, in a very competitive scenario. In the face of an observable

2 https://www.tmforum.org/catalysts/projects/C230.563/intentdriven-autonomous-networks-phase-ii
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decrease in Average Revenue Per User (ARPU), deployed resources must be
used with maximum effectiveness.

Building on 5G, 6Giis undergoing initial studies under 3GPP auspices andis planned
to emerge around 2030 for commercial usage. It is expected to incorporate au-
tomation in most of its operations to achieve total autonomy. 5G already includes
components and features aimed at Al exploitation, like the Network Data Analytics
Function (NWDAF), in Core scope, and Service Management and Orchestration
(SMO), in the RAN scope. 6G will go one step further, as it will possess:

- Al-Native Architecture: Al will be embedded at every layer, from radio ac-
cess to service orchestration, for predictive and adaptive networking.

- Self-Learning Network: Radios and nodes will autonomously learn from
their environment how to optimize communication parameters.

This aligns with IBN. Current trends show a strong dependency of IBN on ML and
Al to translate Intents into lower and technical instructions, and, thereafter, to
guarantee that committed expectations are met.

TM Forum and 3GPP, as the entities with the most advanced and relevant work in
the area, see their work being used as main references, with the former focusing
on closed-loop control and management, and the latter on the network mech-
anisms and architecture.
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Intents

Definition

Intents, as the name implies, are declarative instructions expressing what is intend-
ed to be performed, without stating how it shallbe done, in opposition to imperative
ones. Itis up to the Intent interpreter, or engine, to translate Intents into instructions
and actions, suitable to accomplish the expressed intents’ expectations.

RFC 9315 helps distinguishing Intent from traditional Policy, aiming to standard-
ize terminology and guide future research and engineering efforts. In this RFC, an
Intent is defined as a set of operational goals (that should be met) and outcomes
(that are supposed to be delivered), defined in a declarative manner, without
specifying how they should be achieved or implemented. Thus, Intents are rele-
vant and exist at the network and services layer, not individual devices.

Operational goals are defined at a high level, without specifying how those out-
comes should be achieved or how goals should specifically be satisfied, and
without the need to enumerate specific events, conditions, and actions. The fol-
lowing are two simple examples of Intents definition in natural language and their
respective translation into network configurations.

Example 1: Natural-Language to Enterprise Network Policy

« Intent (User Expression):

« "Block social media access for all employees from 9am to bpm, but al-
low YouTube for the marketing team.”

« Translation (Policy Abstraction):

« Define source = Employee VL ANs

Network Configuration and Operation via Intent-Based Networking



+  Define group exception = Marketing VLAN

+  Policy: Deny traffic to social media domains from source VLANSs; permit
access to YouTube for the exception group

+ Resulting Network Configurations:
+  Cisco Access List (ACL):

Ip access-list extended BLOCK_SOCIAL_MEDIA
deny tcp any social_media_IPs any time-range WORK_HOURS
permit tcp any youtube_IPs marketing_subnet

!

time-range WORK_HOURS
periodic weekdays 9:00 to 17.00

Example 2: 5G Network Slicing Intent

« Intent (Network Operator):

+ "Launch a low-latency, high-throughput network slice for autonomous
vehicles in zone A"

« Translation (Slice Descriptor):

-« Slice type: enhanced Mobile Broadband/Ultra Reliable Low-Latency
Communications (eMBB/URLLC)

+  Location: Zone A cell sites
+  Latency: <10ms, Throughput: >1Gbps
+ Automated Network Configurations:

Core: Establish 5G slice in Session Management Function/Access and
Mobility Management Function (SMF/AMF) with relevant slice identifi-
ers and QoS templates

+ RAN: Adjust scheduling, tune resource blocks
+ Edge: Route slice traffic to edge compute nodes

In this second example it is possible to identify the Intent decomposition into
different networking domains (Core, RAN, and Edge), where specific configura-
tions will be done by the respective managers, or new domain-specific Intents
are defined and sent.

Besides vendor CLI commands, Intents can also be mapped onto models, e.g.,
using Yet Another Next Generation (YANG), a standardized data modelling lan-
guage developed by the IETF for defining, manipulating, and validating config-
uration and state data in network devices and services. For example, the IETF
RFC 8299 [4] defines a YANG Data Model for Layer 3 Virtual Private Networks
(L3VPN) service delivery, which allows IBN controllers to provision L3VPNs
based purely on high-level requirements, automating the creation of complex,
multi-vendor configurations.
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Lifecycle

To unlock the full potential of IBN, starting from the Intent (i) expression, the net-
work system must support four additional critical functions: (i) translation, (iii)
resolution, including decomposition, (iv) activation and (v) assurance, to ensure
seamless validation and automation of user-defined intents. These functions,
when described sequentially, are known as the Intent lifecycle:

1. Intent Expression
Who: Intent Owner (e.g. user or business system)

What: High-level goals stated in natural language or structured formats
(YAML, JSON)

Example: "Ensure latency < 10ms for video traffic”
2. Intent Translation
Who: Intent Handler (e.g., orchestrator or Al agent)

What: Converts human-readable Intent into machine-executable policies
or service orders

Tools: NLP engines and LLM (see section “Usage of LLM in IBN"), TMF 921A
Application Programming Interface (API) [5] (see section “TM Forum”)

3. Intent Resolution

What: Maps translated Intents to available resources and services
Includes: Conflict detection, feasibility checks, and domain decomposition
4. Intent Activation

What: Executes the resolved Intent across network domains

APl Used: TMF641 (Service Order) [6], TMF702 (Resource Activation) [7], 3GPP
slice orchestration

5. Intent Assurance
What: Monitors fulfilment and compliance with the original Intent
Includes: Telemetry, SLA tracking, closed-loop feedback

Feedback Loop: Reports success/failure to the Intent owner and refines config-
uration if needed

Standardization

For the telecom world, two organizations, TM Forum?® and 3GPP*, are of especial
relevance, guiding networks and systems architecture definition, protocols and

3 TM Forum Home | TM Forum:; https://www.tmforum.com

4 3GPP — The Mobile Broadband Standard; https:/www.3gpp.or.
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information exchange, both having IBN related complementary work done. While

TM Forum emphasizes business-level Intents and service orchestration across

Table 1: Summary of ~ domains, often using Al-native toolkits and open APls, 3GPP focuses on net-

TM Forum and 3GPP  work-level Intents for mobile services, with 5G as their major focus. Table 1 sum-
positioning on IBN  marizes TM Forum and 3GPP IBN positioning.

Organization Focus Area Role in IBN Key Contributions Strengths
Open Digital
Architecture (ODA) . .
. , Strong in-service
with Intent interfaces .
Telecom orchestration
: Business and Intent APIs and , A
operations, _ _ Business-driven
TM Forum , operational lifecycle models . .
service intent modelling
t eyer ef (B Catalyst projects
managemen e ) Vendor-neutral
demonstrating frameworks
real-world IBN
use cases
Intent-driven Deep integration
Network management for 5G| with mobile
3GPP
(5G/6G) layer Intent-CSC and CSP | Standardized
abstraction models for service interfaces for RAN/
slicing core automation
™ Forum

TM Forum is a global industry association focused on digital transformation for
telecoms and service providers. It develops open standards, frameworks, and
APIs to help operators manage complex networks and services. Its flagship mod-
el is the ODA®, which promotes modular, interoperable systems.

TM Forum defines an AN as “a network that self-configures, self-heals, self-optimizes
and can sense, think, and act’, associating five network autonomy levels, from O (ful-
ly manual operations) with no automation, to 5 (fully self-running networks) with no
human intervention. To help operators consistently measure their progress against
these levels, TM Forum has developed evaluation tools and methodologies, such as
the Autonomous Network Level Evaluation Tool (ANLET)?. Intents appear in TM Forum
in the context of the TMF IDAN framework, being defined as a formal specification
of expectations, including requirements, goals, and constraints, communicated to
a technical system. This enables autonomous systems to adapt their behavior and
generate solutions beyond static policies.

5 https://www.tmforum.org/open-digital-architecture/

6 https://www.tmforum.org/resources/guidebook/gbl059-autonomous-network-level-evalua-
tion-tool-anlet-v1-0-0
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Table 2: TM Forum
layers and roles for IBN

TM Forum'’s Intent-based architecture introduces a structured and systematic
approach to autonomous network and service management through the con-
cepts of "Intent Owners” and “Intent Handlers”, carefully organized across a hier-
archical model of three distinct layers (Business, Services, and Resources), which
are detailed in Table 2.

D ioti Example Intent Example Intent
escription
P Owner Handler
Business High-level goals tied to customer CxO, Product Service
usi , A
experience, revenue, or strategic outcomes | Manager Orchestrator
. Intent related to service performance, . Resource
Services I . . Service Manager
availability, or configuration Orchestrator
Low-level infrastructure and network
Resources . Resource Manager | Network Controller
elements that support services
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This layered approach enables closed-loop automation and Intents negotiation
between owners and handlers at each level.

Under the TM Forum Intent Ontology (TIO) [8], which introduces the formal mod-
els that precisely determine how an Intent and its associated reports are ex-
pressed, TM Forum TMF921 defines the standardized Intent Management AP,
which enables intent-driven automation and efficient management in telecom
and digital services environments, with the following key capabilities:

+ Setting Intent: An “intent owner” (like a business customer) can use the
API to specify desired outcomes for a service, such as service duration,
quality, or location.

+ Reporting on Intent: An “intent handler” (typically a network or service man-
agement system) uses the API to report on the status and progress of ful-
filling that intent.

« Negotiating Intent: The API facilitates a dialogue between the owner and
handler to negotiate and refine the intent requirements.

TMF 921 s part of the TM Forum Open API” initiative, which creates standard-
ized APls to improve interoperability and operational agility in the telecommu-
nications and digital services industry. It specifies RESTful APl operations for
clearly expressing, reporting and negotiating operational intents between an
intent owner (e.g., a business stakeholder) and an intent handler (e.g., a network
management system).

+ Intent Management: Its specific purpose is to manage, via Create/Read/
Update/Delete (CRUD) operations, the Intent behind a service or network
configuration, focusing on what the user or system desires to achieve rather
than the low-level technical steps required.

7 https://www.tmforum.org/oda/open-apis
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+ RESTful Interface: It uses the Representational State Transfer (REST) archi-
tectural style, a common standard for network application development that
utilizes simple Hypertext Transfer Protocol (HTTP) methods like POST, GET,
PUT, and DELETE.

3GPP

3GPP presents a consolidated work in the IBN area, reflected in TS 28.312, intro-
ducing the Intent Driven Management Service (IDMS), part of the Service Based
Management Architecture (SBMA). In 3GPP's SBMA, Management Service (MnS)
Producers and Consumers are key concepts used to define MnS interactions,
within telecom networks, e.g. in 5G. In particular, TS 28.312 defines a standard-
ized framework for intent-driven management and orchestration in LTE and 5G
networks, presenting 3GPP Stage 2 and Stage 3 “definitions for Intent-Based
Management”. It enables network operators and service consumers to express
high-level operational intents, which the management system translates into
concrete actions and policies using automation and intelligent orchestration.

Similarly to TM Forum, an Intent in the 3GPP context is a set of expectations (re-
quirements, goals, and constraints) expressed to the network, focusing on “what”
must be achieved instead of "how" to achieve it. Taking the roles related to 5G
networks and network slicing management?®, Intents will go through a translation
process, from the higher Communications Service Consumer (CSC) layer to exe-
cution in the Network Equipment Provider (NEP) lower layer, where the upper lay-
er acts as MnS Consumer and the lower layer as MnS Producer. Such a possible
translation process is presented in Figure 1.

CsC cse
{L IDMS(s) for
T Intent-CSC
CSP
Intent-CSC
MnS Producer

NOP f+\ IDMS(s) for %\ Non-Intent MnS(s)

Intent-CSP for Network
Intent-CSP Non-Intent
MnS Producer MnS Producer
NEP fL IDMS(s) for i\ Non-Intent fL IDMS(s) for J\ Non-Intent
T Intent-NOP T MnS(s) for NE T Intent-NOP T MnS(s) for NE
Intent-NOP Non-Intent Intent-NOP Non-Intent

MnS Producer

MnS Producer

MnS Producer

MnS Producer

8 https://www.tmforum.org/opendigitalframework/intent-based-automation
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3GPP defines Intent operations (Create, Delete, Modify, Query, Activate, and
Deactivate) and identifies Intent states (Acknowledged, Compliant, Fulfilment Failed,
Fulfiled, Suspended, Compliant, Degraded, and Terminated), as shown in Figure 2.
Transition details between states can be found in [1]. From “Acknowledged” (intent
instance is created), to “Terminated” (the MnS consumer requested the Intent to
be deleted), "Compliant” (feasibility check for the intent is successful) and “Fulfilled”
(the MnS producer considers that the intent, expectation or target has been ful-
filed as stated by the MnS consumer), are successful Intent intermediate states.

O

1/4

¥
Acknowledged
| Fulhllment Failed I: 8
5 - | ‘
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10 10 10

10 10
I | |T—‘—| ||

( erminated I

In TS 28.312, 3GPP identifies and describes the following 5G management and
orchestration use cases, covering intent-driven management across multiple
layers and components of the 5G ecosystem, from radio and edge to core, sup-
porting automation and closed-loop orchestration:

1. Radio Network Delivery: Management intents for providing radio network
resources in specific geographical areas,

2. Radio Service Provisioning: Expectations for delivery and quality of radio
services (e.g. voice, data and messaging);

3. Edge Service Support: Management of edge services, including deploy-
ment and resource allocation close to end users;

4. Coverage Performance: Ensuring and optimizing 5G coverage require-
ments and seamless connectivity;

5. Radio Network Performance: Guaranteeing network Key Performance
Indicators (KPI) such as throughput, latency, reliability, and capacity fulfilment;

6. End-to-End Network Optimization: Management of resources across
the entire network to optimize application and service delivery;

7. RAN Energy Saving: Expectations for applying energy-efficient tech-
niques in Radio Access Network operations;

8. Core Network (5GC) Management: Handling intents related to the con-
figuration and operation of the 5G Core Network.
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Table 3: Comparison
of T™M Forum and 3GPP
positioning in IBN
based on TMFO21 and
TS 28.312.

Comparison

As IBN reference documents from TM Forum and 3GPP, organizations' positioning
can be made based on the analysis of TMFO21 and TS 28.312. As shown in Table 3,
their differences stem from their different scopes, focus areas, and abstraction lev-
els, despite their complementary roles in intent-driven network management:

Scope and Domain
Focus

Targets broad intent management
API applicable across multiple
network domains and critical
business processes in telecom OSS/
BSS environments

Focuses specifically on mobile
network orchestration and
management, including radio access,
core network, and edge, with details
aligned to 3GPP mobile system
architectures

Abstraction Levels
and Models

Defines APl operations and
behavior for intent expression,
negotiation, and lifecycle
management but has less emphasis
on detailed network function models

Provides comprehensive
information models and data
structures describing mobile
network components and capabllities,
supporting closed-loop automation
with finer granularity

Standardization
Maturity and
Adoption

APls have broader adoption in
OSS/BSS integration and diverse
commercial APl ecosystems

Is newer and more focused on mobile
network vendors and 3GPP-centric
orchestration solutions

Intent Handling
Features

Emphasizes dynamic interaction and
negotiation flows between intent
users and handlers but ultimately
relies on underlying implementations
for those specifics

Incorporates more detailed
mechanisms for conflict resolution,
intent feasibility checking, and
network-specific intent fulfilment
aligned with 3GPP orchestration
standards

Cross-domain
Integration

Is designed for cross-domain,
multi-vendor orchestration,
comprehensively including BSS, OSS,
and network layers

Covers mainly mobile network
domains, with ongoing work needed
to harmonize with broader OSS/BSS
frameworks
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In essence, while TMFO21 provides the standardized intent APl interface for broad
telecom scenarios, 3GPP TS 28.312 delivers detailed mobile network intent or-
chestration models. Work remains to fully harmonize their data models, expand
cross-domain use cases, and unify intent handling approaches for comprehen-
sive autonomous network management.

Al role in IBN

Al plays a foundational role in IBN by enabling automation, intelligent translation
of network intents, continual adaptation and self-optimization across complex
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networking environments. IBN requires continuous decision-making, adaptation,
and optimization, natural domains for Al, bringing the following benefits:

Simplifies Service Provisioning: Customers can express their needs in a
high-level, business-oriented way, rather than with complex technical pa-
rameters. Intent inference using NLP is a good example.

Drives Automation: Enables automated “zero-touch” operations by allow-
ing systems to understand and fulfil business intents directly. In fact, Intents
require automation, as their fulfilment occurs over a closed loop, and auto-
mation is often obtained from analyzing results and making decisions, two
areas strongly impacted by Al.

Increases Agility and Interoperability: Promotes a standardized way
for systems to communicate, reducing the cost, complexity, and time-to-
market for new services.

These are some Al functions in IBN:

1.

Intent Translation and Automation: Al uses NLP and ML to understand
high-level business or operational goals (Intents), automatically translating
these into precise, actionable network policies and configurations.

Policy Enforcement and Adaptation: Al engines can automatically deploy
network settings (such as Quality of Service, routing, or security rules) and
adjust them in response to real-time context and demands.

Continuous Monitoring and Optimization: Al-driven analytics con-
stantly monitor network performance, proactively detect anomalies, pre-
dict potential issues, and suggest or implement optimizations to keep
networks aligned with user-defined intents and changing requirements.

Self-Healing and Predictive Maintenance: Machine learning helps net-
works predict failures, initiate automated self-healing, and maintain high avail-
ability, especially in distributed, high-performance computing environments.

Context Awareness and Resource Allocation: Al enables sophisticat-
ed resource management, using algorithms like reinforcement learning and
predictive models to allocate bandwidth and prioritize traffic for critical
workflows such as Al model training or real-time inference.

Among these, perhaps the most challenging step is the Intents translation, ex-
pressed in natural language, into network policies and configurations, as this is
the focus of much research and scientific work (e.g, [9]).

Translating business intents into network policies

Hereafter, a more detailed walkthrough of a real-world scenario for an IBN sys-
tem is shown, explaining how a high-level business intent becomes an actiona-
ble network configuration with the help of Al

Step 1: State the Business Intent

The business declares: “We need videoconferencing prioritized during company -
wide meetings across all sites.”
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Step 2: Intent Capture and NLP Interpretation

The IBN platform receives the intent from a dashboard, chatbot, or APL. Al, using
NLP, extracts key requirements:

« Identify “videoconferencing” traffic/application

« Time window for prioritization (meeting hours)

+ Scope: “all sites” refers to all network segments
Step 3: Semantic Mapping and Contextualization

Al parses the business language (“prioritize”, “videoconferencing”, “company-
wide meetings”) and:

- Maps “videoconferencing” to traffic types/protocols (e.g, Zoom, Teams, and
SIP/RTP)

- Associates “prioritize” with Quality of Service (QoS) enhancements (e.g,
higher bandwidth allocation, lower latency)

+ Sets time-based policies for “company-wide meetings”
Step 4: Policy Generation
The system automatically generates policies to:
+ Tag videoconferencing packets for priority routing;
+ Allocate higher minimum/maximum bandwidth for videoconferencing apps;
+ Apply traffic shaping rules during defined meeting windows;
« Push configurations to all switches/routers/firewalls spanning “all sites”.

Example Policy (abstract):
{
“application”: “videoconferencing’,
“oriority”: "high’,
“bandwidth”: {
‘min”: “IOMbps”,
‘max”: “10OMbps”
}
“time”: “"Monday 9-Tlam’,

“targets”: “site_A, site_B site_C"

}

Actual network configuration is then derived (the system translates this into
Command Line, API calls, or config templates for each device).

Step 5: Validation and Simulation

+ IBN system checks policies against current resources and network state to
ensure feasibility

+ Simulates policy results: flagging capacity, identifying potential conflicts, or
highlighting risks
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Step 6: Automated Implementation

« Upon successful validation, the platform deploys the policies network-wide
using APIs, orchestration, or programmable controllers

« Devices update traffic flows and priorities automatically
Step 7: Monitoring & Assurance

+ Real-time analytics verify that videoconferencing is receiving priority exact-
ly as intended

- If network state drifts or meetings expand, the system can auto-adjust or
alert IT staff

Usage of LLM in IBN

An LLM is a type of Al system designed to understand (interpret complex que-
ries, summarize documents, translate languages, and answer questions) and
generate human-like language. This is the focus of relevant research work and
may rapidly transform IBN by serving as the core intelligence for translating, de-
composing, and operationalizing natural language intents into concrete network
configurations and policies [9], e.g, TM Forum-compliant formats. This simplifies
service orchestration and enhances accessibility.

With this in mind, LLM are likely to play a key role in IBN, as the technology shows
remarkable performance in interpreting human language as well as doing code
generation, enabling the translation of high-level intents expressed by humans
into low-level network configurations. Besides translation, LLM may well contrib-
ute to other complementary areas:

1. Natural Language Interface: LLM allow users to specify intents using plain
language (not technical policy syntax), reducing the barrier for non-experts
to manage complex networks [10].

2. Intent Decomposition: LLMs can break down high-level, potentially am-
biguous requests (“prioritize video conferencing during meetings”) into
structured steps or sub-intents, which match the required configuration
actions at every hierarchy in the management system [1].

3. Policy Synthesis: After decomposing the intent, LLMs generate the appro-
priate policy abstractions and translate them into device-level or control-
ler-level instructions (JSON, YAML, NSD, CLI, etc.), making the deployment
of network changes seamless and scalable [12].

4. Contextual Reasoning: Compared to classic, template-based approach-
es, LLM reason based on context (considering current network state, his-
torical outcomes, and organizational business rules) to produce policies
that are accurate and relevant [12].

5. Conflict Detection and Validation: LLM are used to detect policy con-
flicts (e.g. contradictory flows), and validate intent feasibility before chang-
es are pushed network-wide [12].

There are already some LLM proposed, like Netintent [13], IntentLLM [14], and
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Table 4: Comparison of ~ Emergence [15], which interpret plain-language Intents, progressively decompose
LLM for IBN them, and auto-generate correct configurations, which are summarized in Table 4.

Feature Netlntent IntentLLM Emergence
SDN-based IBN 5G/6G core network 6G-native intent
Focus Area . : . .
automation intent extraction orchestration
Translates and Extracts intents from Uses few-shot learning
LLM Role benchmarks intents natural language and and human-in-the-loop
using IBNBench integrates with NWDAF | refinement

Modular with SDN
Architecture controller integration
(ODL, ONOS)

Custom LLM tuned for End-to-end LLM pipeline
telecom domain aligned with TMFO21A

Dynamic re-prompting Real-time feedback via Closed-loop refinement

Intent Feedback . . : . .
and conflict detection analytics functions with human feedback

TM Forum Autonomous
Standards Alignment | TM Forum APIs, SDN/NFV | 3GPP NWDAF, 5G slicing | Networks (IG1251),

TMFO21A
Automated service Autonomous 5G slice . 4
o 6G service orchestration,
Use Cases provisioning, management, SLA A A
: smart city automation
benchmarking LLMs enforcement
S Strong benchmarking Telecom-specific LLM Full-stack autonomy and
g and SDN integration with real-time analytics | TM Forum compliance

In summary, LLM are central to the new generation of IBN systems, making intent
lifecycle management (translation, decomposition, validation, deployment, and
assurance) more user-friendly, powerful, and adaptive than ever before:

+ Dynamic Adaptation: LLM can learn from past interactions and network
outcomes (human feedback loop), thus improving translation accuracy and
intent fulfilment over time.

* Plug-and-Play for New Scenarios: LLM excel at “few-shot” or “zero-
shot” learning, enabling IBN systems to handle new business intents without
explicit reprogramming.

« Broader Applicability: LLM are bridging the gap between user intent and
advanced SDN/Network Functions Virtualization (NFV) programmalbility, un-
locking automation for operations, security, assurance and design [16].

Conclusions and future work

IBN, bolstered by recent advancements in Al and LLM for intent translation, is rap-
idly maturing. These technologies now offer a level of reliability and interpretability
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that instils confidence in their practical adoption. Simultaneously, the widespread
deployment of 5G across diverse economic sectors and the arrival of 6G within the
next few years makes the integration of IBN not just advantageous, but essential.

Altice Labs is actively exploring and evaluating the most effective pathways to
embed IBN capabilities across its product portfolio. As a comprehensive solu-
tion provider, Altice Labs delivers technologies spanning the entire commu-
nications stack, from advanced wired access (e.g, multi-PON architectures)
and wireless networks (e.g, 5G small cells), to service platforms and Business
& Operations Support Systems (BSS/OSS). Products designed for the areas
of network connectivity, network orchestration and operations management
stand to benefit most directly from the adoption of intent-driven automation
and closed-loop control.

In parallel, Altice Labs’ leadership in API-driven innovation has already been prov-
en by implementing GSMA CAMARA APIs to expose network capabilities, deploy-
ing Al-powered bots in live operational environments, and integrating intelligent
automation into several BSS solutions. These internal capabilities, combined with
external market dynamics, position Altice Labs in the front line to evolve toward
IBN-enabled architectures.

And this evolution is already underway. Altice Labs is actively participating in na-
tional and international research initiatives focused on IBN, contributing to the
development and prototyping of intent-aware systems. Through these efforts,
Altice Labs continues to reinforce its role as a catalyst for innovation in the tele-
com sector, bridging cutting-edge research with real-world deployment.
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Powering the Future
of Connectivity with
Integrated Edge and
Al in 5G Small Cells

Altice Labs is developing a new generation of advanced small cells that marks a
strategic evolution in the 5G network infrastructure. Designed with an all-in-one
but highly modular architecture, this solution enables the deployment of 5G net-
works, private or public, tailored to the specific requirements of each application
scenario. Its flexible software framework allows customized network functions
and services to be integrated according to the needs of different verticals, eas-
ing rapid adaptation to diverse environments.

This solution can also incorporate on-cell local edge computing capabili-
ties, contributing to ultra-low latency interactions for mission-critical appli-
cations, including real-time execution of Machine Learning (ML) and Artificial
Intelligence (Al) algorithms. Additionally, direct integration with Passive Optical
Networks (PON) reduces network complexity and lowers deployment costs.
These features position the solution as a key enabler for verticals requiring high-
performance, customizable, secure, and localized connectivity.

A standout use case will be demonstrated in the healthcare sector, in partnership
with the Champalimaud Foundation, under the ALBATROZ project. This deploy-
ment showcases the small cell's potential in supporting demanding medical appli-
cations through distributed intelligence and edge-enabled 5G communications.
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Introduction

The deployment of 5G networks is accelerating worldwide, driven by the
need for enhanced Mobile Broadband (eMBB), Ultra-Reliable Low-Latency
Communications (URLLC), and massive Machine-Type Communications (mMTC).
While traditional macrocell-based architecture remains the backlbone of public
mobile networks, small cells have emerged as a critical enabler for densification
and targeted coverage, especially in localized or high-demanding environments.

Private and public 5G networks demand flexible, cost-effective, and easily de-
ployable solutions capable of offering high performance, strong security, and local
control of data. To meet these requirements, Altice Labs is developing a new gen-
eration of advanced small cells based on an all-in-one but modular architecture.
This approach emphasizes software flexibility and customization, allowing network
functions and services to be adapted to the specific needs of each deployment
scenario and application domain. Additionally, the solution supports integration
with optical accesses and edge computing infrastructures, enabling low-latency
processing and intelligent services orchestration at the network edge.

The healthcare sector provides a compelling context for demonstrating the bene-
fits of this technology. In hospital and clinical environments, reliable and secure 5G
connectivity can support a wide range of innovative applications, from real-time
monitoring and remote diagnostics to Al-assisted image analysis and autonomous
medical devices, all requiring deterministic latency and local data handling. Under
the ALBATROZ project [9], in collaboration with the Champalimaud Foundation
(CF), several use cases will illustrate how such an adaptable small cell platform can
address the stringent commmunication demands of modern healthcare, contribut-
ing to improved efficiency, safety, and patient outcomes.
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Current challenges

Building on their widespread adoption in 4G, small cells have become a cen-
tral element of 5G deployment strategies, as operators and enterprises seek to
meet the customers’ growing demand for coverage, capacity, and performance.
Beyond their traditional role in radio densification, small cells are now key ena-
blers for localized and private 5G networks, offering dedicated connectivity tai-
lored to specific environments and verticals.

Conventional small cell designs typically maintain a clear separation between the
Radio Access Network (RAN) and all the core network elements, requiring connec-
tion to centralized infrastructures. While this approach is efficient in public mobile
networks, it introduces several challenges for private or enterprise scenarios:

1. Integration complexity: Connecting to centralized core and service plat-
forms requires specialized infrastructure and expertise;

2. Latency limitations: Dependence on remote processing, constrains real-
time responsiveness, limiting support for low-latency use cases;

3. Costand scalability: Centralized core architectures can entail significant invest-
ment and operational costs to address smaller or distributed RAN deployments;

4. Vertical-specific demands: Sectors such as healthcare, manufacturing,
and logistics require on-premises data processing, enhanced security, and
predictable quality of service.

Recent research and industrial efforts have therefore focused on distribut-
ing network intelligence and services toward the edge [1], supported by frame-
works such as 3GPP's Non-Public Networks (NPN) and ETSI's Multi-access Edge
Computing (MEC) [2]. These developments enable architectures in which appli-
cations and User-Plane Functions (UPF) can be deployed close to end devices,
allowing local traffic breakout and low-latency services execution.

It is, however, essential to distinguish between service centralization and core
centralization. Full deployment of a standalone 5G core within each small cell is
technically feasible, but only relevant in specific, isolated scenarios. In most prac-
tical cases, the focus lies on hosting edge services or localized network functions,
for instance, a UPF co-located with the small cell (Figure 1), to achieve ultra-low
latency and data sovereignty without replicating the entire core infrastructure.
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Despite continuous progress, commercially available solutions that seamlessly
combine RAN, edge computing, and flexible local service hosting remain limited.
This gap motivates the development of next-generation, software-customizable
small cells, such as those pursued by Altice Labs, capable of adapting to the di-
verse requirements of vertical industries. In particular, the healthcare sector pre-
sents a strong use case [3], where reliable, low-latency, and secure communication
infrastructures are essential to support advanced medical applications and im-
prove patient outcomes.

Solution overview

Building on the expertise and insights gained from the first generation of 5G small
cell Radio Units (RU) for private networks, Altice Labs has designed and devel-
oped a new all-in-one solution that represents a significant step forward in both
functionality and efficiency. Unlike the 5G RU, part of the O-RAN Alliance archi-
tecture, which primarily targeted private network deployments, this new genera-
tion has been conceived to serve both private and public environments through
an all-in-one design. The integration of a full stack into a single and compact
platform simplifies deployment and management, reduces hardware and oper-
ational costs, and enables rapid setup.

This evolution goes beyond traditional connectivity by integrating advanced
features that transform how small cells are deployed and managed, including:

+ Al/ML-driven optimization, executed locally on the unit, enabling use cas-
es like load balancing, interference mitigation, and energy-saving strategies
for more efficient operation;

+ On-cell Local edge computing, unlocking ultra-low-latency applications
and localized data processing;

- Zero-Touch Provisioning (ZTP), automating installation and configuration
while minimizing operational effort;

- Software-Upgradable & Future-Proof, ensuring seamless 4G/5G evolu-
tion and keeping the system always up to date;

- Native PON connectivity, allowing direct integration with PON without re-
quiring dedicated mobile backhaul;

« Embedded 5G core, enabling a “private network in a cell” that delivers end-
to-end functionality without external dependencies. Other breakout options,
like UPF (data path), are also possible.

These innovations turn all-in-one small cells into a disruptive option for flexible,
cost-efficient, and intelligent 5G deployments.

How small cells fit into modern mobile networks

The Altice Labs small cell solution is designed to complement the existing mobile
network, providing enhanced capacity and coverage where it is most needed. While
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macrocells continue to deliver wide-area coverage, small cells are strategically de-
ployed to boost capacity and improve service quality in high-traffic hotspots.

The solution ensures seamless coexistence and coordination with the current net-
work infrastructure, as shown in Figure 2. From an architectural standpoint, the
small cell connects to the operator's transport network through standardized in-
terfaces, enabling flexible backhaul options. To ensure data integrity and protec-
tion across these links, secure backhaul mechanisms such as IPsec tunnels can
be used, protecting both user and control plane traffic. Through these connec-
tions, the small cell establishes communication with an existing mobile core net-
work, becoming an integral part of the corresponding RAN domain. The small cell
is capable of interacting with the macro base stations and other neighboring cells
to ensure mobility continuity, handover management, and interference mitigation.

Regarding management, Altice Labs’ Service Management and Orchestration
(SMO) solution (i.e, AGORA [12]) can manage small cells as well as other technol-
ogies, enabling unified management (wireless and wired backhaul), bringing ben-
efits in problem resolution and end-to-end provisioning. As a result, the solution
supports simplified deployment (via ZTP), remote monitoring, and software up-
dates, which are essential for scalable and cost-effective network expansion.
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Additionally, the solution leverages shared PON infrastructure wherever possible, op-
timizing resource utilization and reducing deployment costs. This combination of
wide-area coverage, targeted capacity enhancement, and cost efficiency enables
operators to meet growing demand while maintaining a high-quality user experience.

Enabling 5G with FTTx

When combined with all-in-one small cells, Fiber to the x (FTTx) and PON infra-
structures become a game-changer. Unlike dedicated mobile transport backhaul
typically used for macrocells, PON offers a significantly lower connection cost (up
to 70% reduction compared to traditional solutions) while being widely available
across urban and rural areas. The PON ubiquity dramatically expands the econom-
ic viability of 5G, enabling operators and enterprises to deploy localized 5G cov-
erage wherever fiber access is present. By leveraging existing PON infrastructure,
all-in-one small cells can deliver high-performance 5G at a fraction of the cost,
making new deployment scenarios both technically and financially attractive.
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Modular and reconfigurable design

The solution’s modular hardware and software architecture enables a high de-
gree of flexibility and scalability. Each component can be independently config-
ured, upgraded, or replaced, allowing the system to adapt to different scenarios,
changing network demands, and evolving technology standards. This reconfig-
urable design not only simplifies maintenance and future expansion but also en-
sures that operators can deploy capacity exactly where and when it is needed.
By combining modularity with a software-driven approach, the solution sup-
ports an evolutionary path, allowing for continuous performance improvements
and feature enhancements over time.

As shown in Figure 3, the small cell is composed of distinct layers. Each layer
can be individually optimized or upgraded, ensuring adaptability to various de-
ployment scenarios. For instance, different RF boards and antenna systems can
be integrated to support different frequency bands, allowing the deployment of
small cells tailored to specific spectrum requirements.

Hardware Software

]_;. Antenna system

RF Boards w_ Main digital board
000001 -

The software architecture is modular, taking fulladvantage of the hybrid processor
architecture of the System on Chip (SoC), integrating both Reduced Instruction
Set Computing — V (RISC-V) and Advanced RISC Machines (ARM) cores. The
RISC-V cores are specifically optimized for 4G and 5G physical-layer workloads,
enabling the simultaneous, concurrent execution of both. Complementing them,
the ARM cores open the door to virtualization, allowing execution of virtualized L2
and L3 functions for 4G and 5G, along with OAM software. This virtualization al-
lows software modules to be independently updated or optimized for different
network scenarios. In addition, the SoC includes hardware that can be used for Al
acceleration, preparing the RAN for Al scenarios.

Edge intelligence capabilities

One of the defining features of the proposed solution is its ability to execute ap-
plications within the small cell (on-cell edge computing). This is particularly rele-
vant for Al and ML workloads that require real-time processing.

Examples of potential applications include:

 Healthcare: Real-time image analysis for diagnostic support.
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+ Industry 4.0: Predictive maintenance and anomaly detection in manufacturing.
« Transportation: Safety-critical decision-making in connected vehicles.

As illustrated in Figure 4, by optionally embedding computational resources di-
rectly within the small cell, latency is minimized and data remains within the local
environment, enhancing both performance and privacy. This makes the solution
especially attractive for verticals with stringent requirements on responsiveness
and security.

Comparing a solution with common Edge Computing, an on-cell edge process-
ing can reduce the End-to-End (E2E) latency to less than half. For example, in
AGV control within a factory, the positional error for 20ms of latency is between
10cm and 0.5m (depending on speed). However, with a local UPF, the positional
error decreases to less than 2cm, which is an enormous operational gain, even if
the control processing is trivial.

Local Edge Computing

CLOUD

Local Processing

On-site processing: lower latency, more control.

In Altice Labs’ solution, resources can be provided for on-cell edge computing
(with a local UPF), namely 5 cores (10threads) @ARM Neoverse E1 CPU. These
third-party applications can also use resources from RISC-V and HW blocks
available in the SoC.

5G small cells in diverse deployment
contexts

The 5G small cells deployment approach is relevant in multiple practical use
cases, such as Mobile Network Operators (MNO), Neutral Host Providers (NHP),
and private network owners. Small cells aim to promote 5G cell densification and
extend the coverage of their current mobile networks. MNO rely on small cell de-
ployment to capitalize on the following:

- Cost-effective densification, for @ more manageable and less expensive
5G network densification through the deployment of outdoor and indoor 5G
small cells.
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« Enhanced flexibility, since small cells offer the flexibility to quickly increase
network capacity and coverage, while seamlessly integrating with existing
technologies, reducing the complexity of network expansions.

NHP, a third-party non-operator entity, is expected to play a key role in deploying
5G small cells in urban centers, historic downtowns, or public buildings (Figure 5).
Considering the lack of business cases for large MNO to invest in their own net-
work densification or local regulation constraints, an opportunity is presented for
NHP to deploy a network to be rented to the different MNO and potentially re-
duce operators’ Operating Expenditure (OPEX) and Capital Expenditure (CAPEX).
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Large enterprises, businesses, and public entities are increasingly turning to pri-
vate 5G networks to ensure robust security and guaranteed Quality of Service
(QoS). These independent, end-to-end small to medium-sized networks utilize
5G small cells to provide reliable connectivity in key contexts, such as industrial
centers, large corporations, and facility owners or municipalities.

Cell offload and coverage increase: local hotspot

Small cells serve as an effective tool for solving modern network challeng-
es, especially in high-demand areas, such as stadiums, airports, and dense city
centers. By intelligently offloading traffic from overloaded macro cells, they en-
sure consistent, high-quality service for every user, even during peak events. This
not only significantly improves user experience but also optimizes overall net-
work performance and efficiency.

Beyond permanent installations, small cell solutions also offer remarkable flexibil-
ity. Their plug-and-play nature and minimal footprint make them the ideal choice
for rapid, temporary deployments. Whether it is for supporting seasonal demand
or one-off events, they can quickly provide reliable, high-performance coverage,
exactly where and when needed.

Additionally, small cells can be strategically deployed to extend coverage into ar-
eas where macro signals struggle to penetrate, such as underground stations,
shopping malls, or office complexes. In these scenarios, small cells act as localized
hotspots, ensuring that users remain connected in otherwise challenging environ-
ments while maximizing spectrum utilization and network performance (Figure 6).

Powering the Future of Connectivity with Integrated Edge and Al in 5G Small Cells



Figure 6: Cell offload
and coverage increase
scenario
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Fixed Wireless Access (FWA)

FWA uses wireless technology to deliver broadband services to homes and busi-
nesses without the need for new cables. It is often more affordable and quicker
to deploy than wired alternatives, since it leverages existing mobile infrastruc-
ture and requires minimal installation. With plug-and-play equipment, house-
holds can get connected rapidly without waiting for fiber rollout, while getting
competitive speeds. Most importantly, FWA supported by small cells can extend
reliable connectivity to suburban, rural, or underserved areas where last-mile fib-
er is either cost-prohibitive or time-consuming (Figure 7).
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Lampsite small cells are compact 5G access points designed to be seamlessly
deployed within existing street lighting infrastructure (Figure 8). By embedding
these units directly into lampposts, operators can extend network coverage and
capacity in dense urban areas without adding visible clutter to the streetscape.
This discreet integration not only preserves city aesthetics but also accelerates
deployment, since power and mounting structures are already in place.

) ) @
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Backhaul
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Such solutions are especially valuable in high-demand zones like city centers,
commercial districts, and transport hubs, where traditional network infrastructure
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can be difficult to install and often faces public resistance. Leveraging lampposts
as hosting sites reduces both deployment time and cost, while ensuring reliable
connectivity to support growing data traffic and emerging smart city services.

Altice Labs offers solutions for these different scenarios, providing an efficient, scala-
ble, and integrated xHaul architecture. Agnostic to the transport technology adopted,
it offers a complete end-to-end 5G small cell solution, using 5G small cell solutions
developed to handle fully equipped 5G and Beyond 5G (B5G) mobile networks.

As part of the Invisible 5G project [13], Altice Labs had already demonstrated the
advantages of discreetly and harmoniously integrating small cells into urban fur-
niture, such as utility poles, lighting poles, or even technical cabinets.

Case study: the ALBATROZ project

The ALBATROZ project, “Altice Labs Advanced Technology on Radio, Optics
and Virtualization”, aims to advance Altice Labs’ network solutions in line with
emerging telecommunications technologies, including 5G small cells, to enable
innovative solutions for private and operator networks. The CF, a leading private
biomedical research and clinical care institution, joined as an external partner to
test and demonstrate the application of private 5G networks in healthcare, fo-
cusing on patient treatment workflows, particularly in breast cancer care.

The 5G/Edge architecture driving dynamic
Digital Twins in breast cancer surgery

In this context, medical imaging analysis plays a critical role in diagnosis and
treatment decision-making. Traditional workflows require local GPU-enabled
workstations for Al-assisted image analysis, which is resource-intensive.
Furthermore, surgical planning demands collaborative visualization of pa-
tients’ digital twins [14], and the operating room requires precise, real-time
image guidance for tumor localization. The creation of these digital twins re-
lies on real-time data capture and integration, giving them a dynamic and
predictive nature, in contrast to static 3D anatomical models. The shift from
static 3D anatomical models to dynamic digital twins in breast cancer sur-
gery is fundamentally an architectural necessity enabled by 5G and Edge
Computing [15]. The key difference lies in the network’s ability to handle the
volume, velocity, and latency requirements of real-time patient data. These
scenarios require ultra-low latency, reliable connectivity, and secure local
processing, making them ideal use cases for edge-enabled private 5G net-
works. Within the ALBATROZ project, three different use cases are planned to
be demonstrated using Altice Labs’ small cell solution. A brief description of
each one follows:

1. Al-assisted Medical Imaging: Al algorithms for Magnetic Resonance
Imaging (MRI), mammography, and Computed Tomography (CT) scans
can be centralized using 5G connectivity. Instead of requiring every ra-
diologist to maintain a local GPU workstation, hospitals can deploy shared
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GPU resources accessed seamlessly and securely over the 5G network for
real-time analysis;

2. Collaborative Immersive Visualization: Virtual Reality (VR) and Multiple
Mixed Reality (MR) wireless devices connect to centralized imaging re-
sources to collaboratively plan surgeries using digital twins [16];

3. Mixed Reality Surgical Guidance: In the operating room, MR devices pro-
vide real-time tumor localization over the patient’'s anatomy [17]. On-cell
edge computing within small cells for specific time-critical tasks reduc-
es latency, enabling precise visualization and improving surgical accuracy.

The advantage of using 5G, even when wired connections could perform the
same tasks, is the added mobility, scalabllity, flexibility, and redundancy it pro-
vides, which ensures real-time, secure, and resilient connectivity without the
constraints of physical infrastructure.

These deployment scenarios highlight the transformative potential of private
5G and edge intelligence in healthcare, enabling new clinical workflows and
operational efficiency.

Conclusion

The new small cell solution from Altice Labs rep-
resents a significant step towards a converged,
high-performance platform for both private and
public 5G networks. This solution simplifies the de-
ployment of private 5G systems, enables mis-
sion-critical low-latency applications, and creates
powerful new opportunities for public operators. By
reducing complexity, lowering costs, and enabling
local intelligence, it can accelerate adoption in sec-
tors such as:

+ Healthcare (telemedicine, surgery assistance);
+ Industrial loT (automation, robotics);

+ Smart cities (public safety,energy management);
- Defense and security (secure tactical networks).

The small cell features a modular hardware design
that supports multiple deployment options and
enables on-cell edge processing, allowing work-
loads to run directly on the cell for low-latency,
high-performance operation. In addition, it inte-
grates an Al-capable chip, preparing the RAN for
advanced Al-driven applications and intelligent net-
work optimization.

The versatility of this solution accelerates 5G roll-
out and allows operators to respond more flexibly
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to evolving customer demands, positioning these intelligent small cells as a
game-changer for the future of mobile connectivity.

The healthcare use case under the ALBATROZ project will demonstrate the prac-
tical benefits and transformative potential of this approach. As industries in-
creasingly adopt private 5G, compact and intelligent network elements like the
one described here will play a pivotal role in shaping the digital infrastructure of
the future.
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Altice Labs operates a 5G laboratory at its facility in Aveiro, Portugal, dedicated
to testing advanced network and service solutions before market release. The
setup demonstrates Enterprise 5G in real-world private deployments, featuring
seamless mobility across multiple cells and integrating innovative capabilities
such as 5G-based positioning.

Altice Labs plays a key role in European and national research initiatives, includ-
ing the European Commission (EC) project IMAGINE-B5G [1] and the National
Recovery and Resilience Plan (RRP) NexGen Mobility [2]. In those, Altice Labs
manages and supports projects and pilots from external companies using its
laboratory facilities, helping them elevate their products to higher Technology
Readiness Levels (TRL) and fostering valuable synergies. In doing so, Altice Labs
contributes significantly to the national industry while building relationships with
potential future partners.

This publication outlines the local facilities and showcases key pilots and pro-
jects conducted on the testbed in recent months. It highlights features such
as 5G-based positioning in application domains like automotive, public safe-
ty, smart cities, transport, logistics, and security, emphasizing results that benefit
both external companies and Altice Labs.
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Altice Labs’ 5G lab in
Aveiro tests advanced
network and service

solutions before
market rollout

Figure 1: 5G Laboratory
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Introduction

The evolution of mobile telecom networks, driven by the disruptive capabilities of
5G, presents a unique opportunity to lead innovations across various verticals, in-
cluding public safety, smart cities, transport, logistics, energy, V2X, and Industry 4.0.

To support this transformation, Altice Labs established a 5G laboratory as part of
European and national research initiatives. A major goal is to help industry and aca-
demic partnersincrease the TRL of their solutions. Two notable examples of this effort
are the IMAGINE-B5G [1] and NextGen Mobility [2] projects, funded by the European
Commission and Portugal's National RRP, respectively. These initiatives have enabled
several companies to enhance their products, solutions, and use cases.

The following sections provide an overview of the 5G laboratory and highlight
the successful outcomes of selected pilots conducted within the scope of
these two projects.

5G Laboratory

Altice Labs has established a 5G laboratory at its facility in Aveiro, Portugal, de-
signed to evaluate advanced network and service solutions prior to market deploy-
ment. The company develops broadband access technologies, with Passive Optical
Network (PON) as a key strategic product line, alongside advanced 5G solutions.

The 5G laboratory is built upon the Open Radio Access Network (O-RAN) ar-
chitecture, featuring distributed Radio Units (RU) across the facility, cover-
ing the complete Aveiro Campus, indoors and outdoors. The Next Generation
Node B (gNB) is disaggregated into three components: the RU, the Distributed
Unit (DU), and the Centralized Unit (CU), which can be deployed in multi-
ple combinations. The available RAN solutions include ASOCS Cyrus 20 [3],
srsRAN Enterprise 5G [4], both commercial solutions, and OAIBOX Max [5], an
open-source solution, also following the O-RAN split 7.2. Multiple RU units are
operating on the campus: (i) Altice Labs indoor and outdoor [6], (i) ASOCS in-
door [7], (i) Benetel outdoor [8], and (iv) Ettus USRP [9].

Figure 1illustrates the architecture of the 5G laboratory:
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For experimental activities, 20 MHz of 5G spectrum
in the higher part of the N78 band is available, pro-
vided by MEQ (Altice Portugal's mobile operator).

The 5G laboratory supports several 5G standalone
(SA) core solutions, including Raemis Druid [10], a
commercial 5G SA, as well as Open5GS [11] and
OAIBOX Max [5], both open-source platforms that
support all major core components. Raemis and
OpenbGS follow a VM-based containerized deploy-
ment via Proxmox [12].

Additionally, the 5G laboratory supports Mobile
Edge Computing (MEC) and 5G positioning capabil-
ities, exploiting the 5G Core Location Management
Function (LMF) and the New Radio Positioning
Protocol A (NRPPa).

5G Pilots

The IMAGINE-B5G project [1], part of the Smart Network
and Services (SNS) initiative, aims to implement an ad-
vanced, accessible, secure, and programmable end-
to-end (E2E) 5G platform for large-scale trials and
pilots across Europe. By leveraging the best breed
of B5G features, the project fostered collaborations
across key 5G verticals, with the following enterprises:

1. Public Protection and Disaster Recovery (PPDR): OneSource [13] and RedZinc [14];
2. Automotive: AtoBe [15];

3. Transport and logistics: YouShip [16];

4. Open RAN and 5G-based location: srsRAN [4].

The NexGen Mobility project [2] focuses on supporting the development, test-
ing, and validation of mobility and smart infrastructure products and services.
By providing human resources and 5G infrastructure, Altice Labs is targeting
the evolution of the technological readiness of participating small and medium-
sized enterprises (SMEs) and fostering collaborations across key 5G verticals,
with the following enterprises:

1. Smart Cities: Omniflow [17];

Transport and logistics: Youship [16] and Cibersur [18];
Automotive: OneSource [13];

loT: JSIO [19];

Forestry: Bold Robotics [20], [21], [22];

Security: Quantumnova [23] and SafetyScope [24];

N o o » » N

5G: Allbesmart [25].
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These collaborations span a wide spectrum of current and emerging applica-
tions, demonstrating the versatility and impact of 5G innovation across diverse
industry sectors.

IMAGINE-B5G

Pilot Name: Software Radio Systems Platform Extension (SRS-5G) [26], [27]
Company Name: srsRAN

Vertical Sector: RAN

Use Case Description:

The SRS-B5G project, with the collaboration of Capgemini, aimed to extend the
IMAGINE-B5G facility at Altice Labs with a complete multicell Open RAN deploy-
ment based on the srsRAN solution. This deployment incorporated advanced 5G
RAN positioning features developed, including NRPPa protocol, and the methods
Enhanced Cell-ID (eCID) and UpLink Time Difference of Arrival (UL-TDoA). These
positioning methods outperform standard Global Navigation Satellite System
(GNSS) in Time To First Fix (TTFF) and offer a compelling alternative, especial-
ly in environments where satellite signals are limited or unavailable, making them
highly relevant across several verticals.

This extension also provides a standard-compliant E2 interface and supports the
Key Performance Measurement (KPM) and RAN Controller (RC) Service Models
(SM), including RAN Intelligent Controller (RIC) functionality.

Notably, the first implementation and testing of these capabilities by srsRAN was
carried out at Altice Labs, marking a significant milestone in the development of
5G-based positioning, as shown in Figure 2. This work was highlighted in a press
release [27], showcasing the pioneering nature of this Open RAN deployment
and its advanced positioning capabilities in multi-cell scenarios.

Figure 2: srsRAN
deployment at Altice
Labs campus (cell sites
for location calculation)
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Pilot Name: 5G Edge V2X Enhanced Revenue (5G-EVER) [28]
Company Name: A-to-Be

Vertical Sector: Transport and Logistics

Use Case Description:

The 5G-EVER project introduces a novel approach to smart mobility by ena-
bling vehicles to autonomously activate and pay for transport services through
Vehicle-to-Network (V2N) communications. This technology replaces tradition-
al roadside infrastructure with a digital alternative that controls 5G connectivity,
edge computing, and advanced positioning.

Led by A-to-Be, the project builds upon existing V2X payment solutions and
adapts them to operate over 5G networks. By integrating with Multi-access
Edge Computing (MEC), transactions can be processed locally and in real-time,
ensuring reliability and responsiveness.

As shown in Figure 3, the test facility at Altice Labs offered an ideal environment,
combining 5G connectivity with edge infrastructure and enhanced positioning
capabilities, which were enabled by SRS-5G. This 5G feature allowed the team to
test realistic tolling scenarios, from open-road single-point tolls to more com-
plex entry-exit systems, while addressing one of the key challenges in V2X pay-
ments: precise and trustworthy vehicle localization.

Figure 3: 5G-EVER
trial (a: OBU; b: vehicle
in the campus; c: cells’
location in the campus
and the tooling zones;
d: testing environment

in the vehicle)
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Pilot Name: Autonomous delivery service using 5G and GNSS localization
fusion (ADS-5G) [29]

Company Name: YouShip

Vertical Sector: Transport and Logistics

Use Case Description:

The ADS-5G project aims to enhance localization accuracy and ensure contin-
uous positioning by combining 5G and GNSS positioning. Figure 4 shows the
ADS-5G trial at the Altice Labs campus, where an Autonomous Delivery Robot
(ADR) developed by YouShip delivers small packages across indoor and outdoor
routes, addressing key challenges in the transportation and logistics sector.

Equipped with GNSS technology, Artificial Intelligence (Al), and machine vi-
sion algorithms, the robot safely and swiftly navigates autonomously, in short
routes or following a designated person, avoiding obstacles and offering a
smooth delivery experience.

The project takes advantage of 5G technology to significantly enhance localiza-
tion accuracy, enable low-latency communication, and ensure reliable commu-
nication across both indoor and outdoor environments.

Figure 4: ADS-5G

trial (a: Final trial at the

Altice Labs campus; b:
ADR showcase; c: ADR;
d: Delivery service live

tracking)

iy YouShip Bot #1
LR & & & &

Order progress

Dealivery Intransit
Au o
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decisions

Figure 5: SAFER-FLOW
Trial (a: Dashboard of
command Control

Centre and 5G

wearable sensors; b: 5G
Water Level Sensor; c:

AR

point of view with

drone video; d: Al/ML
Watercourse Detection

e: bG Water Level

Sensor showcase)
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Pilot Name: Situational Awareness Framework Enabling Robust Emergency
Response for Urban Flood Warnings (SAFER-FLOW) [30], [31], [33], [34], [35], [36]

Company Name: OneSource

Vertical Sector: PPDR

Use Case Description:

The SAFER-FLOW Vertical Experiment aims to enhance PPDR by integrating ad-
vanced Beyond-5G technologies to address complex and challenging flood sce-
narios. This project tackles key emergency response challenges through real-time
data collection and smarter decision-making, aiming to enable fast, informed, co-
ordinated disaster response.

SAFER-FLOW uses Internet of Things (IoT) sensors to enhance PPDR. It moni-
tors flood levels, issues early warnings, and aids evacuation. Drones provide aerial
views, while Al and Machine Learning (ML) map water courses and assess sever-
ity. With ultra-low latency and high reliability, 5G enables real-time data trans-
mission from IoT sensors, drones, and first responders, supporting faster, more
informed decision-making. Advanced network slicing and edge computing op-
timize data processing and dynamic resource allocation, ensuring more efficient
and adaptive responses to evolving disaster conditions.

The trial illustratedin Figure 5, took place in Aveiro, Portugal, utilizing Imagine-B5G's o~
cal facility, comprising IT-Aveiro, Altice Labs, Capgemini, and Ubiwhere, for integration
and demonstration to end-users and stakeholders such as the llhavo Municipality,
Civil Protection, and the local fire brigade. The city's vulnerability to urban flooding
made it an ideal facility to validate the platform’s disaster response capabilities.
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By combining 5G and
MEC, Altice Labs helps
transform emergency
healthcare with

secure, efficient, and
dedicated connectivity

Figure 6: CRITICAL
Trial (a: Hospital
Bluekye Dashboard
and Paramedic BlueEye
Care app; b: Biometric
Sensor Showcase by
5G; c: Hospital BlueEye
Dashboard with Live
POV video and Patient
vital signs; d: Biometric
device applied to
patient)

160 InnovAction

Pilot Name: 6G Enabled Integrated Care (CRITICAL) [30], [37]
Company Name: RedZinc

Vertical Sector: PPDR

Use Case Description:

The CRITICAL project aims to enhance emergency medical care by enabling par-
amedics to communicate with medical professionals in real time. This is achieved
using several wearable sensors alongside live video streaming, allowing emer-
gency responders to transmit vital signs and patient data to specialists before
reaching the hospital. This solution speeds up diagnosis and treatment for crit-
ical patients, while enabling medical professionals to assess the severity of the
situation in advance.

In addition, the system supports treating non-critical patients at the scene, re-
ducing hospital strain. With the use of Altice Labs 5G technology and Mobile
Edge Computing (MEC), patient privacy is ensured, and enables emergency
healthcare in an efficient, prioritized way through a dedicated slice.

The use case was validated through three trials, one of which is represented in
Figure 6. The most recent involved PPDR users from Aveiro’s firefighters, dur-
ing which a paramedic simulated an emergency response, transmitting real-time
video and sensor data to a remote medical team. The feedback from participat-
ing firefighters was especially valuable, offering insights and suggestions to fur-
ther improve the solution.

208 12 8Q | |12
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Figure 7: V2X/D2D
Communications trial
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Pilot Name: V2X/D2D Communications
Company Name: Allbesmart [38]

\ertical Sector: Automotive

Use Case Description:

Cooperative Intelligent Transport Systems (C-ITS) enable direct communication
between vehicles, roadside infrastructure, and other road users to share real-time
data about the road environment. Therefore, this system overcomes some limi-
tations of public mobile networks, as it requires no additional infrastructure be-
sides the On-Board Units (OBU) for Vehicle-to-Vehicle (V2V) communication,
and significantly reduces latency. This last characteristic is mandatory for such
demanding scenarios.

To support this, the pilot implemented the PC5/Sidelink radio interface for Mode
4 [39], using Software Defined Radio (SDR), enabling direct V2V communication
between two OBU.

The developed prototype successfully performed discovery, synchronization,
and data transfer processes between C-V2X devices. C-ITS services were tested
with a 95% interoperability success rate, demonstrating a high degree of com-
patibility with C-V2X implementations from different manufacturers. Additional
tests were performed to evaluate radio coverage and immunity to interference
from ITS-G5 systems in adjacent frequency bands. Figure 7 represents one of
the V2X/D2D Communications trials.

A
3

C-V2X Rx C-V2X Tx
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Pilot Name: Augmented Reality in Automotive Driving
Company Name: OneSource [40]

Vertical Sector: Automotive

Use Case Description:

Most modern vehicles are equipped with video cameras and local processing
capabilities. Through video analytics and/or high-definition road maps, many can
identify and alert drivers to road signs, thus increasing driving safety. However,
most vehicles currently on the road lack this capability, creating a business op-
portunity to retrofit them using existing technologies.

In this pilot, Microsoft HoloLens, an Augmented Reality/Mixed Reality (AR/MR)
headset developed and manufactured by Microsoft, was used, with connec-
tivity between the handset and the Mobile Edge Computing (MEC) provid-
ed by a Mobile Computing Unit equipped with WLAN and mobile connectivity
(2G/4G/5G). The AR component can be observed in Figure 8.

Specific models were trained to identify traffic signs, with processing outsourced
from the vehicle to the MEC at the Altice Labs Data Center. This approach offers
several benefits, such as greater processing capacity, shared resources across
multiple users, and the elimination of the need for frequent hardware and algo-
rithms updates, allowing the service to evolve and improve over time.

Pilot Name: Smart Lamp Pole
Company Name: Omniflow [41], [42]

Vertical Sector: Smart Cities

Use Case Description:

The Omniflow Smart Lamp Pole is powered by wind and solar energy, featuring
integrated energy storage and grid connectivity. Its versatile design allows for
the simultaneous integration of multiple applications, ranging from public safe-
ty systems to environmental condition monitoring. Installing smart luminaires on
existing poles offers a sustainable solution that benefits urban spaces without
requiring full infrastructure replacement.
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Figure 9: Smart Lamp
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In this pilot, Omniflow evolved its solution to support 5G connectivity. Remote
wireless access for monitoring, configuration, and data collection is essen-
tial for integrating the smart lamp with broader smart city systems. The imple-
mented 5G modem supports multi-SIM functionality, enabling failover between
non-public 5G networks (Altice Labs 5G laboratory) and public ones (MEO). The
5G technology met the system’s requirements, particularly in accessing air qual-
ity monitoring data collected by the smart lamp, as demonstrated in Figure 9.

Pilot Name: QS-P Client command line
Company Name: QuantumNova

Vertical Sector: Security

Use Case Description:

Arobust cryptographic systemis essential for ensuring the confidentiality, integrity,
and authenticity of communications. With the emergence of quantum computing,
many traditional cryptographic algorithms are becoming vulnerable, underscoring
the urgent need for Post-Quantum Cryptography (PQC), algorithms designed to
withstand attacks from both classical and quantum computers. Despite its prom-
ise, PQC introduces new challenges: it often requires significantly greater compu-
tational power, memory, and energy. These demands make its adoption particularly
difficult in loT environments, where devices are inherently resource-constrained.
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Figure 10: QS-P Client

command line Trial

Altice Labs’ 5G pilots
drive innovation, elevate

technology readiness,
and shape the roadmap
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To address this, the pilot project focused on developing and testing a PQC solu-
tion specifically optimized for such limited-resource IoT systems.

A secure tunnel with bilateral authentication and confidentiality guarantees
was implemented over a point-to-point (server—client) connection between a
streaming platform and a video camera. This tunnel leverages PQC [43] methods,
specifically Module Lattice Key Encapsulation Mechanism (ML-KEM) and Module
Lattice Digital Signature Algorithm (ML-DSA), integrated into a VPN system based
on OpenVPN. Additionally, client infrastructure was developed to ensure post-
quantum security for the tunnel, along with a CLI client for the QS-P Network (whose
trial is illustrated in Figure 10), enabling seamless integration with loT devices.

To evaluate the solution in a wireless scenario, a connection between an loT device
and a server was established using the loT's device 5G modem and the Altice Labs
5G laboratory, successfully streaming high-quality video from the camera.

Local P e

nman

Conclusions

The 5G pilot initiatives carried out at Altice Labs have clearly demonstrated the signifi-
cant potential of advanced connectivity to drive innovation across multiple sectors. By
enabling startups and SMEs to not only validate but also enhance and optimize their
products and solutions, these pilots have played a crucial role in increasing their TRL.

The continuous evolution of Altice Lab's infrastructure has proven essential in
supporting increasingly complex and demanding scenarios, ensuring that the
environment remains at the forefront of technological experimentation. At the
same time, potential strategic partnerships were identified, both commercial and
research-oriented, to generate value and long-term collaboration.

Importantly, these efforts are not limited to immediate outcomes. By contribut-
ing to the definition of Key Performance Indicators (KPI) and relevant target values,
Altice Labs is actively shaping the roadmap toward 6G, ensuring that future networks
are built on solid, real-world insights [35]. Furthermore, the identification of emerg-
ing technologies and new players within the national and European innovation land-
scape reflects abroader commitment to expand and strengthen the 5G ecosystem.

Altice Lalbs continues to affirm its role as a trusted enabler of innovation, foster-
ing meaningful collaboration between academia, industry, and end-users. These
5G pilots are a testament to the organization's strategic vision and its ongoing
contribution to the digital transformation of society.
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The Next Step for
NG-PON2:
50G TWDM-PON

As broadband demand accelerates and digital services become increasingly
bandwidth-intensive, the evolution of Next-Generation Passive Optical Networks
(NG-PONZ2) is entering a pivotal phase. This article explores the transition toward
50G Time and Wavelength Division Multiplexed PON (TWDM-PON) as the natural
progression of NG-PON2. We examine the technological advancements enabling
50G TWDM-PON, including enhanced optical components, advanced modula-
tion formats, and improved digital signal processing. The paper also compares
the performance, scalability, and deployment considerations of 50G TWDM-
PON. This assessment provides a forward-looking perspective on how 50G
TWDM-PON can serve as a cornerstone for future-proof fioer access networks.
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Introduction

Broadband networks are undergoing a paradigm shift as digital ecosystems
demand unprecedented capacity and reliability. Applications such as 8K vid-
eo streaming, virtual reality (VR), industrial Internet of Things (IoT), and 5G/6G
mobile backhaul require symmetric bandwidth and deterministic latency. While
Gigabit Passive Optical Network (GPON) and 10-Gigabit-capable symmetric
PON (XGS-PON) have served well for the past decade, their aggregate capacity
is insufficient for emerging services. NG-PONZ2 introduced TWDM-PON with up
to 40 Gb/s aggregate capacity, but this is no longer adequate for the projected
traffic growth beyond 2030.

The ITU-T G.9804.x series addresses this challenge by defining higher-speed
PON systems, including 50G Time Division Multiplexing PON (TDM-PON) and
50G TWDM-PON [1]. These systems promise scalable architectures, coexistence
with legacy technologies, and support for diverse applications. However, achiev-
ing 50 Gb/s per channel over cost-sensitive optical distribution networks (ODN)
introduces significant technical challenges, particularly in modulation, dispersion
management, and coexistence.

Standards framework: ITU-T G.9804.1

ITU-T G.9804.1 provides the baseline requirements for higher-speed PON systems:

« Nominal Line Rate: 50 Gb/s per wavelength channel, symmetric or asym-
metric configurations.

The Next Step for NG-PON2: 50G TWDM-PON
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« Reach and Split Ratio: minimum 20 km reach with 1:64 split; extendable to
60 km and 1:256 split using reach extenders.

+ Coexistence: mandatory support for GPON, XGS-PON, and NG-PON?2 via
coexistence elements (CEx).

+ Service Requirements: support for residential broadband, enterprise con-
nectivity, and mobile fronthaul/backhaul with latency <1.5 ms and synchroni-
zation accuracy for 5G.

« Spectral Flexibility: operation in O-band for low dispersion, with provisions
for C/L-band extensions.

These requirements ensure interoperability, scalability, and smooth migration
from legacy systems [1].

System requirements for 50G
TWDM-PON

According to ITU-T G9804.1[1], the 50G TWDM-PON system must support:

+ Multiple wavelength channel pairs multiplexed on the same fiber, each oper-
ating in TDM/Time Division Multiple Access (TDMA) mode;

+ Tunable Optical Network Units (ONU) capable of operating on any wave-
length channel under Optical Line Terminal (OLT) control;

+ Service differentiation by assigning distinct wavelength channels to servic-
es with different characteristics and Quality of Service (QoS) requirements;

« Pay-as-you-grow scalability by adding wavelength channels as demand increases;
+ Non-disruptive ONU activation on service-critical channels;

- Wavelength service protection with restoration times <560 ms;

+ Channel bonding for ONU service rates beyond a single channel,

+ Load balancing across available wavelength channels;

+ Rogue ONU Mitigation: Multi-wavelength techniques to isolate misbehaving ONU.

Architecture and migration

Logical architecture

The 50G TWDM-PON architecture builds upon NG-PON2 but introduces
higher-speed channels and advanced flexibility. At the OLT, multiple channel
terminations (CT) are connected via a wavelength multiplexer (WM), enabling si-
multaneous operation of multiple wavelength pairs over a single fiber [2]. Each
wavelength channel operates in TDM/TDMA mode, supporting dynamic band-
width allocation and coexistence with legacy systems.

The Next Step for NG-PON2: 50G TWDM-PON
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Key architectural features [1], [2]:

« Tunable ONU: ONU can dynamically tune to any available wavelength
channel under OLT control, reducing inventory complexity and enabling
colorless ONU deployment.

+ Channel Bonding: Advanced ONU can aggregate multiple wavelengths to
exceed the maximum service rate of a single channel, supporting enterprise
and mobile backhaul scenarios.

 Spectral Flexibility: The system can operate in O-band for low disper-
sion or extend to C/L bands for long-reach applications using Erbium Fiber
Doped Amplifiers (EDFA).

« Protection and Resilience: ITU-T G.9804.1 introduces Type B, C, and wave-
length protection schemes, leveraging wavelength tunability for rapid failover
(<50 ms) in case of OLT card or fiber failure.

The architecture supports pay-as-you-grow scalability, allowing operators to
start with a minimal wavelength set and expand capacity by adding channels
as demand increases. This modular approach reduces initial capital expenditure
(CAPEX) while ensuring future-proof growth.

Migration scenarios

Migration from legacy PON systems to 50G TWDM-PON is critical for operators
with extensive installed ODN. ITU-T G.9804. outlines several strategies [1]:

« Brownfield Deployment: Coexistence with GPON, XGS-PON, NG-PON?2,
and 50G TWDM-PON on the same ODN using CEx, as depicted in Figure 1.
This approach minimizes service disruption and leverages existing splitter-
based infrastructure.

 Hybrid Coexistence: For triple coexistence (GPON, XGS-PON, and 50G
TWDM-PON), hybrid WDM/TDM techniques are employed. Legacy systems
occupy their wavelength bands, while TWDM-PON uses separate bands or
shared spectrum with guard bands.

« Full Migration (Greenfield): In new deployments or complete overhauls,
operators can implement 50G TWDM-PON exclusively, enabling optimized
wavelength plans, higher split ratios (up to 1:256), and advanced features like
channel bonding and slicing.

-« Stepwise Upgrade: Operators may adopt a phased approach:
1. Upgrade from GPON to XGS-PON.
2. Introduce 50G TWDM-PON alongside XGS-PON.
3. Gradually retire legacy systems as customer migration completes.

The deployment of 50G TWDM-PON introduces technical and operational challeng-
es that must be addressed to ensure reliable performance and seamless migration:

+ Spectrum Management: The O-band spectrum allocated for PON systems
is inherently limited, and the coexistence of multiple technologies such as

The Next Step for NG-PON2: 50G TWDM-PON
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GPON, XGS-PON, and TWDM-PON further constrains available wavelengths.
Careful wavelength planning and allocation strategies are essential to pre-
vent interference and maintain guard bands for legacy systems. Advanced
wavelength routing and dynamic tuning mechanisms at the OLT and ONU
level can mitigate these constraints.

+ Guard Band Requirements: Coexistence with RF-video overlays and lega-
cy optical filters necessitates the introduction of guard bands between ad-
jacent wavelength channels. These guard bands reduce spectral efficiency
and require precise optical filtering to avoid crosstalk. The challenge is com-
pounded in scenarios involving triple coexistence, where multiple genera-
tions of PON technologies share the same optical distribution network.

« Operational Complexity: Managing a heterogeneous environment that in-
cludes GPON, XGS-PON, and 50G TWDM-PON demands sophisticated OLT
scheduling algorithms and inventory control systems. Operators must im-
plement dynamic bandwidth assignment (DBA) across multiple wavelength
channels while ensuring service-level agreements for diverse applications
such as residential broadband, enterprise connectivity, and mobile fronthaul.
Additionally, provisioning colorless ONU and supporting wavelength agility
introduce further complexity in network planning and maintenance.

co

e '
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XG(S)-PON

TWDM-PON I
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50G
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Physical layer and performance

The physical layer of 50G TWDM-PON is designed to meet stringent require-
ments for capacity, reach, and coexistence while maintaining compatibility with
legacy ODN. ITU-T G.9804.1 specifies that each wavelength channel shall sup-
port a nominal line rate of approximately 50 Gb/s in both downstream and up-
stream directions, with symmetric or asymmetric configurations [1]. This baseline
ensures that even a single channel can deliver service rates up to 40 Gb/s per
ONU, accommodating high-bandwidth applications such as enterprise connec-
tivity and mobile fronthaul.
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The aggregate capacity of a TWDM-PON system scales with the number of
wavelength channels deployed. For example, a configuration with four wave-
lengths operating at 50 Gb/s each achieves an aggregate capacity of ~200
Gb/s over a single fiber. Research demonstrations have shown that coherent
modulation formats, such as single-polarization quadrature phase-shift keying
(SP-QPSK), can double the per-channel rate to ~100 Gb/s, enabling aggregate
capacities exceeding 400 Gb/s with four wavelengths [3], [4]. It should be noted
that this extrapolation is based on experimental literature and is not part of ITU-T
G.9804.1 requirements.

The standard mandates a minimum reach of 20 km for general applications and
10 km for latency-sensitive scenarios such as 5G fronthaul [1]. An extended reach
of up to 60 km is achievable through mid-span reach extenders, provided that
the optical power budget is carefully managed. The optical loss budget must
account for fiber attenuation, splitter losses, connector insertion losses, and
penalties due to chromatic dispersion and nonlinear effects. ITU-T G.9804.1 rec-
ommends compatibility with legacy fiber types (ITU-T G652 and G657) to en-
sure smooth migration [1].

Higher split ratios improve infrastructure sharing but impose stricter optical
budget constraints. The standard supports a minimum split ratio of 1:64, with
provisions for 1256 in TWDM-PON deployments [1]. Achieving these ratios re-
quires advanced optical amplification or reach extension techniques, particular-
ly in scenarios that combine high split ratios with long reach.

The operating wavelength band for 50G TWDM-PON is primarily the O-band
(1260-1360 nm) due to its low chromatic dispersion, which simplifies Intensity
Modulation / Direct Detection (IM/DD) transmission. However, the C-band and
L-band remain attractive for extended reach applications because of their com-
patibility with EDFAs and the possibility of repurposing the NG-PON2 ecosystem
and therefore enabling a “true” evolved TWDM-PON. Migration to these bands
introduces challenges such as higher dispersion and filter coexistence with leg-
acy systems, necessitating advanced Digital Signal Processing (DSP) for the IM/
DD implementations or even full coherent technology [5].

Key performance indicators include [1]:

- Bit Error Ratio (BER): Compliance with BER thresholds at the Forward Error
Correction (FEC) decoder input (typically 10 pre-FEC) ensures post-FEC
BER of 107 or better.

- Dynamic Range: Defined by the ratio of receiver overload to sensitivity, en-
suring robust operation under varying optical power conditions.

« Latency: Sub-millisecond latency for broadband services and <200 ps for
fronthaul applications.

While IM/DD employing Pulse Amplitude Modulation with 4 levels (PAM4) re-
mains the most cost-effective solution for near-term deployments, its scala-
bility is limited by dispersion and bandwidth constraints. Coherent detection
offers superior dispersion tolerance and reach, enabling higher per-channel
rates and advanced features such as polarization multiplexing and probabilistic
constellation shaping [6], [4].
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Technology options

IM/DD transmission

IM/DD remains the most practical solution for near-term 50G TWDM-PON de-
ployments due to their simplicity, cost-effectiveness, and compatibility with ex-
isting ODN. Unlike coherent systems, IM/DD does not require local oscillators or
complex DSP for phase recovery, making it attractive for mass-market access
networks. However, scaling IM/DD to 50 Gb/s per channel introduces significant
challenges related to chromatic dispersion, bandwidth limitations, and inter-
channel interference.

Experimental validation

As shown in Figure 2, recent experimental work [7] demonstrated a multi-
wavelength IM/DD system operating at 50 Gb/s per channel in the O-band with
100 GHz channel spacing, achieving transmission over 20 km of standard single-
mode fiber (SSMF) without any optical or electrical dispersion compensation.

-~ -~ r 3 b
Isolation
»>30dB
v v v v
XGS  HSPON GPON HSPON GPON XGS longth
(us)  (us) (us) (DSs) (DS) (0s) 2 Woavleng
126071280nm 12847 1288nm 129071330nm 134071344nm 148071500nm 15757 1580nm
Frequency (THz) : Wavelength (nm)
223 1344.36
223, 1343,75
223,2 1343,15
223,3 1342,55
2234 1341,95
223,5 1341,35
223,6 1340,75
2237 134015

The setup employed external modulated lasers (EML) with integrated semicon-

ductor optical amplifiers (SOA) to boost launch power. Key findings include:

+ Single-Channel Performance: Back-to-back eye diagrams showed an ex-
tinction ratio (ER) of 59 dB without a wavelength multiplexer (WM) and 5.5 dB
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with WM insertion. Detuning tests revealed that ER degradation remained with-
in 0.5 dB for spectral excursions up to +34 GHz, indicating robust tolerance to
wavelength drift and compatibility with NG-PON2 control systems.

Multi-Channel Operation: Tests with two and three channels confirmed
negligible penalties from four-wave mixing (FWM) and linear crosstalk. ER
variation on the probing channel was less than 0.3 dB across back-to-back,
10 km, and 20 km fiber scenarios. This validates the feasibility of dense wave-
length packing (100 GHz spacing) for TWDM-PON without resorting to com-
plex nonlinear mitigation techniques.

Coexistence with Legacy Technologies: Integration with GPON and XGS-
PON via a CEx resulted in penalties below 0.5 dB on OLT sensitivity and over-
load, confirming that 50G IM/DD channels can coexist with legacy systems
without service disruption.

Advantages of IM/DD transmission

IM/DD transmission offers several practical benefits that strongly support its
widespread adoption, including:

- Cost Efficiency: IM/DD leverages mature laser technology, which is widely

available and optimized for O-band operation. By avoiding the need for ex-
pensive coherent optics, local oscillators, and high-complexity DSP, IM/DD
significantly reduces both CAPEX and operational expenditure (OPEX), mak-
ing it ideal for large-scale deployments in access networks.

Low System Complexity: Unlike coherent systems, IM/DD does not require
phase recovery, polarization tracking, or advanced digital signal processing
for carrier synchronization. This simplicity translates into lower power con-
sumption, smaller form factors, and reduced hardware requirements at the
ONU, whichis critical for cost-sensitive residential and business applications.

Compatibility with Existing Infrastructure: IM/DD systems operate in the
O-band (1260-1360 nm), where chromatic dispersion is minimal, enabling
high-speed transmission without complex dispersion compensation. This
characteristic allows seamless reuse and coexistence of ODNs designed
for GPON and XGS-PON, facilitating smsnooth migration and coexistence with
minimal changes to the outside plant.

Limitations of IM/DD transmission

Despite its practical benefits, IM/DD transmission also presents technical limita-
tions that must be considered:

- Dispersion and Bandwidth Constraints: At line rates of 50 Gb/s, even

the relatively low chromatic dispersion in the O-band (approximately O ps/
nmkm) combined with finite component bandwidths (typically around 40
GHz) introduces signal distortion and eye closure. These impairments ne-
cessitate advanced equalization techniques and optimized filtering to main-
tain acceptable BER over standard single-mode fiber spans.

The Next Step for NG-PON2: 50G TWDM-PON



+ Scalability Beyond 50 Gb/s: Extending IM/DD systems beyond 50 Gb/s
per channel is inherently challenging due to the limitations of intensity mod-
ulation formats and the absence of phase information. While higher-order
modulation schemes such as PAM4 can increase spectral efficiency, they re-
quire sophisticated DSP for dispersion compensation and error correction,
which adds cost and complexity to ONU designs.

- Power Budget Constraints: Achieving high split ratios (e.g, 1128 or 1:256)
and extended reach scenarios (up to 60 km) imposes stringent optical pow-
er requirements. These conditions often demand the use of optical amplifi-
cation or mid-span reach extenders, which can increase deployment costs
and operational complexity.

Future enhancements

To overcome these limitations and extend the viability of IM/DD transmission for
next-generation PON systems, ongoing research focuses on several key areas:

« Advanced Modulation Formats: Techniques such as PAM4 and duobi-
nary signaling, combined with FEC and DSP-based equalization, are being
explored to mitigate dispersion and improve tolerance to bandwidth con-
straints [5].

+ Enhanced Optical Components: Development of high-bandwidth EML, low-
loss wavelength multiplexers, and improved sensitivity and high bandwith pho-
todetectors will enable better signal integrity and higher aggregate capacity.

+ Machine-Learning-Based Equalization: Adaptive algorithms leveraging
machine learning are emerging as promising solutions for real-time impair-
ment compensation, offering improved performance under dynamic net-
work conditions without excessive computational overhead.
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Coherent transmission and detection

Originally reserved for high-capacity transport links in long-haul and metro networks,
coherent detection is now emerging as a practical candidate for next-generation
PON exceeding 50 Gbps. This shift is driven by its superior spectral efficiency, mod-
ulation flexibility, and robustness against fiber impairments. However, adopting coher-
ent technology in access networks marks a major paradigm change, as the entire PON
ecosystem has historically been designed around IM/DD. Consequently, sourcing, in-
teroperability, and technological readiness must be carefully addressed. Moreover,
the associated higher power consumption, hardware complexity, and cost remain key
challenges compared to the simplicity, maturity, and efficiency of IM/DD systems.

Simplified coherent PON: Single-Polarization
QPSK approach

Simplified coherent transceivers have been investigated as a viable path toward
future PON implementations, with most of the research focusing on reducing re-
ceiver complexity [8]. While the advantages of coherent detection are well es-
tablished, the technical challenge for its penetration in access networks lies in
translating those capabilities into system architectures that meet the stringent
cost and power constraints of ONU.

A particularly effective direction toward simplification is the sacrifice of one of
the available axes in the modulation vector space, the polarization, allowing the
design of receivers that recover only a single polarization component [9]. This
principle led to the development of SP-QPSK as a candidate technological ba-
sis for 50G TWDM-PON. By removing polarization diversity, the system elimi-
nates what is essentially duplicated hardware and DSP, resulting in a simpler and
more power-efficient coherent front-end. Additionally, the choice of QPSK as
the modulation format (2 bits per symbol) allows the reuse of optoelectron-
ics developed for the first generation of long-haul and metro coherent deploy-
ments, such as 100 G ZR and related standards. This reuse paves the way for
lower entry cost and easier technological availability, as those components are
now mature and being replaced by higher-order coherent solutions.

In the SP-QPSK scheme, information is encoded onto a single optical polari-
zation using a conventional IQ modulator operating at 25 GBaud. Operating in
the C-band further enhances deployment feasibility, as it enables the reuse of
mature optical components and wavelength plans from NG-PON2, particularly
wavelength mux/demux filters.

Two main hardware implementations have been proposed to implement SP-QPSK
in practice. The first, represented in Figure 3, employs analog polarization control
(APC) at the receiver, where the transmitter emits a single fixed polarization, while the
receiver uses a slow feedback loop to track and align to the incoming polarization
state [10]. This approach avoids the need for dual-polarization transmission, mini-
mizing both optical and DSP complexity. It also eliminates the 3 dB power penalty
associated with polarization duplication, resulting in a more power-efficient design.
Furthermore, this configuration offers flexibility for network evolution: a fully coherent
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dual-polarization transmitter could still be used at the OLT, with the second polari-
zation left unmodulated or reserved for future “pay-as—you-grow” service upgrades.

Although already demonstrated with discrete optics and benchtop equipment,
the advent of Integrated Photonics and the promise of optics with increased
functionality density now enable the APC scheme, which is being actively ex-
plored with a prototype developed on an open-access Silicon photonics plat-
form, as depicted in Figure 3.

Single-Pol
Coherent Rx

The second approach relies on polarization-time block coding, most notably the
Alamouti scheme, where the same information is transmitted across both polari-
zations in consecutive symbol periods [11]. This configuration ensures polarization-
independent reception, removing the need for active polarization tracking in the
receiver. However, it requires a fully coherent dual-polarization transmitter, since
both polarization branches must be modulated with the same data. Consequently,
the transmitted optical power is effectively divided between the two polarizations,
introducing an inherent 3 dB penalty that can be critical in power-budget-limited
PONSs. Figure 4 shows a reference implementation of this approach.
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Both architectures pursue the same goal of minimizing ONU complexity while
maintaining the advantages of coherent detection. The APC-based imple-
mentation prioritizes hardware simplicity and optical-power efficiency through
photonic integration, whereas the Alamouti approach favors polarization inde-
pendence and operational robustness through dedicated DSP.
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Positioning between IM/DD and full coherent
solutions

At 50 Gbps per wavelength, the options for IM/DD transmission in the C-band
are extremely limited as the impact of Chromatic Dispersion cannot be tol-
erated without the use of dispersion compensation modules and/or pre-/
post-equalization algorithm [5]. While advanced IM/DD formats such as PAM4
and vestigial-sideband single-carrier (vSSB) are under study, their reach and
spectral-efficiency trade-offs remain incompatible with the cost and operation-
al targets of PON systems. A coherent transition phase based on SP-QPSK sits
between the IMDD limitations and the full Coherent systems with the balancing
of the coherent advantages, particularly the extended power budget, with the
power/cost reference imposed by IMDD.

Between the coherent implementations, and since all the flavors are similar in terms
of performance and both require developments of new DSP chips, particularly the
burst mode DSP algorithms, one of the decision vectors is the power consump-
tion of each approach. Although exact numbers are not available due to IP rights
and the always-evolving microelectronics ecosystem, a study was conducted to
derive the relative costs of each implementation, with the results being depicted in
Table 1. The projections are normalized to the Alamouti-based OLT.

Power Breakdown (W) Alamo AP 0
OLT A (DP) 085 x A (SP) 095 x A (DP)
ONU 063 x A (SP) 069 x A (SP) 095 x A (DP)
New Development ASIC Pol. Ctrl. Optics | Tailor for 20km
Burst Mode

Both simplified variants are expected to consume less power than full coher-
ent receivers. The APC version achieves the lowest total power, as it relies on a
single-polarization transmitter and minimal control electronics. The Alamouti-
coded version offers polarization independence but requires a dual-polarization
transmitter and hence higher driving power, as well as the implementation of a
dedicated Alamouti DSP chip.

Conclusions

Overall, SP-QPSK provides a scalable and robust foundation for the transition to-
ward coherent access networks, bridging today’s IM/DD technology with the ful-
ly coherent architectures envisioned for future high-capacity PON. It overcomes
the dispersion and sensitivity limitations of IM/DD while maintaining viability
within the stringent power and cost constraints of access systems, leveraging
the mature 25-GBaud coherent ecosystem and existing C-band infrastructure.

The Next Step for NG-PON2: 50G TWDM-PON
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Meanwhile, IM/DD remains a practical and cost-efficient solution for short-reach
O-band deployments where dispersion is negligible, and where the single wave-
length 50G standard is implemented.

This work was funded by Projeto Albatroz (Projeto: 01775, P2023, Aviso
MPr-2023-11 - I&D Empresarial — RCI). The authors acknowledge the sup-
port of all institutions and individuals who contributed to this article.
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VHSP Technology
Assessment: IMDD vs.
Coherent PON

As the demand for ultra-high-speed broadband continues to grow, the evolu-
tion of Passive Optical Network (PON) technologies is critical to meeting future
capacity and performance requirements. This article presents a comprehen-
sive assessment of Very High-Speed PON (VHSP) technologies, focusing on
a comparative analysis between Intensity Modulation Direct Detection (IMDD)
and Coherent PON approaches. We evaluate both technologies across key di-
mensions, including spectral efficiency, reach, cost, complexity, and power con-
sumption. IMDD, known for its simplicity and cost-effectiveness, is contrasted
with Coherent PON, which offers superior performance in terms of capacity and
reach but at higher implementation complexity. This study provides insights into
the trade-offs and deployment scenarios best suited for each technology.
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Introduction

The exponential growth in broadband demand, driven by bandwidth-intensive ap-
plications such as 8K video streaming, cloud gaming, and immersive Augmented
Reality/Virtual Reality (AR/VR) experiences, is pushing access networks to their limits.
Passive Optical Network (PON) technologies have evolved from Gigabit PON (GPON)
to 10-Gigabit-capable symmetric PON (XGS-PON) and 50G-PON, now toward Very
High-Speed PON (VHSP), targeting capacities beyond 50 Gbps per wavelength.

This paper presents a comparative assessment of two key approaches for VHSP:
Intensity Modulation Direct Detection (IMDD) and Coherent PON.

VHSP overview

VHSP represents the next evolutionary step in optical access networks, target-
ing capacities beyond 50 Gb/s per wavelength over a point-to-multipoint fiber
infrastructure [1]. Unlike previous generations, the defining metric for VHSP is its
system service capacity, which refers to the aggregate ability to transport upper-
layer service data units across multiple Optical Network Units (ONU), rather than
simply the nominal line rate [2].

Current standardization efforts by [TU-T and IEEE envision overall service ca-
pacities of at least 100 Gb/s or 200 Gb/s, depending on cost-performance
trade-offs [3], [4]. While 100 Gb/s may serve as a transitional baseling, it is wide-
ly acknowledged that this capacity will likely be insufficient for future endpoint
service tiers, especially considering emerging applications such as immersive
media and cloud services [5]. Consequently, 200 Gb/s is considered a more
sustainable target for next-generation deployments [4].

The VHSP roadmap builds upon the ITU-T G.supVHSP Supplement, which out-
lines potential system requirements and candidate technologies for PON sys-
tems exceeding 50 Gbit/s per wavelength between the optical line termination
(OLT) and the ONU.

To achieve these goals, VHSP leverages advanced techniques such as digital sig-
nal processing (DSP) and coherent optics to overcome the inherent limitations of
traditional IMDD systems [6], [7]. These innovations aim to balance scalability, cost,
and performance, while ensuring compatibility with existing fiber infrastructure.

Service use case requirements for VHSP systems

The design of VHSP systems must accommodate a diverse set of service use
cases, each characterized by distinct bandwidth, latency, and operational re-
quirements. These use cases span residential broadband, enterprise connectivity,
and mobile network transport functions such as backhaul, midhaul, and fronthaul.

Residential services typically demand downstream rate tiers ranging from 5 Gb/s
to 50 Gb/s, with an optional target of 100 Gb/s for future scalability. Symmetry
coefficients vary between 10 (fully symmetric) and 0.25 (highly asymmetric),
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For fronthaul  reflecting the predominance of downstream traffic. Enterprise services exhibit

networks, every  higher capacity requirements, with rate tiers extending up to 200 Gb/s, and gen-

microsecond counts:  erally favor symmetric or moderately asymmetric configurations to support bi-
delays must stay  directional traffic flows [8].

below 100
elow Hs Mobile and fixed wireless access (FWA) backhaul and midhaul scenarios intro-

duce stringent latency and bandwidth guarantees. Backhaul links require up to
50 Gb/s per endpoint, while midhaul may scale to 100 Gb/s, driven by centralized
radio access network (C-RAN) architectures. Fronthaul applications (both mac-
rocell and small cell) are the most demanding in terms of latency, with allowable
one-way delays approaching 100 us, necessitating near-zero startup and burst
tolerance. These scenarios also exhibit strict requirements for bandwidth assur-
ance and minimal service interruption during wavelength channel changes [8].

Dynamic bandwidth allocation (DBA) is supported across most use cas-
es, except macrocell fronthaul, where deterministic performance is paramount.
Oversubscription is permissible in residential and midhaul contexts but general-
ly prohibited in fronthaul deployments to maintain service integrity. Startup and
burst tolerances decrease progressively from residential (4 s and 2 s, respective-
ly) to fronthaul (near-zero), reflecting the need for rapid bandwidth provisioning
in mobile transport [8].

VHSP systems must deliver a flexible architecture capable of supporting heter-
ogeneous service profiles. This includes accommodating high-capacity tiers for
enterprise and midhaul, ultra-low latency for fronthaul, and dynamic resource al-
location for residential and backhaul services. These requirements underscore
the importance of advanced scheduling, wavelength management, and physical
layer innovations in next-generation PON systems.

Coexistence scenario requirements for VHSP
systems

The deployment of VHSP systems must ensure compatibility with existing and

emerging optical access technologies to facilitate smooth migration and protect

Table 1: VHSP  operator investments. Table 1consolidates the coexistence scenarios that VHSP

coexistence scenario  systems are expected to support, either through the implementation of a multi-
requirements  port module (MPM) or via a dedicated coexistence element [8].

ic;:(:nt::ce scenario /i(OGGS_:F?(;\IN NG_PON2 50G-PON
CES1 Ves .
CES 2 Yes Yes Yes
CES 3 Yes Ves o
CES 4 Yes Yes Yes Yes
CES 5 Yes Vos Ve
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Coexistence scenarios (CES) span interactions with legacy systems such as
GPON, XGS-PON/1I0G-EPON, and Next-Generation Passive Optical Networks
(NG-PON2), as well as next-generation solutions including 50G-PON and VHSP
itself. The table indicates that VHSP must coexist with multiple technologies
across five defined scenarios (CEST - CES5). For example, CES 1 and CES 3 in-
volve coexistence with NG-PON2 and VHSP, while CES 2, CES 4, and CES 5 are
considered spectrally compatible and can be supported by a single coexistence
element. This compatibility reduces complexity and cost for operators deploy-
ing multi-service networks [8].

From a spectral perspective, coexistence requires careful wavelength allocation
and management to mitigate interference, including second-order effects such
as out-of-band crosstalk. Wavelength allocation bands for each technology high-
light the importance of precise planning in shared fiber environments. Additionally,
initial design choices, such as the selection of narrow or reduced upstream op-
tions for GPON, can significantly influence subsequent coexistence capabilities.

VHSP systems must incorporate flexible coexistence strategies to enable si-
multaneous operation with legacy and next-generation PON technologies. This
approach ensures service continuity, minimizes operational disruption, and sup-
ports incremental upgrades aligned with market and technology evolution.

Candidate technologies for VHSP

Multi-access PON with direct detection
technologies

Direct Detection (DD) has historically been the predominant method for opti-
cal signal detection in filoer communication systems, particularly before 2010. DD
operates by converting optical intensity variations directly into electrical signals
at the receiver, without requiring phase or frequency recovery. This simplicity has
made DD-based systems highly cost-effective, balancing performance and im-
plementation ease. Consequently, DD remains widely deployed for intra—data
center interconnects and continues to underpin all generations of commercial
PON, including 50G-PON.

Within the DD paradigm, IMDD is the most prevalent modulation approach. IMDD
encodes information by varying the optical intensity at the transmitter and em-
ploys direct detection at the receiver. Its advantages, such as straightforward ar-
chitecture, low cost, and minimal processing complexity, have driven its adoption
across multiple PON generations.

Overview of NRZ-OOK and PAM4

Historically, Non-Return-to-Zero On-Off Keying (NRZ-OOK) has been the prima-
ry modulation format in IMDD-based systems. NRZ-OOK offers simplicity and ro-
bust receiver sensitivity, making it well-suited for PON deployments. However, as
capacity demands have grown, the data center market has increasingly adopted
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Pulse Amplitude Modulation with four levels (PAM4) to achieve higher bit rates
without requiring proportionally higher component bandwidth. PAM4 reduces
signal bandwidth requirements and improves dispersion tolerance compared to
NRZ-OOK at equivalent bit rates, enabling its widespread use in Ethernet stand-
ards up to 400G and beyond [8].

Despite these advantages, PAM4 faces significant challenges in PON environments.
Its lower signal-to-noise ratio (SNR) tolerance, sensitivity to multipath interference
(MPI), and stringent linearity requirements result in substantial receiver sensitivi-
ty penalties. Theoretical modulation penalties for PAM4 relative to NRZ-OOK are
approximately 4.8 dB, with practical implementation penalties adding several ad-
ditional decibels. For example, a 240 Gb/s (120 GBd) PAM4 IMDD Time Division
Multiplexing (TDM) PON receiver may exhibit a sensitivity deficit of ~7 dB com-
pared to an NRZ-OCOK receiver at the same symbol rate. Even at 60 GBd, PAM4
incurs a penalty of ~4 dB, comprising modulation complexity and non-DSP com-
pensated impairments. These penalties pose significant challenges for achieving

NRZ-OOK continues , N ‘
the high-power budgets required in PON systems, often exceeding 32 dB [8].

to lead as the
modulation choice  Given these constraints, NRZ-OOK remains the preferred modulation format for
for VHSP systems  VHSP systems targeting capacities beyond 50 Gb/s per wavelength. While PAM4
above 50 Gb/s per  and other higher-order schemes may offer future opportunities, their adoption
wavelength  will depend on advances in DSP, component linearity, and MPI mitigation [9].

Overview of Optical Duobinary (ODB)

ODB represents another IMDD-compatible modu-
lation format designed to enhance dispersion tol-
erance. ODB introduces a controlled phase shift
of 180° between consecutive “one” bits surround-
ing a “zero” bit, mitigating inter-symbol interference
caused by chromatic dispersion [9]. This approach
reduces signal bandwidth and can be implement-
ed using a low-pass or delay-and-add filter at the
transmitter, followed by a Mach-Zehnder Modulator
(MZM). ODB can be received using direct detection,
offering a potential pathway for extending IMDD
performance in VHSP systems.

Overview of Digital Chromatic Dispersion
Pre-Compensation (DCPC)

DCPC is a transmitter-side technique designed to
mitigate chromatic dispersion (CD) in optical fiber
links. DCPC employs DSP at the transmitter to gen-
erate a complex optical launch signal whose proper-
ties are the inverse of those induced by accumulated
CD in the fiber [7]. After linear propagation, the sig-
nal arrives at the receiver largely undistorted, requir-
ing only approximate knowledge of the fiber length.
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However, in the nonlinear regime, self-phase modulation (SPM) introduc-
es penalties that degrade DCPC performance, particularly at higher CD values.
Consequently, operation near the fiber’s zero-dispersion wavelength is preferred
to minimize these effects [8].

The DCPC scheme uses DSP-based finite impulse response (FIR) filters to drive
an 1Q modulator, although other modulators, such as MZM, may be considered.
At the receiver, detection occurs via a conventional photodetector, similar to
IMDD PON systems. To achieve VHSP capacities, DCPC PON could employ two
wavelength channels operating at approximately 120 GBd. A key characteristic of
DCPC is its optimization for a specific accumulated CD value, determined by FIR
filter coefficients. Deviations from this optimized value introduce path penalties,
necessitating multiple coefficient sets to cover the full CD range.

Overview of Single Sideband (SSB)

SSB modulation is an attractive candidate for VHSP systems due to its abili-
ty to improve transmission performance by reducing the optical spectral width
by approximately 50% compared to conventional intensity modulation formats
[9]. This spectral efficiency enhancement mitigates dispersion-induced fading,
which typically constrains IMDD chromatic dispersion tolerance at the high baud
rates required for VHSP.

A practical method for generating SSB signals involves the use of an IQ modu-
lator driven by an appropriately conditioned signal. In a typical implementation,
the in-phase (1) input receives an NRZ drive signal, while the quadrature (Q) input
is driven by the same NRZ signal after undergoing a Hilbert transform. Alternative
modulators, such as MZMs, may also be considered. At the receiver, detection
is performed using a standard photodetector, similar to IMDD PON systems [8].

Multi-access PON with coherent technologies

Coherent detection represents a transformative approach for achieving the
key objectives of VHSP systems, including ultra-high capacity, extended link
budgets, and enhanced operational flexibility. Techniques such as time-division
multiplexing (TDM), time-division multiple access (TDMA), frequency division
multiplexing (FDM), frequency division multiple access (FDMA), and digital sub-
carrier multiplexing (DSCM) can be combined with coherent detection to enable
scalable multi-access architectures. Both single-carrier and subcarrier-based
coherent PON implementations are under consideration for next-generation
deployments [10], [11], [12].

Overview of Coherent PON

Unlike direct detection, coherent detection reconstructs the full optical field of
the transmitted signal, including amplitude, phase, and polarization. This capabil-
ity allows the use of advanced modulation formats, where information is encod-
ed across the | and Q components of the carrier and both polarization states.

VHSP Technology Assessment: IMDD vs. Coherent PON
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Figure 1illustrates the architecture of a typical coherent transmission system [8],
[13]. Key transceiver elements include:

+ Dual-polarization 1Q modulator (DP-IQM): modulates an optical carrier
across four dimensions of light (I/Q for X and Y polarizations).

+ Local Oscillator (LO): provides the carrier wave for coherent mixing; wave-
length alignment with the received signal is critical.

- Integrated Coherent Receiver (ICR): combines the received signal and
LO in a 90° optical hybrid, converting outputs into electrical signals via bal-
anced photodetectors (BPD).

- DSP blocks with Analog-to-Digital Converter/Digital-to-Analog
Converter (ADC/DAC): generate advanced modulation formats at the
transmitter and perform dispersion compensation, timing recovery, and
other functions at the receiver.

- Amplifiers and TIAs: provide initial amplification of electrical signals.

Coherent detection offers significant advantages over IMDD in terms of spec-
tral efficiency, dispersion tolerance, and receiver sensitivity. Experimental results
suggest sensitivity gains of up to 10 dB compared to IMDD under full-coherent
reception assumptions [14], [15], [16], [17]. Furthermore, coherent systems can com-
pensate for impairments such as chromatic dispersion and polarization-mode
dispersion (PolMD), enabling operation in the C-band for extended reach and
higher link budgets compared to IMDD systems typically confined to the O-band.

Market trends and standardization

Coherent technology, traditionally deployed in core and metro networks since
2010 for 100 Gb/s and beyond, is now penetrating short-reach applications,
such as Data Center Interconnect (DCI). Industry initiatives by the Optical
Internetworking Forum (OIF) and the Institute of Electrical and Electronics
Engineers (IEEE) have accelerated this trend, introducing interoperable plugga-
ble modules for coherent interfaces: OIF 400ZR (2020), OIF 800ZR and 800LR
(2024-2025), and IEEE 802.3dj B40OG projects [8], [10], [11], [12].

VHSP Technology Assessment: IMDD vs. Coherent PON



Table 2: Status of
coherent standards as

Table 2 summarizes the status of coherent standards as of August 2025, high-
lighting baud rates, modulation formats, and Forward Error Correction (FEC)
schemes. These developments indicate a clear trajectory toward cost reduction
and broader adoption of coherent transceivers, with OIF already initiating work on

of August 2025

Item

800G LRI

8OO0LR

800G ERI

800ZR

400ZR/ER

16T coherent optics for DCl and metro applications, targeting completion by 2027.

IOOGBASE-ZR

Maximum
Reach (km)

10

40

80

80/40

80

Operating
frequency

O band

O band

C band

C band

C band

C band

Baud rate
(GBd)

1236

1236

n8.2

~60

279525

Format

16QAM

16QAM

16QAM

16QAM

DP-DQPSK

FEC

KR4 Physical-
coding-
sublayer FEC
(KP4)

KP4

Open FEC
(OFEC)

OFEC

CFEC

Staircase
FEC

(SC-FEC)
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DSP-lite solutions for cost-effective and power-efficient
Coherent PON

The main challenge associated with the adoption of coherent communications for
next-generation PON lies on the high-complexity of traditional DSP algorithms/
subsystems that are required to enable the successful modulation and decod-
ing of upstream and downstream information [18].

Aiming to circumvent that challenge, several recent proposals have been put
forward, targeting the development and validation of a DSP-lite solution that
might enable a cost-effective and power-efficient coherent PON [19], [20]. One
potential technical approach that has recently gained traction is the adoption of
a single-polarization coherent transmission paradigm, which enables relaxation
of the hardware requirements at the ONU, while also simplifying the DSP stack
[20]. Such an approach is depicted in more detail in Figure 2, which highlights
both the upstream and downstream use cases.

From the inspection of Figure 2, the main advantages of this single-polarization
coherent PON architecture become apparent, including the following factors:

« At the ONU side, a simplified hardware architecture can be employed, us-
ing a single-polarization receiver and single-polarization IQ modulator, which
roughly reduces the required number of hardware components by half. This
is expected to also translate into similar advantages in terms of power con-
sumption, footprint, and cost of the ONU terminal.
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Figure 2: Architecture
of a simplified coherent
PON system supporting

single-polarization
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+ At the OLT, a traditional dual-polarization coherent transceiver architecture is
still employed, leveraging the maturity of this technology and its wide availa-
bility in the market. Given that the cost and power consumption at the OLT is
significantly less critical than that of the ONU, the use of full dual-polarization
transmission/reception can be accommodated without major implications on
the power/cost efficiency of the whole PON system.

+ By employing single-polarization transmission/detection, the DSP complexi-
ty at the ONU side can also be significantly reduced.

+ To generate the transmitted signal, typical FEC encoding is first applied
according to the selected coding scheme, followed by symbol mapping
— using Quadrature Amplitude Modulation (QAM) formats, typically limit-
ed to Quadrature Phase Shift Keying (QPSK) signaling — and pulse shap-
ing (optional or simplified pulse shaping to reduce complexity) is required;

+ To detect and decode the received signal, the DSP stack includes a dig-
ital resampling stage (optional, depending on the ADC configuration),
chromatic dispersion compensation (also optional, depending on the link
length and operating baud-rate), timing recovery (mandatory, but similar
to what is typically needed for IMDD systems), carrier recovery (to com-
pensate for the frequency and phase deviation between transmitter and
local oscillator lasers), Alamouti decoding (required to retrieve the single-
polarization information from the transmitted dual-polarization signal),
symbol demapping (required to retrieve the transmitted symbols of the
utilized QAM format) and FEC decoding (matched with the utilized en-
coding option).

VHSP Technology Assessment: IMDD vs. Coherent PON



+ At the OLT side, standard dual-polarization coherent DSP can be employed,
with two key additional subsystems:

« An Alamouti encoder at the transmitter side to enable the single-
polarization decoding at the ONU;

+ A multiple-input single-output (MISO) equalizer at the receiver, to re-
trieve the transmitted single-polarization signal generated by the ONU
from the dual-polarization receiver at the OLT.

Although this single-polarization coherent PON architecture provides a promis-
ing starting point for the development of a commercially competitive solution,
there are still important challenges that must be tackled within the next couple
of years, including the following key factors:

+ Devise novel architectural solutions that can reuse the transmitter laser
at the ONU as a local oscillator, thereby halving the number of active la-
ser sources, consequently reducing power consumption, footprint, and cost
[21]. However, this requires an efficient management of upstream and down-
stream traffic with very tightly packed channels. It might also be a potential
opportunity to explore digital multicarrier solutions [22].

« Introduce optical polarization control into the ONU terminal, thereby avoid-
ing the need for Alamouti encoding/decoding, which can greatly simplify
the DSP stack. On the other hand, this required the introduction of efficient
PIC-level solutions to track and control the signal polarization, simultaneous-
ly representing an important opportunity for novel disruptive developments,

as well as a significant technical challenge.
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Multi-access PON based on
IMDD-Coherent Hybrid PON

Overview of IMDD-Coherent Hybrid PON

IMDD-Coherent Hybrid PON combines IMDD and coherent technologies in dif-
ferent transmission directions to achieve VHSP capacity beyond 50 Gb/s. One
configuration uses IMDD for upstream and coherent detection for downstream,
enabling high downstream bandwidth and improved chromatic dispersion tol-
erance through DSP-based compensation. Conversely, another configuration
applies IMDD for downstream and coherent detection for upstream, requiring
careful design to maintain the link budget and transmission distance. These hy-
brid approaches leverage asymmetrical rates, zero-dispersion wavelengths, and
advanced modulation schemes to balance cost, complexity, and performance [8].

Transmitter options include Directly Modulated Laser (DML), Electro Absorption
Modulated Laser (EML) with Semiconductor Optical Amplifier (SOA), dual-drive
EML, Single Polarization Mach-Zehnder (SP-MZ) modulator with SOA, SP-1Q
MZ modulator with SOA, and DP-IQ MZ modulator with SOA. Receiver options
range from direct detection with DSP to simplified coherent receivers (polariza-
tion-insensitive heterodyne) and full coherent receivers. Each configuration of-
fers trade-offs in complexity, cost, and performance, with downstream coherent
schemes providing superior chromatic dispersion tolerance and upstream IMDD
requiring optimized design for sensitivity and reach.

Comparative Analysis

To evaluate the suitability of different VHSP archi-
tectures, a comparative analysis was conducted
across five critical dimensions: spectral efficiency,
reach, cost, complexity, and power consumption.
These parameters directly influence the scalability,
economic viability, and operational performance of
next-generation optical access networks.

« Spectral Efficiency reflects the ability to transmit
more data per unit of optical spectrum, whichis es-
sential for maximizing fiber capacity and support-
ing future service tiers (Bits per second per Hz).

+ Reach determines the maximum transmission
distance without regeneration, impacting de-
ployment in rural and metropolitan environments.

« Cost encompasses both capital expenditure
(CAPEX) and operational expenditure (OPEX), includ-
ing transceiver complexity and ecosystem maturity.

VHSP Technology Assessment: IMDD vs. Coherent PON



Table 3: Comparative
analysis: IMDD vs.
Coherent vs. Hybrid PON

« Complexity relates to hardware sophistication and DSP requirements, influ-
encing integration and maintenance challenges.

« Power Consumption is increasingly critical for sustainable network design,
as higher processing demands can significantly increase energy usage.

Low — Limited to OOK/

High — Advanced formats

Table 3 summarizes the relative performance of IMDD PON, Coherent PON, and
IMDD-Coherent Hybrid PON across these dimensions, based on the technical
characteristics and deployment considerations discussed in previous sections.

Moderate to High —

Consumption

efficient for large-scale
deployments.

Spectral PAM4 (1-2 bits/symbol). (QPSK, 16QAM) enable Coherent in one direction
Efficiency Requires multiple 4-8 bits/symbol. Supports | boosts efficiency; IMDD limits
wavelengths for scaling. dense wavelength packing. | overall gain.

Short to Medium — 4 Intermedlatg — Coherent
Tyoically 20-40 ki Long — >60 km feasible downstream improves
Reach Yp \/ . g with DSP-based CD and reach; IMDD upstream may
dispersion limits at high A A A :
PoIMD compensation. require zero-dispersion
baud rates.
wavelengths.
Low — Mature ecosvsiem High — Requires LO lasers, | Medium — Adds complexity
. 4 - v ' high-speed ADC/DAC, DSP | on one side; ONU cost can
Cost simple optics, minimal DSP. A A 4 :
. ASICs. Cost trending down | remain low if IMDD retained
Ideal for cost-sensitive FTTH. |
with pluggables. downstream.
High — Full DSP stack Medium — lexit
. Low — Simple Tx/Rx, minimal '§ i AU S ° ?C ' edium — Complexity
Complexity DSP polarization diversity, phase | concentrated at OLT, ONUs
' recovery. can remain simple.
Medium — Coh t DSP
Low — No heavy DSP; High — DSP and coherent edFum QO efe” °
Power only in one direction; better

optics increase power draw
significantly.

than full coherent but
higher than IMDD

Hybrid PON delivers

a practical balance:
coherent detection for
critical performance,
IMDD for cost-
sensitive paths
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cost-sensitive directions (e.g, upstream).

As key Insights, IMDD remains attractive for cost-sensitive, short-reach deploy-
ments but struggles with scalability and dispersion at >50 Gb/s. Coherent PON
delivers unmatched performance in spectral efficiency and reach, enabling op-
eration in C-band and advanced modulation formats, but at higher cost and
power. Hybrid PON offers a pragmatic compromise: leveraging coherent de-
tection where performance is critical (e.g, downstream) while retaining IMDD for

In terms of Spectral Efficiency, IMDD systems typically employ simple modula-
tion formats such as OOK or PAM4, which offer limited spectral efficiency (up
to 2 bits/symbol for PAM4). This constraint becomes critical as operators seek

to maximize fiber capacity. Coherent PON, on the other hand, leverages ad-
vanced modulation schemes like QPSK and 16QAM, achieving significantly higher
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spectral efficiency (up to 4—8 bits/symbol). This enables better utilization of
available spectrum and supports higher aggregate throughput.

Regarding the maximum transmission distance, IMDD is inherently dispersion-
limited. Without complex compensation techniques, its reach is typically con-
strained to 20-40 km for high-speed links. Coherent systems incorporate
DSP-based impairment mitigation, allowing for extended reach beyond 60 km,
even under challenging conditions. This makes coherent PON attractive for rural
deployments and scenarios requiring long feeder segments.

IMDD benefits from mature, low-cost optics and minimal DSP requirements,
making it ideal for cost-sensitive residential deployments.

Conversely, coherent PON introduces complexity through local oscillator la-
sers, high-speed ADC/DAC, and DSP blocks. These components increase the
bill of materials and operational complexity, though integration trends (e.g, sili-
con photonics) are expected to reduce costs over time. IMDD systems consume
less power due to their simplicity and absence of heavy DSP.

Coherent systems, while offering superior performance, demand significant
processing power for DSP and cooling, impacting operational expenses and
sustainability goals.

Discussion

The choice between IMDD and coherent PON is not binary, but rather depends
on operator priorities. IMDD remains attractive for its low cost and simplicity,
while coherent PON is the clear winner for performance-critical applications.

Looking ahead, several developments and trends are expected to influence this
ongoing discussion:

- DSP integration and Application-Specific Integrated Circuit (ASIC) develop-
ment will reduce coherent complexity and power consumption.

« Silicon photonics and pluggable optics will drive down cost for coherent
network solutions.

+ Standardization efforts will shape ecosystem readiness.
At present, a number of challenges remain to be addressed:
+ Balancing CAPEX and OPEX in large-scale deployments.

+ Ensuring interoperability and backward compatibility with existing PON
worldwide infrastructure.

Conclusion

This paper presented a comprehensive assessment of VHSP technologies,
comparing IMDD and coherent PON across key dimensions. IMDD offers sim-
plicity and cost-effectiveness, making it suitable for mass-market FTTH de-
ployments. Coherent PON, while more complex and costly, delivers unmatched
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performance in terms of reach and spectral efficiency, positioning it as the tech-
nology of choice for premium and long-reach applications.

Operators should adopt a scenario-based approach, leveraging IMDD for
cost-sensitive segments and coherent PON for high-capacity, performance-
critical use cases. Future innovations in DSP and photonic integration will
further influence this balance, paving the way for scalable, energy-efficient
VHSP networks.

This work was funded by Projeto Albatroz (Projeto: 01775, P2023, Aviso
MPr-2023-11 - I&D Empresarial — RCI). The authors acknowledge the sup-
port of all institutions and individuals who contributed to this article.
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Securing Today
Against Tomorrow'’s
Quantum Threats

As quantum computers evolve, they will be used to break today's public-key
cryptography.Itis a matter of when, not if, it will happen. There is also enough ev-
idence of “Harvest Now, Decrypt Later” (HNDL) attacks, mostly by nation-states,
to make this a problem for today, not just for an undetermined date in the future
when quantum computers are powerful enough.

Quantum cryptography, such as Quantum Key Distribution (QKD), utilizes quan-
tum principles to address this problem, but these solutions are still too imma-
ture and expensive for widespread deployment. The immediate response lies
in adopting Post-Quantum Cryptography (PQC), new “classical” algorithms and
protocols that can provably withstand the assault of quantum computers.

Given this sense of urgency, various regional (and not necessarily aligned) organiza-
tions are setting objective targets and defining plans for transformation. But what are
the tools that a systems architect or a developer can pick today to be "Quantum-
safe” or “Quantum-resistant”? And what is the actual value of these labels?

This article dives into the possibilities at hand and those being studied to keep
communications secure in a post-quantum world and their application to differ-
ent scenarios. It also discusses the role that telecommunications platforms can
or soon will have to play in this context.
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Introduction

The digital infrastructure that supports modern society, from banking systems and
healthcare records to national defense and global communications, relies heav-
ily on cryptographic protocols that were designed before quantum computing
was a practical concern. These protocols, particularly those based on asymmet-
ric cryptography like Rivest—Shamir—Adleman (RSA) [1] and ECC (Elliptic Curve
Cryptography) [2], [3], have long been considered secure due to the computation-
al difficulty of problems like integer factorization and discrete logarithms. However,
the emergence of quantum computing threatens to undermine this foundation.

Quantum computing represents a radical shift in computational capability. Unlike
classical computers, which process information in binary bits (Os and 1s), quan-
tum computers use quantum bits, or “qubits” [4], [5]. Figure Tillustrates this dis-
tinction, showing a representation of classical bits and quantum bits.

Figure 1: Classical
Bit and Quantum Bit - quantum bit “qubit”
representation [6] '

SUPERPOSITION

Thanks to the principle of superposition [7], a qubit can exist in a combination
of the states |0) and [1) at the same time, allowing it to represent and process
far more information than a classical bit. Qubits can also exhibit entanglement, a
phenomenon in which the state of one qubit becomes intrinsically linked to the
state of another, enabling powerful correlations that classical systems cannot
replicate. Together, these properties allow quantum computers to perform cer-
tain calculations exponentially faster than their classical counterparts, particu-
larly the computationally difficult problems that underpin modern cryptography.
Shor's algorithm [8], for example, demonstrates that a sufficiently powerful quan-
tum computer could efficiently break RSA and ECC, compromising the confi-
dentiality of today’s secure communications.

While such machines are not yet widely available, the trajectory of research and
investment, driven by nation-states and technology leaders, suggests that their
arrival is a matter of when, not if. This forthcoming milestone, in which a quantum
computer can break modern cryptography, is often referred to as the “Q-Day” or
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“Year to Quantum” (Y2Q). While the exact date remains uncertain, some sources
estimate it could occur in as little as five years [9], [10]. Security agencies are es-
tablishing tight timelines for transitioning to quantum-resistant cryptography [11],
[12], [13], with milestones between 2025 and 2035.

The urgency for this transition is not just theoretical: the race to quantum su-
premacy is now a geopolitical contest, with implications for national securi-
ty, economic competitiveness, and technological sovereignty. The international
response has been fragmented, with varying levels of investment, regulation,
and urgency across regions, as evidenced by the Post-Quantum Cryptography
Coalition’s International PQC Requirements analysis [14].

Intensifying the quantum threat is a practice known as “Harvest Now, Decrypt
Later” (HNDL) or “Store Now, Decrypt Later” (SNDL), in which adversaries, often
state-sponsored, intercept and store encrypted data today with the expecta-
tion of decrypting it once quantum capabilities mature [15]. Sensitive communi-
cations, intellectual property, and classified information are all potential targets,
particularly those with long-term strategic or economic value. This means that
current cryptographic standards can no longer guarantee long-term confidenti-
ality, i.e, data considered secure today may be compromised in the future, expos-
ing organizations and individuals to breaches long after the original interception.

Despite the growing awareness, the gap between recognition and action re-
mains striking: a 2024 Entrust study found that while 61% of organizations plan
to migrate to post-quantum cryptography within five years, only 41% are active-
ly preparing today [16]. On the public web, F5 Labs reports that just 86% of the
top one million most popular websites support hybrid PQC key exchange, with
adoption in critical sectors like banking as low as 2.9% [17].

Seeking to help close the gap between awareness and action, this article explores
the cryptographic responses to the quantum threat, the engineering challeng-
es of building quantum-resilient systems, the global landscape of PQC initiatives,
and the pivotal role of telecommunications platforms in securing the post-quan-
tum future. The approaches of Quantum Nova as a Security Solutions Provider
and of Altice Labs as a Communication Solutions Provider are also highlighted.

Cryptographic responses to the
quantum threat

With the quantum era rapidly approaching, the need for quantum-resilient cryp-
tographic systems has shifted from a theoretical concern to an operational ne-
cessity. The cybersecurity community is actively pursuing two broad avenues:
quantum cryptography, which uses quantum mechanics to perform various cryp-
tographic tasks, and PQC, which involves designing classical algorithms resistant
to quantum attacks.

Quantum cryptography offers elegant solutions like QKD, which leverages the
fact that any attempt to eavesdrop on a quantum channel disturbs the transmit-
ted qubits and can therefore be detected. However, its practical deployment re-
mains limited due to high cost, complexity, and infrastructure requirements [18].
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PQC, on the other hand, presents a more immedi-
ate and scalable path forward, with the American
National Institute of Standards and Technology
(NIST) Post-Quantum Cryptography standardization
process already delivering candidate algorithms for
global adoption [19]. Hence, PQC is generally ac-
cepted as the right approach to offer widely ap-
plicable and timely mechanisms for the immediate
transition to o quantum-ready world.

Nevertheless, transitioning to quantum-resilient
cryptographic systems demands careful and stra-
tegic planning. To prepare effectively for the
post-quantum era, organizations must first iden-
tify which of their digital assets are most vulnera-
ble to quantum attacks and prioritize remediation
accordingly. This begins with a comprehensive
cryptographic inventory, mapping where and how
encryption is used across systems, networks, and
data stores. Assets should then be classified by
sensitivity, exposure, and required confidentiali-
ty lifespan, with particular attention to long-lived
data that could be targeted under an HNDL strat-
egy. By combining this classification with an as-
sessment of cryptographic agility, organizations
can develop a phased migration plan that ad-
dresses the highest-risk areas first [20], [21].

Engineering quantum-resilient systems

The emergence of quantum computing represents both a technological leap
and a pressing security challenge. While the potential of quantum computing
to solve complex problems is immense, its ability to break widely used cryp-
tographic primitives poses an existential risk to digital security. Engineering
Quantum-Resilient Systems requires more than just adopting new cryptograph-
ic algorithms. It demands a holistic approach that spans architecture, software
engineering practices, system design, and cross-industry collaboration.

Post-Quantum Algorithms: PQC represents the first line of defense in the tran-
sition to quantum resilience. NIST has been leading the standardization process,
with algorithms such as CRYSTALS-Kyber (for key encapsulation) and CRYSTALS-
Dilithium (for digital signatures) emerging as frontrunners. Other approaches,
like Falcon and SPHINCS+, address different trade-offs in efficiency and se-
curity. These algorithms rely on mathematical problems believed to be resist-
ant to quantum attacks, such as lattice-based, hash-based, code-based, and
multivariate polynomial problems. Their adoption will provide the cryptograph-
ic foundation for future systems, but widespread implementation requires care-
ful consideration of performance and interoperability.
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After many years in testing, on August 13, 2024, Crystals-Kyber, Crystals-Dilithium,
and Sphincs+were announced by NIST as Federal Information Processing Standards
(FIPS) and became ML-KEM, ML-DSA, and SLH-DSA, respectively [22].

Hybrid Approaches: Given the uncertainty surrounding the maturity of PQC al-
gorithms, many organizations are deploying hybrid cryptographic schemes. These
combine traditional algorithms such as RSA or ECC with PQC counterparts, ensuring
backward compatibility and defense-in-depth. For example, a hybrid TLS handshake
may include both an elliptic-curve Diffie—Hellman exchange and a lattice-based key
exchange, protecting against both classical and quantum adversaries.

This incremental approach allows systems to adopt PQC gradually, without forcing
an immediate and risky “rip and replace” of existing cryptographic infrastructure.
The hybrid approach is a great option for the transition. Conventional algorithms
are “time-proven” and work well for current cyberthreats, while PQC algorithms
are recent, meaning they could have unknown pitfalls yet to be discovered. The
combination of both allows for PQC algorithms to mature in a safe environment.

Performance Trade-offs: Quantum-safe algorithms often introduce higher com-
putational and memory costs compared to their classical predecessors. Lattice-
based schemes, for instance, may require larger key sizes and longer handshake
times, impacting real-time systems such as mobile applications or loT devic-
es. System architects must evaluate latency, throughput, and power consumption
implications before deployment. For example, in high-frequency trading environ-
ments, even microsecond delays can be unacceptable. Engineering resilient sys-
tems, therefore, requires benchmarking across hardware, networks, and application
layers to strike a balance between security strength and performance efficiency.

Cryptographic Agility and Modular Design: One of the most critical engineer-
ing practices is building cryptographic agility into systems. This means design-
ing applications, libraries, and protocols such that cryptographic algorithms can
be swapped out without major reengineering. Modular cryptographic frameworks,
abstraction layers, and algorithm negotiation protocols are key in keeping an ag-
ile architecture. Standards such as TLS 1.3 already incorporate mechanisms for ci-
pher suite negotiation, but many legacy protocols and custom implementations
do not. Without agility, organizations risk being locked into obsolete algorithms or
facing expensive and disruptive upgrades when new PQC standards evolve.

Integration with Legacy Systems: Enterprises today run on decades of accu-
mulated infrastructure: legacy databases, mainframes, industrial control systems,
and embedded devices. Engineering quantum-resilient solutions requires seam-
less integration with these environments. Not all legacy systems can be directly
upgraded; some may require cryptographic gateways, wrappers, or middleware to
enable secure communication with quantum-safe components. Migration strate-
gies must prioritize critical systems (e.g, those handling sensitive financial transac-
tions or classified government data) while ensuring business continuity. Backward
compatibility and phased rollouts are essential to minimize operational risk. If a sys-
tem is too dependent on years of patched infrastructure, or is looking to migrate to
a quantum safe environment with ease, a good approach is to have a parallel solu-
tion to the system that may gap critical communications from quantum attacks,
even if they are just HNDL. Solutions that aid in this transition can be found in com-
panies such as QuantumNova [23]. The company’s main goal is to help companies
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with whatever infrastructure, be it legacy or state of the art, prepare for this growing
quantum world. Providing an adaptable software solution, QuantumNova can, with
minimal setup, evolve a company's network to be guantum safe.

Hardware Acceleration and Optimization: The performance overhead of PQC
can be mitigated by hardware acceleration. Chipmakers and vendors are begin-
ning to explore quantum-safe cryptography at the hardware level. For example,
Intel and ARM are experimenting with instruction set extensions that accelerate
lattice-based operations. Similarly, Field-Programmable Gate Arrays (FPGA) and
Graphics Processing Units (GPU) can be used to offload computationally expen-
sive cryptographic primitives. Cloud providers may offer hardware-optimized
PQC as a service, ensuring that developers can deploy secure systems without
sacrificing performance. Hardware-software co-design will play a critical role in
scaling PQC across consumer devices, data centers, and edge environments.

Developer Tooling — PQC Libraries and Software Development Kits (SDK):
Developers today have access to an expanding ecosystem of open-source and
commercial PQC libraries:

+ Open Quantum Safe (OQS) and its C library libogs provide reference im-
plementations of candidate PQC algorithms, along with integrations for
Transport Layer Security (TLS), Secure Shell (SSH), and Virtual Private Network
(VPN) protocols [24].

+ Bouncy Castle PQC extends the popular cryptographic library to include
post-quantum primitives, making it accessible to Java developers [25].

+ Other toolkits, such as Microsoft's PQCrypto-VPN or Google's CECPQ2
experiments in Chrome, demonstrate how PQC can be tested in real-
world applications.

These libraries accelerate experimentation and deployment, enabling develop-
ers to build quantum-resilient applications today, even before final standards are
fully ratified.

Maijor Players: The push toward quantum resilience involves industry, academia,
and governments. Internet giant Cloudflare supports and privileges PQC con-
nections in (human) HTTPS traffic, with currently around 50% of the traffic to
use an ECC+PQC connections [26]; IBM has a leading role in quantum com-
puting hardware, but is also heavily engaged in developing PQC standards and
integration within enterprise systems; Google has conducted early PQC experi-
ments in Chrome (e.g, CECPQI/CECPQ2) and continues to research hybrid and
quantum-safe communication protocols; Microsoft offers PQC support in Azure
and contributes to open-source PQC libraries; large Cloud providers like AWS,
Oracle and Alibaba Cloud are exploring quantum-safe encryption in their plat-
forms to protect customer workloads. These players are shaping both the algo-
rithms and deployment models that enterprises will rely on.

Case Studies and Real-World Applications: Around the world, (i) Government
and Defense agencies in the U.S, EU, and Asia are prioritizing quantum resilience
for classified communications and critical infrastructure. The NSA's Commercial
National Security Algorithm Suite 20 (CNSA 20) mandates a transition to PQC
within the next decade; (i) Banks, payment providers, and other financial ser-
vices face risks from HNDL attacks. Institutions like Mastercard and JPMorgan
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are piloting PQC in secure messaging and transaction channels; (iii) Cloud
and Enterprise Platforms are integrating PQC into VPNs, identity manage-
ment systems, and API gateways; (iv) Consumer Applications are also onboard.
Messaging platforms such as Signal and iMessage are exploring PQC-enabled
end-to-end encryption, ensuring long-term confidentiality of personal commu-
nications. These consumer-facing deployments will likely drive public awareness
and adoption of quantum-safe solutions. More specific Telco business Use Cases
can be found ahead, under “Telecommunications in the post-quantum era”.

Compliance, Testing & Validation efforts: National compliance frameworks (e.g,
US. CNSA 20, EU guidelines) are starting to appear to push PQC adoption [27].
Interoperability testing (e.g, IETF hackathons, NIST SP 1800-38C draft) highlights
practical issues like certificate size, hybrid compatibility, and software support [28].
Tools such as pkilint assist in validating PQC certificate implementations [29].

Interoperability & Fragmentation Risks: Divergent national preferences and
asynchronous adoption schedules risk creating incompatibilities [30]. Also, leg-
acy devices and bandwidth-constrained systems may struggle with larger PQC
key sizes, despite the effort to keep PQC processes compatible with those kinds
of devices [3]1.

Overall, cryptographic agility (the ability to update algorithms seamlessly) is be-
coming a key design principle [32].

Global landscape of PQC initiatives

As the quantum threat looms, governments, regional alliances, and internation-
al organizations are defining strategies to enable a smooth and secure transition
to PQC. The following list provides an overview of current efforts and challeng-
es to achieve this goal.

National & Regional Initiatives

In the USA, after a multi-year process, NIST released the first three PQC stand-
ards (FIPS 203, 204, 205) in August 2024 [33], and Congress issued the Quantum
Computing Cybersecurity Preparedness Act, which mandates federal agencies
to inventory quantum-vulnerable systems and prepare migration plans [34]. The
Office of Management and Budget of the White House estimates ~$71B will be re-
quired between 2025-2035 for PQC migration across U.S. federal systems [35].

Around the world, many countries’ governments have issued loosely aligned
guidelines and roadmaps for this transition (Canada, UK, Japan, Australia, and
others) [36], [37].

The European Union has agreed to a Coordinated Roadmap (2025), where the EU
Member States commit to harmonized migration milestones [11]. This roadmap
categorizes use cases by their level of quantumrisk. In short, systems that require
long-term confidentiality (10+ years) or where a breach would have a severe im-
pact are considered high-risk. Use cases with significant confidentiality needs or
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long transition timelines (over 8 years) fall into the medium- to high-risk category.
By contrast, applications with limited confidentiality requirements and shorter
migration paths are treated as low-risk. Figure 2 illustrates how these categories
guide prioritization in the EU's transition strategy.

3112.2026 3112.2030 3112.2035
) T Vi
A p— p—

At least the First Steps
have been implemented
by all Member States.

Initial national PQC
transition roadmaps
have been established
by all Member States.

PQC transition planning

and pilots for high- and

medium-risk use cases
have been initiated.

First Steps

+ |dentify and involve
stakeholders.

+ Support mature
cryptographic asset
management.

+ Create dependency maps.

+ Perform quantumn risk
analysis.

+ Include the supply chain.

» Create a national
awareness and
communication program.

+ Share knowledge and get
involved with the NIS CG
work stream on PQC.

+ Develop a timeline and an
implementation plan.

The Next Steps have been
implemented by all
Member States.

The PQC transition for
high-risk use cases has
been completed.

PQC transition planning and
pilots for medium-risk use

cases have been completed.

Quantum-safe software and
firmware upgrades are
enabled by default.

Next Steps

+ Support cryptographic
agility and a quantum-safe
upgrade path.

+ Allocate resources for the
transition.

+ Adapt certification schemes.

+ Evolve the rules.

+ Look for opportunities
within the ecosystem.

+ Considering transversal
activities throughout the
creation and
implementation of the
roadmap.

+ Implement pilot use cases
and contribute to testing
centres.

The PQC transition for
medium-risk use cases
has been completed.

The PQC transition for
low-risk use cases has
been completed as
much as feasible.

International Organizations & Industry Coalitions

Besides national and regional authorities, various organizations lead the transi-
tion in different aspects: the Post-Quantum Cryptography Alliance (PQCA), Linux
Foundation initiative that publishes migration roadmaps, develops open tools, and
fosters collaboration among industry and government [38]; the World Economic
Forum (WEF) engages governments, academia, and businesses in building gov-
ernance frameworks for PQC adoption [39]; Standards Bodies like the Internet
Engineering Task Force (IETF), European Telecommunications Standards Institute
(ETSI), and others, are developing hybrid and composite schemes, migration guides,
and interoperability testing for PQC in protocols like TLS and X.509 [40], [41], [42].

This landscape shows a clear global momentum: PQC standards are finalized,
national deadlines are set, and interoperability challenges are being actively ad-
dressed. Yet the success of this transition will depend on coordinated action,
cryptographic agility, and timely compliance testing.
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Telecommunications in the
post-quantum era

In the race toward a  As central players in the information transfer ecosystem, telecom companies are
post-quantum era,  under growing pressure to help shape a secure, post-quantum future. Besides
telecom companies  having to meet the same challenges as other critical organizations, they man-
must lead the  age a highly regulated, standards-based business. Regulators, standards bodies
charge in securing  (NIST, 3GPP, ETS|, IETF), and industry organizations such as the GSM Association
communication  (GSMA) are cooperating to set up the basis for the transition.

Particularly relevant is the GSMA Taskforce on PQC [43], which started back in
2022 and now joins together more than 50 vendors and 20 operators. It involves
a comprehensive approach by (1) identifying Use Cases, both for operators’ inter-
nal resources and for customer-facing services; (2) providing common guidelines
to the industry; and (3) collaborating with the Standards Definition Organizations,
like NIST, ETSI, IETF, and the 3 Generation Partnership Project (3GPP).

These Use Cases are important not only to operators, as they describe concrete
situations to be addressed, but also to solution providers, as they define require-
ments their products must meet, to guarantee a timely and rich supply chain,
providing the solutions that will feed the transition.

The next table shows an abbreviated list of these use cases [44]:

Table 1: List of PQC use

cases affecting 5/6G and

loT on a Telco context Protection of the interface between | Virtual private networkVPN servic-
base stations and security gateway es (VPN)

Network Operator Use-Case Customer impacting Use-Case

Software-Defined Wide Area Network

Virtualized network functions (SD-WAN) services

Cloud infrastructure Internet of Things (IoT) smart meters
SIM (physical) loT / Automotive

eSIM (remote provisioning) Lawful intercept

Devices and firmware update Privacy of customer data

Concealment of the subscriber pub-
lic identifier

Authentication and transport security
in cellular networks

Besides these general Use Cases, the GSMA has, to date, already issued specific
official documents on PQC in loT [45] and for 5G Roaming Use Case [46].

The GSMA highlights that the migration to PQC should be carefully prioritized
based on a combination of technical, operational, and strategic factors rather
than approached as a uniform transition across all systems. The goal is to ensure
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that the most critical assets and functions are protected first while maintaining
system stability and operational continuity.

According to the GSMA [44], several key aspects guide this prioritization:

System criticality — Systems whose compromise would lead to severe
consequences should be updated first.

Security properties — The sensitivity of data and the type of protection re-
quired matter. For example, confidentiality is crucial for data vulnerable to
HNDL attacks, while authenticity becomes paramount for long-term digital
signatures and legal documents.

Update complexity and timing — Some updates, such as firmware or au-
thentication mechanisms, may take longer and should be prioritized early to
ensure continuity.

System exposure — Public-facing or internet-connected systems are at high-
er risk and therefore should be prioritized ahead of internal or isolated systems.

Regulatory guidance — Recommendations from cybersecurity agencies
and regulators may also influence which systems transition first.

In summary, a risk-based, phased approach to PQC migration is advised, balanc-
ing urgency, feasibility, and regulatory compliance to achieve a secure and efficient
transition to quantum-resistant systems. Transitioning to post-quantum cryptog-
raphy must involve multiple stakeholders, from standards bodies to operators,
each contributing to a coordinated migration effort. The established international
roadmaps emphasize standardization, coordination, and phased implementation
to achieve a secure and smooth global migration to post-quantum cryptography
(albeit they are not absolutely aligned, which brings added complexity to interna-
tional/global service providers). The roadmap proposed by GSMA identifies the
following phases:

Standards Development: The process should begin with the establish-
ment of key PQC standards by organizations such as NIST and IETF, cover-
ing IPSec/TLS protocols, PKI systems, key exchange and hybrid mechanisms,
and MACsec/MKA frameworks.

National Guidelines: Next, national authorities issue guidelines, migration
recommendations, and regulations to ensure consistent and secure adop-
tion across sectors.

Vendor Implementation: Vendors then update their products to support
PQC, integrating new algorithms into VPNs, TLS stacks, cryptographic librar-
ies, PKI systems, and network security protocols.

Operator Deployment: Network operators proceed to deploy PQC-
enabled solutions, ensuring updated IPSec/TLS, PKI, MACsec, and digital sig-
nature algorithms are integrated into operational environments.

Proof of Concept (PoC): Integration and end-to-end testing phases validate
interoperability and performance across the ecosystem before full rollout.

Migration: Finally, systems are migrated to PQC, marking the transition to
quantum-resistant infrastructure.
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On the standards path for telecommunications, besides the already mentioned
role of NIST in standardizing PQC algorithms, The ITU-T is providing a glob-
al, overarching view; The European Telecom Standards Institute (ETSI) Cyber-
Security Committee hosts a Quantum Safe Cryptography workgroup [42], which
has been publishing Technical Reports and Specifications since 2017/, the 3GPP,
in Release 20, is introducing studies on PQC in mobile network specifications
for 5G-Advanced and 6G [47]; the IETF is standardizing the protocols that run
across the Internet (TLS, IPsec, SSH, etc.).

Altice Labs towards quantum readiness

Altice Labs has long recognized the transformative impact that quantum com-
puting will bring to the field of cybersecurity and has been actively preparing for
this new era. Aligned with the roadmap presented before and recognizing the
importance of trials and proof-of-concept implementations, it is currently em-
bracing a hybrid strategy: engaging in PQC initiatives while also closely following
developments in QKD.

1
’ 0
:
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In practice, Altice Labs’ work on PQC has focused on establishing partnerships
and conducting pilot trials with companies that specialize in quantum-safe
technologies, fostering hands-on experience and knowledge exchange. On
the QKD side, the company actively participates in several European and na-
tionally funded projects, both learning from and contributing to the advance-
ment of the field. These collaborations are built on the company’s established
expertise, most notably in Software Defined Networking (SDN), while also ex-
tending its contributions to new and complementary domains, helping to
drive the integration and practical application of QKD technologies into real-
world communication infrastructures and networks.

Altice Labs PQC pilot initiatives

A notable example of Altice Labs’ efforts in the post-quantum cryptography do-
mainwas a pilot project carried outinMay 2025, in collaboration with QuantumNova,
a company specializing in quantum-safe cybersecurity solutions. The pilot suc-
cessfully established a post-quantum VPN tunnel (QuantumNova Q-SP net-
work) between the private 5G network of the Altice Lalbbs campus and the internet,
demonstrating the feasibility of securing next-generation communications against
quantum-enabled threats. In the pilot, a point-to-point client-server connection
was established for a camera streaming within the private 5G network, via a com-
mercial off-the-shelf (COTS) 5G router (Teltonika RUTX50), secured through a tun-
nel that provided mutual authentication and confidentiality using post-quantum
cryptography methods, specifically Module-Lattice Key Encapsulation Mechanism
(ML-KEM) and Module-Lattice Digital Signature Algorithm (ML-DSA), which were
implemented within a VPN system based on OpenVPN (Figure 3).

PQC VPN tunnel (ML-KEM and ML-DSA)

VPN
Internet
Streaming =
Camera -
Q QuantumNova
=i QSP VPN
Server
PQC VPN tunnel
(ML-KEM and
ML-DSA)
5 -”‘-&i
VPN
°
H o e AR
- Remote
Teltonika User
RUTX 5G %
VPN client
Router ( '
(VPN client)

Altice Labs campus Internet
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The pilot setup showed that using the QS-P networks (which went through a lot
of iteration and initial research to build) to integrate PQC into an existing system
requires minimal effort, proving that the transition to quantum-safe solutions
can be smooth and practical, even taking advantage of already existing hard-
ware. The successful demonstration helped move the QuantumNova QS-P net-
work client product from TRL3 to TRLS.

Altice Labs QKD pilot initiatives

Besides PQC, Altice Labs is involved in Quantum Cryptography efforts, namely
on QKD. One notable initiative in the QKD domain where Altice Labs is actively in-
volved is the Portuguese Quantum Communications Infrastructure (PTQCI) pro-
ject [48], which builds on prior expertise from the DISCRETION project and forms
part of the broader EuroQCI initiative [49]. The project is establishing the first
segment of the Quantum Communication Infrastructure (QCI) in Portugal, con-
necting sovereign points in the Lisbon metropolitan area. PTQCI brings together
national stakeholders, including the National Security Authority (GNS — Gabinete
Nacional de Seguranca), the Portuguese government, telecom operators, indus-
try, and academia, to deploy an advanced quantum network that integrates with
existing communication infrastructures and prepares for future expansion across
mainland Portugal and the islands, as well as to Spain and the rest of Europe. In this
project, Altice Labs is designing, developing, and implementing the entire SDN ar-
chitecture and its components to support the QKD network, compliant with the
ETSI QKD 015 standard [50], as illustrated in Figure 4.

SDN Controller
(Network Controller)

Control
Information

SDN Agent

(QKD Node Control)

Indexed
Keys, QoS

Key stats
i Key requirements

Configuration
Information

Key

Management

! Key extraction

e o —
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Another initiative under way in Altice Labs is the exploration of its Passive Optical
Network (PON) product as a feasible quantum communications infrastructure,
sharing media with classical communications [51].
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Altice Labs’ work in quantum communications emphasizes that PQC and QKD are
in fact complementary approaches, and that the urgency in implementing the
former will probably be followed by the added security of combining it with the
latter. By exploring both approaches in parallel, the research bridges cutting-edge
academic developments with real-world deployments, ensuring that future net-
works are secure, resilient, and ready for the post-quantum era. These efforts also
have a direct impact on the company’s product portfolio, helping to shape solu-
tions that are future-proof and aligned with emerging security requirements.

Final thoughts and future directions

The arrival of quantum computing marks a turning point for cybersecurity, chal-
lenging long-standing cryptographic foundations and demanding a proactive
and coordinated response. As the industry transitions toward quantum-resistant
systems, collaboration across standardization bodies, vendors, operators, and
research centers becomes essential to ensure a secure and orderly migration.

Importantly, this is not just a migration to new algorithms. The dynamics will be
different, and changes to cryptographic systems are likely to be frequent. Hence,
cryptoagility needs to be unlocked with the quantum migration in these entities,
paving the way to an ever-evolving world in the cybersecurity scope.

Telecommunications operators have a pivotal role in this process, as they provide
the backbone of global connectivity and must guarantee that future networks re-
main both interoperable and resilient in the face of emerging quantum threats.

As the quantum era approaches, preparing today is the key to securing tomorrow.
The shift to quantum-resistant cryptography is not merely a technological up-
grade but a strategic necessity, one that will define the trust and resilience of digital
communications for decades to come. By anticipating change, fostering collab-
oration, and embracing innovation, the industry can ensure that the foundations
of cybersecurity remain strong in a world transformed by quantum technology.
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In an increasingly digitalized world, data drives innovation and economic growth,
but its concentration in tech giants like Amazon, Google, and Meta raises con-
cerns about sovereignty, security, dependence, and ethics. Centralized data
models often compromise privacy and organizational control, highlighting
Europe’s urgent need for secure and sovereign data infrastructures to maintain
digital autonomy and competitiveness.

This article introduces Gaia-X and the International Data Spaces Association
(IDSA) as cornerstone initiatives designed to transform how data is shared and
governed. Gaia-X defines common standards for transparent, federated, and
user-controlled data ecosystems, while IDSA provides the technical framework
for secure and trusted data exchange. Together, they promote interoperability,
ethical governance, and a fairer digital market that supports innovation across in-
dustries, from healthcare to manufacturing.

Understanding these initiatives is crucial for anyone interested in the future of
digital society, as they lay the foundation for a sovereign and resilient digital
landscape where data is harnessed responsibly for collective benefit.
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Introduction

The digitalization of society has turned data into a pil-
lar of modern economies, fostering innovation in ar-
tificial intelligence, machine learning, and personalized
services. However, this rapid evolution has also ex-
posed weaknesses in data management across
the globe. Predominant platforms owned by non-
European actors are non-interoperable, based on
black box algorithms, which foster data monopolies
and loss of sovereignty [1]. Traditional data ecosystems
have centralization aspects in storage, processing, and
monetization of large datasets. This implementation
has driven targeted advertising and predictive analyt-
ics, which, in some cases, have led to privacy breaches,
creating public distrust [2]. Moreover, the concentra-
tion of power raises antitrust concerns, reducing com-
petition and innovation from smaller companies.

In Europe, the pursuit of digital sovereignty, where a user can control data flows
while preserving core values like privacy and transparency, has become a stra-
tegic imperative. Since non-European cloud providers handle a significant
portion of European data [3], this dependency undermines Europe’'s competi-
tiveness and exposes critical sectors, such as manufacturing and energy, to risks.
Therefore, barriers that prevent seamless data sharing can cause ethical dilem-
mas surrounding the use of data without consent. This was exacerbated during
the COVID-19 pandemic, when rapid data exchanges caused vulnerabilities for
contact tracing and cross-border collaboration [4].

Tackling these issues requires a paradigm shift toward federated systems that
prioritize sovereignty, security, and fairness. That is where both projects Gaia-X
and IDSA come in, representing this shift by offering frameworks that decentral-
ize control while enabling value creation from data. Gaia-X and IDSA emerge as
crucial efforts to address these challenges by creating a decentralized, trustwor-
thy data ecosystem that empowers users and businesses alike [5]. By fostering
interoperability and security, they not only mitigate risks associated with central-
ized data control but also pave the way for innovation that aligns with European
regulations, suck as the General Data Protection Regulation (GDPR). This article
explores the foundations, mechanisms, and implications of Gaia-X and IDSA, un-
derscoring their role in securing a stable and innovative digital future for Europe.

Gaia-X; afederated data infrastructu

Overview

Gaia-X, whose framework is represented in Figure 1, is a European initiative aim-
ing to establish a federated and secure data infrastructure as the foundation for a
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trusted digital economy. Launched in 2019 and rooted in the German and French
governmental seal, its mission is to establish a trusted, decentralized network where
data and services can be shared securely. Gaia-X sets common rules, standards, and
governance so that existing cloud and edge services can interoperate while ensur-
ing data sovereignty, transparency, and openness, reflecting the European aims [6].

Gaia-X aims to make data sharing across organizations, sectors, and bor-
ders secure, trustworthy, and sovereign, enabling Europe to build strong digital
ecosystems that compete globally, reducing dependence on global hyper-
scalers. Innovation and the resulting value creation will be cornerstones of fos-
tering European leadership in the digital economy, making it autonomous from
American and Chinese cloud platforms [7].

Gaia-X focuses on three major concepts:

+ Federation — Enabling a network of independent actors, such as edge and
cloud providers, data holders, or data consumers, under common govern-
ance and rules, without being centralized under a single and closed platform.

+ Compliance — Ensuring that participants and services meet the Gaia-X rules,
standards, and trust framework, in alignment with European regulations, guar-
anteeing the entire ecosystem remains securely transparent and interoperable.

- Data Exchange — Enabling trusted, secure, and sovereign sharing of data
between participants within a federated ecosystem, ensuring that the terms,
rights, and technical conditions of data sharing are transparent, verifiable,
and compliant with Gaia-X principles.

Data Ecosystems

DATA
EXCHANGE FEDERATION

Infrastructure Ecosystems
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Gaia-X deployment

The recent Gaia-X architecture revolves around Digital Clearing Houses, which
are decentralized nodes that verify compliance with standards and facilitate in-
teroperability. These nodes ensure that data exchanges are transparent and
auditable, using open-source tools to prevent vendor lock-in. Participants, in-
cluding businesses and governments, retain sovereignty over their data, decid-
ing access rights and usage policies [9].

The current version of Gaia-X, Loire, seeks to lower the ambitions of the previous
Gaia-X release, Tagus, whose broader objectives ultimately proved to be unre-
alistic. The initial Gaia-X requirements were too wide in scope, leading to imple-
mentations that were incomplete or overly complex [10], [11]. To address this, the
Digital Clearing House was devised to achieve a more compact set of specifica-
tions, based on the registry, compliance, and notary implementations. The Loire
version aims to achieve a visible improvement in performance while reducing re-
sources compared with the previous version [12].

Gaia-X will thus be responsible for managing all issues related to security in the
transactions going through the platform. It will handle the issuance of creden-
tials for all actors involved, whether they are application providers or clients. There
is also a strong component to ensure compliance between the content with-
in the platform and the possible external clients. These compliance assurances
will provide seamless connections, minimizing errors during the interactions. The
Digital Clearing House will not cover data exchange issues among actors within
the Gaia-X ecosystem, as this topic, originally included in the early specifications,
was dropped in later versions and is now expected to be handled by the IDSA [12].

Figure 2 presents the wizard running in the Tagus version environment.
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Figure 3: Data
Connectors [18]
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IDSA: enabling secure data spaces

Overview

A data space (DS) is a trusted environment where different entities can share
data while maintaining full control of its usage [14]. IDSA aims to drive innovation
in the future of data exchange in Europe and beyond. It is a non-profit alliance of
more than 190 entities (including companies, research organizations, and insti-
tutions) dedicated to developing standards and architectures for data spaces,
ensuring data sovereignty and promoting a fair and secure digital economy [15].
Since 2017, the business and research communities have been jointly determin-
ing a trusted, open architecture for the data economy, enabling peer-to-peer
data exchange across all sectors of activity. This approach ensures true data
sovereignty through usage control and enables data providers to unlock the full
value of their data within trusted partnerships [16].

IDSA focuses on developing the technical foundations for sovereign data shar-
ing. The International Data Spaces Reference Architecture Model (IDS-RAM)
provides a blueprint for creating data spaces where organizations control their
data’s lifecycle. The architecture includes connectors, like the ones represented
in Figure 3, that enforce usage policies, ensuring that data is shared only under
predefined conditions [17]. The Data Space Protocol (DSP) defines standard-
ized interactions that enable seamless integration across platforms and support
cross-industry applications, from smart cities to agriculture, while preserving
data sovereignty and building trust through certification schemes that reduce
risks in data exchange [17]. With members across various sectors, IDSA’s stand-
ardization efforts can collaborate with bodies such as ISO to extend their global
impact [15], fostering the vision of a fair data economy that aims at solving inter-
operability and security challenges.

Identity
Provider

—— O
N O
Monitoring Identity Configuration
Management
Cataloging
Offer
(Policy)
Policy
Engine

Contract
Negotiation

Sink Sink

BEIERIENEET el
Data Source/ | I: ] > @ Data Source/

Shaping the Future of Data: Why Gaia-X and IDSA are Crucial for a Stable and
Innovative Digital Europe



Figure 4: Sovity

Community Edition

By aligning Gaia-X's
framework with IDSA’s
standards, Europe
builds a cloud model
rooted in sovereignty

224

and trust

InnovAction

IDSA deployment

One of the tools that enables a federated ecosystem aligned with IDSA-based
specifications is Sovity, whose Community Edition is represented in Figure 4.
Altice Labs has been keen on exploring this technology's core innovation, which is
an open-source extension of the EDC that natively integrates IDSA standards. This
connector acts as a sovereign gateway, allowing users and organizations to deploy
customizable data offers with granular policies for data access, transfer, and us-
age (without compromising control), supported by catalogs for service exposure
[19]. A key point of the Sovity platform is the enablement of robust mechanisms for
managing and revoking data-sharing agreements in sovereign ecosystems, allow-
ing users to seamlessly manage contracts by defining their specific parameters.
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By democratizing these data-based controls, Sovity not only streamlines admin-
istrative overhead but also strengthens trust in federated data economies, em-
powering entities to participate securely.

Synergies between Gaia-X and IDSA

Gaia-X and IDSA are not advancing in isolation; their integration amplifies their
strengths and may achieve a real framework for data sovereignty. IDSA’s technical
architecture aligns with Gaia-X's federated model, creating a smooth fit between
principles of self-sovereign storage and interoperable data exchange [3]. This
synergy establishes a comprehensive ecosystem: Gaia-X provides the overarch-
ing framework and verification, while IDSA supplies the tools for secure data flows
(see Figure 5 for a high level approach to their integration) [20]. Thus, Gaia-X is a
framework that enables cloud and data service providers to interoperate under
shared technical and ethical standards, promoting transparency and facilitating
data sovereignty. Unlike other cloud services, Gaia-X does not provide cloud ap-
plications, infrastructure, or storage. Instead, it establishes a model for trust and
interoperability, ensuring that users can securely share and manage data across
multiple providers without vendor lock-in [21]. IDSA, in turn, manages data by pro-
viding standards for creating secure and sovereign “data spaces” where organi-
zations can share information while retaining full control over their data [20].
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Future architectures that integrate both frameworks will consist of a set of par-
ticipants having several roles. On one hand, data and data services providers will
share their specific offers through catalogs, providing services according to de-
tailed service-level agreements and following the framework’s rules for data se-
curity and sovereignty. On the other hand, service consumers will claim these
offers, getting the benefits of data services for their businesses. Finally, federators
will participate in the building of operational support services to ensure a smooth
link between interested peers, while maintaining secure data exchanges [22].

Challenges and future outcomes

Building a European-based data sovereignty infrastructure and mindset encom-
passes a set of complex questions with answers that are not always straight-
forward. The first major challenge is breaking Europe’s dependency on external
hyperscalers. Currently, Europe lacks the infrastructure and service maturity to
compete with platform-based offerings from the United States and China [23].
Existing services fall short of market needs, and the transition from closed plat-
forms to open systems is hindered by the absence of interoperability standards,
making agile migration nearly impossible. To achieve long-term data sovereignty,
Europe must invest in a secure, interoperable, and federated infrastructure [24].

Operational and governance challenges are equally critical. In a pan-European
ecosystem of federated platforms, robust support systems will be essential to
ensure the reliability and efficiency of distributed infrastructure. Governance will
be complex, shaped by the diverse agendas and priorities of individual member
states. To foster innovation and prevent the rise of new monopolies, it is vital to
build inclusive data ecosystems that enable seamless collaboration across sec-
tors, sizes, and national borders [25].

Another key concern in building the ecosystem is ensuring active engagement
from all communities. On one side are the data and service providers, and on the
other, the consumers of these offerings. A third group, the federators, delivers
support services within this environment [22]. All participants aim to benefit from
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a collaborative ecosystem that offers a seamless experience from service dis-
covery to contract completion. Delivering a frictionless journey will be essential
to attract and retain engagement while driving business growth across Europe.
This vision relies on a federated, secure, interoperable data infrastructure aligned
with European regulations, moving away from closed platforms that monopolize
control and limit market openness [6].

Gaia-X and IDSA are steadily advancing as strategic responses to current data
sovereignty challenges. Gaia-X has already demonstrated the viability of its
framework through real-world use cases in healthcare, manufacturing, and pub-
lic administration [26]. A standout example is Catena-X, an automotive pilot pro-
ject under Gaia-X that enables secure data sharing across supply chains [27].
Meanwhile, IDSA's updated reference architecture (DS-RAM 50) is gaining trac-
tion among telecom operators, proving its capability to support cross-border
data exchange with strong privacy safeguards [17].

However, the long-term success of both initiatives hinges on their ability to fos-
With €15.3 billion  ter cross-sector collaboration and widespread adoption. The EU's commitment,
fueling Horizon  evidenced by the €15.3 billion allocated through Horizon Europe for digital trans-
Europe, Gaia-X and  formation between 2021 and 2027 [28], underscores the region’s dedication to
IDSA stand poised to  this vision. If Gaia-X and IDSA can establish clear compliance standards, robust
reshape sovereignty  governance, and inclusive participation models, they have the potential to re-
into a global  shape Europe’s digital landscape, enhancing sovereignty and setting a global
benchmark  benchmark for ethical, secure, and innovative data ecosystems.
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Conclusion

Europe is positioning itself at the forefront of data space innovation. Achieving
digital sovereignty depends on building a federated, interoperable, and trustwor-
thy data infrastructure. By moving away from proprietary, centralized platforms,
Europe can transform data from a vulnerability into a strategic asset, empower-
ing businesses, governments, and citizens alike.

More than European initiatives, Gaia-X and IDSA are global benchmarks. These
frameworks balance innovation with accountability in cloud-based services, en-
suring that data owners retain full control. This paves the way for fair, dynam-
ic digital ecosystems that fuel entrepreneurship and growth. Global adoption is
essential to standardize interoperability, drive responsible progress, and deliver
economic and societal value.

Altice Labs is committed to shaping a secure digital future. In a world defined
by geopolitical tensions and commercial rivalries, the company champions data
sovereignty as the foundation of a safe and trustworthy digital society.
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vides our customers, partners, and innovation ecosystem with the latest insights
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latest cutting-edge technology in the market.

For a company that has a very clear investment strategy in telecommunications,
advanced network and connectivity solutions, digital products and services, a
publication like InnovAction is particularly relevant. More than a valuable market-
ing tool, it is a method to share the most relevant technological developments
and knowledge across the tech community, reinforcing our unwavering commit-
ment to technological innovation.

If you missed previous editions of this annual publication, scan the QR code be-
low to access all the InnovAction magazines.



https://www.alticelabs.com/shared-knowledge/innovaction/#last-editions
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